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Purpose of this guide

This guide describes the installation and the configuraifdhe NetBSD operating system as well as the
setup and administration of some of its subsystems. It piiyreeddresses people coming from other
Unix-like operating systems, and aims to be a useful guideearface of the many small problems one
encounters when using a new tool.

This guide is not a Unix tutorial: basic knowledge of someaapts and tools is assumed. You should
know, for example, what a file and a directory are, and how &oamseditor. There are plenty of books
explaining basic Unix and operating system concepts, andgkhould consult one if you need more
background information. It is better to choose a generaklaoa avoid titles like “Learning Unix-XYZ,
version 1.2.3.4in 10 days”, but this is a matter of persoastit

Much work is still required to finish this introduction to NE$D: some chapters are not finished (some
are not even started) and some subjects need more testimgctans and additions are most certainly
welcome.

This guide is currently maintained by the NetBSD www teamyw@NetBSD.org>). Corrections and
suggestions should be sent to that address. Seépfsendix B
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Chapter 1
What is NetBSD?

NetBSD is a free, fast, secure, and highly portable Unig-lipen Source operating system. It is
available for many platforms, from 64-bit x86 servers andde€ktop systems to embedded ARM and
MIPS based devices. Its clean design and advanced featakesitexcellent in both production and
research environments, and it is user-supported with cetegburce. Many applications are easily
available through pkgsrc, the NetBSD Packages Collection.

1.1 The story of NetBSD

The first version of NetBSD (0.8) dates back to 1993 and sprirgm the 4.3BSD Lite operating
system, a version of Unix developed at the University of iGatiia, Berkeley (BSD = Berkeley Software
Distribution), and from the 386BSD system, the first BSD potthe Intel 386 CPU. In the following
years, modifications from the 4.4BSD Lite release (the kelstase from the Berkeley group) were
integrated into the system. The BSD branch of Unix has ha@at gmportance and influence on the
history of Unix-like operating systems, to which it has adnited many tools, ideas and improvements
which are now standard: the vi editor, the C shell, job cdnthe Berkeley fast file system, reliable
signals, support for virtual memory and TCP/IP, just to nanfiew. This tradition of research and
development survives today in the BSD systems and, in péattidn NetBSD.

1.2 NetBSD features

NetBSD operates on a vast range of hardware platforms aretygpeortable. The full source to the
NetBSD kernel and userland is available for all the supplgptatforms; please see the details on the
official site of the NetBSD Project (http://www.NetBSD.dxg

A detailed list of NetBSD features can be found at: http:iwNetBSD.org/about/features.html.

The basic features of NetBSD are:

- Code quality and correctness

- Portability to a wide range of hardware
« Secure defaults

- Adherence to industry standards

« Research and innovation

These characteristics bring also indirect advantageseXamnple, if you work on just one platform you
could think that you're not interested in portability. Bugrpability is tied to code quality; without a well
written and well organized code base it would be impossibkipport a large number of platforms. And
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code quality is the base of any good and solid software systeagh surprisingly few people seem to
understand it.

One of the key characteristics of NetBSD is that its devel®pee not satisfied with partial
implementations. Some systems seem to have the philosdphytevorks, it's right”. In that light
NetBSD's philosophy could be described as “It doesn’t warless it's right”. Think about how many
overgrown programs are collapsing under their own weigtt“‘éeatures” and you'll understand why
NetBSD tries to avoid this situation at all costs.

1.3 Supported platforms

NetBSD supports many platforms, including the popular RiEfpim (i386 and amd64), SPARC and
UltraSPARC, Alpha, Amiga, Atari, and m68k and PowerPC bagle Macintosh machines. Technical
details for all of them can be found on the NetBSD site (hitpwiv.NetBSD.org/ports/).

1.4 NetBSD’s target users

The NetBSD site states that: “The NetBSD Project providesely available and redistributable system
that professionals, hobbyists, and researchers can udeaitever manner they wish”. Itis also an ideal
system if you want to learn Unix, mainly because of its adheedo standards (one of the project goals)
and because it works equally well on the latest PC hardwaneelsis on hardware which is considered
obsolete by many other operating systems. To learn and uigeydin don’t need to buy expensive
hardware; you can use that old PC or Mac in your attic. It isangmnt to note that although NetBSD runs
on old hardware, modern hardware is well supported and e®den taken to ensure that supporting
old machines does not inhibit performance on modern hamlvraddition, if you need a Unix system
which runs consistently on a variety of platforms, NetBSprisbably your best choice.

1.5 Applications for NetBSD

Aside from the standard Unix productivity tools, editoisrhatters, C/C++ compilers and debuggers
and so on that are included with the base system, there iseaduligction of packages (currently over
8,000) that can be installed both from source and in pre-dechform. All the packages that you expect
to find on a well configured system are available for NetBSOfiee. The framework that makes this
possible, pkgsrc, also includes a number of commercialegtfns. In addition, NetBSD provides
binary emulation for various other *nix operating systeaikwing you to run non-native applications.
Linux emulation is probably the most relevant example. Yao win the Linux versions of

- Firefox
- the Adobe Flash player plugin
. Acrobat Reader

< many other programs
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1.6 How to get NetBSD

NetBSD is an Open Source operating system, and as sucheéely favailable for download from
ftp.NetBSD.org (ftp://ftp.NetBSD.org) and its mirrorgtifbt//www.NetBSD.org/mirrors/).

There is no “official” supplier of NetBSD CD-ROMs but thereeasarious resellers. You can find the
most up to date list on the relevant page (http://www.NetBB@'sites/cdroms.html) on the NetBSD site.
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Chapter 2
Installing NetBSD: Preliminary
considerations and preparations

2.1 Preliminary considerations

2.1.1 Dual booting
It is possible to install NetBSD together with other opergtsystems on one hard disk.

If there is already an operating system on the hard diskk thirout how you can free some space for
NetBSD; if NetBSD will share the disk with other operating®ms you will probably need to create a
new partition (which you will do with sysinst). Often timdsg will not be possible unless you resize an
existing partition.

Unfortunately, it is not possible to resize an existing itiart with sysinst, but there are some commercial
products (like Partition Magic) and some free tools (GNUt&@rFIPS, pfdisk) available for this.

You can also install NetBSD on a separate hard disk.

Advice: Unless you are comfortable with setting up a partitioning scheme for two or more operating
systems, and unless you understand the risk of data loss if you should make a mistake, it is
recommended that you give NetBSD its own hard disk. This removes the risk of damage to the
existing operating system.

2.1.2 NetBSD on emulation and virtualization

It is possible to install and run NetBSD on top of other opamsystems without having to worry about
partitioning. Emulators or virtualization environmentsyide a quick and secure way to try out NetBSD.
The host operating system remains unchanged, and the rinwdging important data is minimized.

Information about NetBSD as a Xen host and guest system ibleaon the NetBSD/xen web page
(http://www.NetBSD.org/ports/xen/).

The NetBSD on emulated hardware (http://www.NetBSD.avgglemulators.html) web page provides
detailed information about various emulators and the stipddNetBSD platforms. It should also be
noted that NetBSD runs as a VMware guest.
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2.2 Install preparations

2.2.1 The INSTALL document

The first thing to do before installing NetBSD is to read thease information and installation notes in
one of thelNSTALL files: this is the official description of the installatiorogedure, with
platform-specific information and important details. laigilable in HTML, PostScript, plain text, and
an enhanced text format to be used with more. These files cBrubd in the root directory of the
NetBSD release (on the install CD or on the FTP server). Fampte:

« ftp://ftp.NetBSD.org/pub/NetBSD/NetBSD-5.0/ por t /INSTALL.html

2.2.2 Partitions

The terminology used by NetBSD for partitioning is differémmm the typical DOS/Windows
terminology; in fact, there are two partitioning schemesined when running NetBSD on a typical PC.
NetBSD installs in one of the four primary BIOS partitionsdtpartitions defined in the hard disk
partition table).

Within a BIOS partition (also calleslice) NetBSD defines its BSD partitions usinglasklabel these
partitions can be seen only by NetBSD and are identified bgtoase letters (starting with “a”). For
example, wdOa refers to the “a” partition of the first IDE d{gkd0) and sdOa refers to the “a” partition
of the first SCSI disk. IfFigure 2-1there are two primary BIOS partitions, one used by DOS and the
other by NetBSD. NetBSD describes the disk layout througfdikklabel.

Figure 2-1. Partitions

BI OS partitions

( MBR) Di skl abel
e Jusr §
1 - NetBSD a
....... 2 x
b swap g %
=]
0 - DCs

Note: The meaning of partitions “c” and “d” is typical of the i386 port. On most other ports, “c”
represents the whole disk.
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Note: If NetBSD shares the hard disk with another operating system (like in the previous example)
you will want to install a boot manager, i.e., a program which lets you choose which OS to start at
boot time. sysinst can do this for you and will ask if you want to install one. Unless you have specific
reasons not to, you should let sysinst perform this step.

2.2.3 Hard disk space requirements

The exact amount of space required for a given NetBSD irsial varies depending on the platform
being used and which distribution sets are selected. Inrgkiifieyou have 1GB of free space on your
hard drive, you will have more than enough space for a futhiifetion of the base system.

2.2.4 Network settings

If you plan to fetch distribution sets over the network (netessary if you downloaded a full-size install
ISO) and do not use DHCP, write down your basic network sgtiiyou will need:

« Your IP address (example: 192.168.1.7)

- the netmask (example: 255.255.255.0)

- the IP address of your default gateway (example: 192.168.1.

- the IP address of the DNS server you use (example: 145.2%53.2.

2.2.5 Backup your data and operating systems!

Before you begin the installation, make sure that you hawediahle backup of any operating systems
and data on the used hard disk. Mistakes in partitioning aud disk can lead to data loss. Existing
operating systems may become unbootable. "Reliable backegans that the backup and restore
procedure is tested and works flawlessly!

2.2.6 Preparing the installation media

The NetBSD installation system consists of two parts. Tt fiart is the installation kernel. This kernel
contains the NetBSD install program sysinst and it is boér@ah a CD (or DVD), memory card, USB
flash drive, or floppy disk. The sysinst program will prepdredisk: it separates the disk space into
partitions, makes the disk bootable and creates the negdideasystems.

The second part of the install system is made up of the binatsilalition sets: the files of the NetBSD
operating system. The installer needs to have access tasthibution sets. sysinst will usually fetch
these files from the CD or DVD you burned, but it can also getth@& FTP, NFS, or local filesystem.

The NetBSD Project provides complete install media for ggeipported hardware architecture. This is
usually in the form of bootable CD image&é files). For example:

- ftp://ftp.NetBSD.org/pub/NetBSD/iso/5.0/
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Note: Please see the list of mirrors (http://NetBSD.org/mirrors/#iso) and choose a local server near
you for downloads

2.2.6.1 Booting the install system from CD

To use a bootable NetBSD install CD download e file for your hardware architecture and burn it to
a CD or DVD. You will need to handle this step alone, as burpirggrams vary widely. Ensure that your
computer is set up to boot from CD-ROM before hard driveritthe disc, and reboot the computer.

2.2.6.2 Booting the install system from floppy

If you need to create installation floppies, you need to camydy images to a diskette. The floppy
images are available on the NetBSD FTP servers or on a NetBSBIliCD. To perform this operation

in DOS you can use the rawrite program in tB&6/installation/misc directory. For Windows,
there’s a version imawr32.zip . The image files ari86/installation/floppy/boot1.fs and
i386/installation/floppy/boot2.fs for installation of a “normal” PC. The other floppies that

are available are described in more detail initW8TALL document.

Note: Before you write the boot images to floppies, you should always check that the floppies are
good: this simple step is often overlooked, but can save you a lot of trouble!

The procedure to write floppies is:

1. Formatthe floppy.
2. Go to thel386\INSTALLATION\FLOPPY directory of the CD-ROM.

3. Runthe .\ M SC\ RAWRI TE program (or extract\MISC\RAWR32.ZIP  if you're on a Windows
system, and run the RAWRITE32 program in that file). Usudily tSource file”s ar®@OO0T1.FS
andBOOT2.FSand the “Destination drive” is A:

To create a boot floppy in a Unix environment, tilbcommand can be used: For example:

# cd i386/installation/floppy
# dd if=boot.fs of=/dev/fdO0a bs=36b

Note: A 1440K floppy contains 1474560 bytes and is made up of 80 cylinders, 2 tracks, 18 sectors
and 512 bytes per sector, i.e., 80 * 2 * 18 = 2880 blocks. Thus bs=36b copies one cylinder (18 * 2
blocks) at a time and repeats the operation 80 times instead of 2880.
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2.3 Checklist

This is the checklist about the things that should be cledremhand now:

- Available disk space
« Bootable medium with the install system
- CD/DVD or server with the distribution sets

« Your network information (only if you will be fetching dishution sets via the network and do not use
DHCP)

« A working backup
A printout of the INSTALL document
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Example installation

3.1 Introduction

This chapter will guide you through the installation prac€ghe concepts presented here apply to all
installation methods. The only difference is in the way tistribution sets are fetched by the installer.
Some details of the installation differ depending on theB$# release: The examples from this chapter
were created with NetBSD 5.0.

Note: The following install screens are just examples. Do not simply copy them, as your hardware
and configuration details may be different!

3.2 The installation process

The installation process is divided logically in two patftsthe first part you create a partition for
NetBSD and write the disklabel for that partition. In theed part you decide which distribution sets
(subsets of the operating system) you want to install anad éxéract the files into the newly created
partition(s).

3.3 Keyboard layout

The NetBSD install program sysinst allows you to change #ybkard layout during the installation. If
for some reason this does not work for you, you can use the mige ifollowing table.
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3.4 Starting the installation

To start the installation of NetBSD, insert your chosen boetlia (CD/DVD, USB drive, floppy, etc.)
and reboot the computer. The kernel on the installation oredvill be booted and start displaying a lot
of messages on the screen about hardware being detected.

Figure 3-1. Selecting the language

llelcome to syzinst, the HetB5D-5.8 =systemnm inztallation tool. This
Menu—-driven tool is designed to help you install HetB5D to a hard d
upgrade an exizting MetBS5D system, wWith a HMinimMum of work.

In the following menus type the reference letter (a, b, c, ...J to
item, or type CTRL+N-CTRL+P to select the next-previous item.

The arroW kevus and Page-up-Page-down HMay also wWork.

Activate the current selection from the mMenu by typing the enter ke

a: Installation mMessages in English

Messages d’ installation en francais
Installation auf Deutsch

Komunikaty instalacyjne W jezyku polskim
Mensajes de instalacion en castellano

b
C:
d:
e

When the kernel has booted you will find yourself in the NetB8®allation program, sysinst, shown in
Figure 3-1 From here on you should follow the instructions displayedh® screen, using theSTALL
document as a companion reference. You will find the INSTAbkcwment in various formats in the root
directory of the NetBSD release. The sysinst screens a#l hare or less the same layout: the upper part
of the screen shows a short description of the current dperat a short help message, and the rest of
the screen is made up of interactive menus and prompts. Te mekoice, use the cursor keys, the
“Ctrl+N” (next) and “Ctrl+P” (previous) keys, or press onktbe letters displayed left of each choice.
Confirm your choice by pressing the Return key.
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Start by selecting the language you prefer to use for thallagbn process.

The next screeRigure 3-2will allow you to select a suitable keyboard type.

Figure 3-2. Selecting a keyboard type

Helcome to sysinst, the HetB53D-5.H system installation tool. This
Menu-driven tool iz dezigned to help you install HetBSD to a hard d
upgrade an existing NetBSD system, wWwith a Minimum of work.

In the following menus type the reference letter (a, b, c, ...) to
item, or type CTRL+N-CTRL+P to select the next/preu1nus item.

The arrow keys and Page-up-Page-down Hay also work.

Activate the current selection from the menu by typing the enter ke

Eeyhoard type

US-Engli=sh
UK-Engli=zh
Belgian
Danish
Finnish
French
German
Greek
Hungarian
Italian
page up, >: page dowun

=l =T =T I —

P o SR

This will bring you to the main menu of the installation pragr (Figure 3-3.
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Figure 3-3. The sysinst main menu

lelcome to sysinst, the HetB3D-5.8 =system installation tool. Thi=s
Menu-driven tool iz designed to help you install MetBSD to a hard d
upgrade an exiszting HetB3D =system, with a minimum of work.

In the following menus type the reference letter (a, b, c, ...) to
item, or type CTRL+N-/CTRL+P to =elect the next-/previous item.

The arrow keys and Page-up-Page-down mMay also work.

Activate the current =selection from the menu by tuping the enter ke

If you booted from a floppy, you mMay now rermove the disk.

Thank you for w=sing HetBSD?

NetB3D-5.H Install System

: Install NetB5D to hard disk

Upgrade MetBS5D on a hard disk

Re-install sets or install additional sets
Reboot the computer

Utility menu

Exit Install System

Choosing the “Install NetBSD to hard disk” option brings ytouthe next screerHgure 3-4, where you
need to confirm that you want to continue the installation.

Figure 3-4. Confirming to install NetBSD

You have chosen to install NetBSD on your hard disk. This will change
information on your hard disk. You should have made a full backup before
this procedure! This procedure will do the following things:

a) Partition your disk

b) Create new BSD file systems

c) Load and install distribution sets

d) Some initial system configuration

(After you enter the partition information but before your disk is changed,
you will have the opportunity to gquit this procedure.)

Shall we continue?

yes or no?

a: No

10
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After choosing “Yes” to continue, sysinst displays a lisboke or more disks and asks which one you
want to install NetBSD on. In the example giverFAigure 3-5 there are two disks, and NetBSD will be
installed on “wd0”, the first IDE disk found. If you use SCSlexternal USB disks, the first will be
named “sd0”, the second “sd1” and so on.

Figure 3-5. Choosing a hard disk

On which disk do you want to install NetBSD?

Available disks

b: wdil

The installer will then ask whether you want to do a full, miail or custom installation. NetBSD is
broken into a collection of distributions sets. “Full ingtion” is the default and will install all sets;
“Minimal installation” will only install a small core sethe minimum of what is needed for a working
system. If you select “Custom installation” you can selebiol sets you would like to have installed.
This step is shown ifrigure 3-6

Figure 3-6. Full or custom installation

The NetBSD distribution is broken into a collection of distribution sets.
There are some basic sets that are meeded by all installations and there are
some other sets that are not needed by all installations. You may choose to
install a core set (Minimal installation), all of them (Full installation) or
you select from the optional distribution =sets.

Select your distribution

a: Full installation
b: Minimal installation

! Custom installation

11
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If you choose to do a custom installation, sysinst will allpew to choose which distribution sets to
install, as shown iffrigure 3-7 At a minimum, you must select a kernel and the “Base” and t&Syis
(/etc)” sets.

Figure 3-7. Selecting distribution sets

The following is the lizt of distribution =sets that will be used.
Distribution set selected

Eernel (GEHERIC)

Base

System (setc)
Compiler Tools

Games

Online Manual Pages
Mizcel laneous

Test programs

Text Processing Tools

i
Jj: X11 =sets

w: Install selected sets

3.5 MBR partitions

The first important step of the installation has come: théitpaming of the hard disk. First, you need to
specify whether NetBSD will use a partition (suggested chpor the whole disk. In the former case it is
still possible to create a partition that uses the whole kiskl (Figure 3-8 so we recommend that you
select this option as it keeps the BIOS partition table inrenft which is compatible with other
operating systems.

12
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Figure 3-8. Choosing the partitioning scheme

We are now going to install NetBSD on the disk wdO.

NetBSD requires a single partition in the disk’s MBR partition table, this is
split further by the HetB3D disklabel. MHNetBSD can also access file systems
in other MBR partitions.

If you select ‘Use the entire disk’ then the previous contents of the disk
will be overwritten and a single MBR partition used to cover the entire disk.
If you want to install more than one operating system then edit the MBR
partition table and create a partition for NetBSD.

A few hundred ME is enough for a basic installation, but you should allow
extra for additional software and user files.
Allow at least 5GB if you want to build NetBSD itself.

Which would you like to do?

a: Edit the MBR partition table

b: Use the entire disk

The next screen shows the current state of the MBR partitible ton the hard disk before the installation
of NetBSD. There are four primary partitions, and as you & this example disk is currently empty.

If you do have other partitions you can leave them around astali NetBSD on a partition that is
currently unused, or you can overwrite a partition to useritNetBSD.

Figure 3-9. fdisk

The Current MBR partition table i= shown below.
Flg=s: a =»> Active partition, 4 => bootselect default, I => Install here.
Select the partition you wish to change:

Total disk size 3072 MB.
Start( MB) Size( MB) Flg Kind Bootmenu
unused

unused
unused

! Change input units (sectorsrcylinders-MB)
: Partition table OK

Deleting a partition is simple: after selecting the pastitia menu with options for that partition will
appear Figure 3-10. Change the partition kind to “Delete partition” to remdfie partition. Of course,
if you want to use the partition for NetBSD you can set theipantkind to “NetBSD”.

You can create a partition for NetBSD by selecting the partiyou want to install NetBSD to. The
partition names “a” to “d” correspond to the four primary {itéwns on other operating systems. After

13
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selecting a partition, a menu with options for that pantitill appear, as shown iRigure 3-10

Figure 3-10. Partition options

The Current MBR partition table is shown below.
Flgs: a => Actiwve partition, d => bootselect default, I => Install here.
Select the partition you wish to change:

Total disk size 307Z MB.

Start( MB) Al type! unused
: start: O MB
size: @ MB
end: @ MB
active: No

: Change in| a: Don’t change

: Partition| b: Delete partition
linders/MB)

: Extended partition, LBA

FreeBSD,386B5D

OpenBSD

Linux native

Linux swap

i DOS FAT1Z2

: DOS FAT16, <32H

page up, >: page down

=Ty =T

A e e

To create a new partition, the following information mustsogplied:

- the type (kind) of the new partition
- the first (start) sector of the new partition
« the size of the new partition

Choose the partition type “NetBSD” for the new partitionifugsthe “type” option). The installation
program will try to guess the “start” position based on thd efithe preceding partition. Change this
value if necessary. The same thing applies to the “size’boapthe installation program will try to fill in

the space that is available until the next partition or the @ithe disk (depending on which comes first).
You can change this value if it is incorrect, or if you do nonivBletBSD to use the suggested amount of
space.

After you have chosen the patrtition type, start positiom size, it is a good idea to set the name that
should be used in the boot menu. You can do this by selectathibotmenu” option and providing a
label, e.g., “NetBSD". It is a good idea to repeat this staepotber bootable partitions so you can boot
both NetBSD and a Windows system (or other operating sy3tesisg the NetBSD bootselector. If you
are satisfied with the partition options, confirm your chdigeselecting “Partition OK”. Choose
“Partition table OK” to leave the MBR patrtition table editor

If you have made an error in partitioning (for example youénaekeated overlapping partitions) sysinst
will display a message and suggest that you go back to the MiR&ipn editor (but you are also
allowed to continue). If the data is correct but the NetBSEifian lies outside the range of sectors
which is bootable by the BIOS, sysinst will warn you and askoifi want to proceed anyway. Doing so
may lead to problems on older PCs.

Note: This is not a limitation of NetBSD. Some old BIOSes cannot boot a partition which lies outside
the first 1024 cylinders. To fully understand the problem you should study the different type of

14
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BIOSes and the many addressing schemes that they use (physical CHS, logical CHS, LBA, ...).
These topics are not described in this guide.

On modern computers (those with support for int13 extensions), it is possible to install NetBSD in
partitions that live outside the first 8 GB of the hard disk, provided that the NetBSD boot selector is
installed.

Next, sysinst will offer to install a boot selector on thedhdisk. This screen is shown kFigure 3-11

Figure 3-11. Installing the boot selector

Your configuration requires the NetBSD bootselect code to select which
operating system to use.

It i=s not currently installed, do you want to install it now?

yes or no?

b: No

At this point, theBIOS partitiongcalledsliceson BSD systems) have been created. They are also called
PC BIOS partitionsMBR patrtitionsor fdisk partitions

Note: Do not confuse the slices or BIOS partitions with the BSD partitions, which are different things.

3.6 Disklabel partitions

Some platforms, like PC systems (amd64 and i386), use D@&MBR partitions to separate file
systems. The MBR partition you created earlier in the ifeiah process is necessary to make sure that
other operating systems do not overwrite the diskspace/thaallocated to NetBSD.

NetBSD uses its own partition scheme, calledisklabe] which is stored at the start of the MBR
partition. In the next few steps you will create a disklabefnd set the sizes of the NetBSD partitions,
or use existing partition sizes, as showrFigure 3-12

15
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Figure 3-12. Edit partitions?

MNetB3SD uses a BSD disklabel to carve up the NetB3D portion of the disk into
multiple BSD partitions. You must nmow set up your BSD disklabel.

You can use a simple editor to set the sizes of the HetBSD partitions, or
keep the existing partition sizes and contents.

You will then be given the opportunity to change any of the disklabel fields.
The NetBSD part of your disk is 2000 Megabytes. A full installation requires
at least Z88 Megabytes without X and at least 338 Megabytes if the X sets are
included.

Choose your installation

a: 3et sizes of NetB3D partitions

b: Use existing partition sizes

When you choose to set the sizes of the NetBSD partitions gawlefine the partitions you would like
to create. The installation program will generate a diséldiased on these settings. This installation
screen is shown ifigure 3-13

Figure 3-13. Setting partition sizes

You can now change the sizes for the system partitions. The default is to
allocate all the space to the root file =system, however you may wish to have
separate ~usr (additional system files), rsvar (log files etc) or ~home
(users’ home directories).

il

Free space will be added to the partition marked with a "+ .

MB Cylinders Sectors Filesystem
417 (1871) 848 854784 + ~
N"128 761 263688 suap
[¢] (0] tmp (mfs)
6] 0 ZUST

2] 2] suvar
] 1] ~home
Add a user defined partitiom
Change input units (sectorsrscylinders~MB)
ficcept partition sizes. Free space 1454 MB, 12 free partitions.

Size for swap in MB? [1281: 600

The default partition scheme of just using a bigroot) file system (plus swap) works fine with NetBSD,
and there is little need to change thsgure 3-13shows how to change the size of the swap partition to
600 MB. Changingtmp to reside on &AM disk(mfs(8)) for extra speed may be a good idea. Other
partition schemes may use separate partitions/for , /Jusr and/or/home , but you should use your
own experience to decide if you need this.

The next step is to create the disklabel and edit its pam8tid necessary, using the disklabel editor

16
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(Figure 3-134. If you predefined the partition sizes in the previous stieg resulting disklabel will
probably fit your wishes. In that case you can complete thegg@immediately by selecting “Partition
sizes ok”.

Figure 3-14. The disklabel editor

We now have your BSD-disklabel partitions as:
This is your last chance to change them.

Start MB End MB 3Size MB F3 type Newfs Mount Mount point

598 598 FF3wvl
6RO =wap
1999 Z000 NetB3SD partition
jov1 3072 Whole disk
1199 1999 800 FFSwil Yes susr-local
Q [¢] 0 unused
Show all unused partitions
: Change input units (sectorsscylinders-MB)
Partition sizes ok

b:
@3
d:
e:
f:
g:
h

x

There are two reserved partitions, “c”, representing theBS® partition, and “d”, representing the
whole disk. You can edit all other partitions by using thestuitkeys and pressing the return key. You can
add a partition by selecting an unused slot and setting peteasfor that partition. The partition editing
screen is shown iRigure 3-15

Figure 3-15. Disklabel partition editing

The current values for partition ‘a’ are,
Select the field you wish to change:

MB cylinders sectors

FStype:
start: Select the type
size:
end: 599 ! unused
newf s : Yes
avg file size: 4
block size: 8192

fragment size: 1024
mount : Yes
mount options: : other types
mount point: / : unchanged
! Change input units (sector
: Restore original wvalues
: Partition sizes ok
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3.7 Setting the disk name
After defining the partitions in the new disklabel, the lashi is to enter a name for the NetBSD disk as

shown inFigure 3-16 This can be used later to distinguish between disklabedshafrwise identical
disks.

Figure 3-16. Naming the NetBSD disk

Please enter a name for your NetB3SD disk [BSDisk]l: BSDisk

3.8 Last chance!

The installer now has all the data it needs to prepare the Nisthing has been written to the disk at this
point but, and now is your last chance to abort the instalfgpirocess before actually writing data to the
disk. Choose “no” to abort the installation process andrreto the main menu, or continue by selecting

yes”.

18
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Figure 3-17. Last chance to abort

Dk, we are now ready to install NetBSD on your hard disk (wd®). Nothing has
been written yet. This is your last chance to quit this process hefore
anything gets changed.

Shall we continue?

yes or no?

a' No

3.9 The disk preparation process

After confirming that sysinst should prepare the disk, it wih disklabel(8) to create the NetBSD
partition layout and newfs(8) to create the file systems erdibk.

After preparing the NetBSD partitions and their filesystethe next question (shown Figure 3-18is
which bootblockgo install. Usually you will choose the default BFOS consolgi.e., show boot
messages on your computer’s display.

If you run a farm of machines without monitor, it may be morewenient to use a serial console running
on one of the serial ports. The menu also allows changingahal port’'s baud rate from the default of
9600 baud, 8 data bits, no parity and one stopbit.
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Figure 3-18. Selecting bootblocks

Would you like to install the normal =set of bootblocks or serial bootblocks?

Normal bootblocks use the BIOS console device as the console (usually the
monitor and keyboard). Serial bootblocks use the first serial port as the
console.

Selected bootblock: BIDS console

Bootblocks selection

a: Use BIOS console

: Use serial port com@®

: Use serial port coml

: Use serial port com2

! Use serial port com3d

: Set serial baud rate

i Use existing bootblocks
: Exit

3.10 Choosing the installation media

At this point, you have finished the first and most difficulttpafrthe installation!

The second half of the installation process consists of jatipg the file systems by extracting the
distribution sets that you selected earlier (base, comuitds, games, etc). Before unpacking the sets,
sysinst asks what information you would like to see durireg firocess, as shown kigure 3-19 You

can choose between a progress bar, a display of the nameloéeaacted file, or nothing.

Figure 3-19. Choosing the verbosity of the extraction procgs

Okay, the first part of the procedure is finished. Sysinst has written a
disklabel to the target disk, and newfs’'ed and fsck'ed the new partitions you
specified for the target disk.

The next step is to fetch and unpack the distribution filesets.

During the extraction process, what do you want to see as each file is
extracted?

Select set extraction verbosity

a! Progress bar (recommended)

b: Silent
c: Verbose file name listing (slow)
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Now sysinst needs to find the NetBSD sets and you must tellérevto find them. The menu offers
several choices, as shownRigure 3-20 The options are explained in detail in thNSTALL documents.

Figure 3-20. Installation media

Your disk is now ready for installing the kernel and the distribution sets.
fis noted in your INSTALL notes, you have several options. For ftp or nfs,
you must be connected to a network with access to the proper machines.

Sets selected 3, processed O, Next set kern-GENERIC.

Install from

: FTP

: HTTP

: NF3

: Floppy

! Unmounted fs

: Local directory

i Skip set

: Skip set group

! Abandon installation

o= - B

[

3.10.1 Installing from CD-ROM or DVD

When selecting “CD-ROM / DVD”, sysinst asks the name of theeRDM or DVD device and the
directory in which the set files are stored, $égure 3-21 The device is usuallygd0 for the first
CD-ROM or DVD drive, regardless of whether it is IDE or SCSt éwen USB or FireWire).

Figure 3-21. CD-ROM/DVD installation

Enter the CDROM dewvice to be used and directory on the CDROM where the
distribution is located.
Remember, the directory should contain the .tgz files.

a: Device cdBa
b: Set directory »1386-binary~sets

=: Continue
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The CD-ROM/DVD device name: If you don’t know the name of the CD-ROM/DVD device, you can
find by doing the following:

1. Press Ctrl-Z to pause sysinst and go to the shell prompt.
2. Type the command:
# dmesg

This will show the kernel startup messages, including the name of the CD-ROM device, for
example cdO.

3. If the display scrolls too quickly, you can also use more:
# dmesg | nore
4. Go back to the installation program with the command:

# fg

3.10.2 Installing from an unmounted file system

Figure 3-22shows the menu to install NetBSD from an unmounted file systeisinecessary to specify
the device ("Device"), the file system of the device ("Filsteyn") and the path to the install sets ("Set
directory"). The setting for the "Base directory" is opt@band can be kept blank.

In the following example the install sets are stored MIDOSfile system, on partition "e" on the
device "sd0".

Figure 3-22. Mounting a file system

Enter the unmounted local device and directory on that device where the
distribution is located.
Remember, the directory should contain the .tgz files.

a: Device wd O
: File system ffs
: Base directory release
: Set directory /i386-binary-sets
: Continue

It is usually necessary to specify the device name and th#ipar Figure 3-23shows how to specify
device "sd0" with partition "e".
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Figure 3-23. Mounting a partition

Enter the unmounted local device and directory on that device where the
distribution is located.
Remember, the directory should contain the .tgz files.

S Device udg)

b: File system ffs

c: Base directory release

d: Set directory »1386-binary~sets
x: Continue

device [wdB]1: =dBe

In Figure 3-24the file system type is specified. It is “msdos” but it coulddie the NetBSD file system
“ffs” or “ext2fs”, a Linux file system. The “Base directoryteém is left blank and the binary sets are
stored under “/sets”. Choosing “Continue” will start tharaxtion of the sets.

Figure 3-24. Accessing a MSDOS file system

Enter the unmounted local device and directory on that device where the
distribution is located.
Remember, the directory should contain the .tgz files.

: Device sd0e
: File system msdos
: Base directory

: 3et directory ssets

! Continue

3.10.3 Installing via FTP

If you choose to install from a local network or the Internigt FTP, sysinst will configure the system'’s
network connection, download the selected set files to adeanp directory, and then extract them.
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NetBSD currently supports installation via ethernet, USiieenet or wireless, and wireless LAN.
Installation via DSL (PPP over Ethernet) is not supportetghdpinstallation.

The first step shown iRigure 3-25consists of selecting which network card to configure. stsivill
determine a list of available network interfaces, predesitt and ask which one to use.

Note: The exact names of your network interfaces depend on the hardware you use. Example
interfaces are “wm” for Intel Gigabit interfaces, “ne” for NE2000 and compatible ethernet cards, and
“ath” for Atheros based wireless cards. This list is by no means complete, and NetBSD supports
many more network devices.

To get a list of network interfaces available on your system, interrupt the installation process by
pressing “Ctrl+Z", then enter

# ifconfig -a
ne2: flags=8822<UP,BROADCAST,NOTRAILERS,SIMPLEX,MULT ICAST> mtu 1500
address: 00:06:0d:¢c6:73:d5
media: Ethernet autoselect 10baseT full-duplex
status: active
inet 0.0.0.0 netmask Oxffffff00 broadcast 0.0.0.0
ineté fe80::206:dff:fec6:73d5%ne2 prefixlen 64 scopeid O x1
100: flags=8009<UP,LOOPBACK,MULTICAST> mtu 33196
inet 127.0.0.1 netmask O0xff000000
ineté ::1 prefixlen 128
inet6 fe80::1%I00 prefixlen 64 scopeid 0x2
ppp0: flags=8010<POINTOPOINT,MULTICAST> mtu 1500
pppl: flags=8010<POINTOPOINT,MULTICAST> mtu 1500
sl0: flags=c010<POINTOPOINT,LINK2, MULTICAST> mtu 296
sl1: flags=c010<POINTOPOINT,LINK2, MULTICAST> mtu 296
strip0: flags=0 mtu 1100
stripl: flags=0 mtu 1100

To get more information about all the devices found during system startup, including network
devices, type

# dnesg | nore
You can return to the NetBSD installation by typing

# fg
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Figure 3-25. Which network interface to configure

I have found the following network interfaces: ne2

Which device shall I use? [ne2l: ne2

Next, you have a chance to set your network medium.

Note: Itis unlikely that you will need to enter anything other than the default here. If you experience
problems like very slow transfers or timeouts, you may, for example, force different duplex settings for
ethernet cards. To get a list of supported media and media options for a given network device (ne2,
for example), escape from sysinst by pressing “Ctrl+Z”, then enter:

# ifconfig -mne2
ne2: flags=8822<UP,BROADCAST,NOTRAILERS,SIMPLEX,MULT ICAST> mtu 1500
address: 00:03:0d:c6:73:d5
media: Ethernet 10baseT full-duplex
status: active
supported Ethernet media:
media 10baseT
media 10baseT nedi aopt full-dupl ex
media 10base?2
media aut osel ect

The various values printed after “media” may be of interest here, including keywords like “autoselect”
but also including any “mediaopt” settings.

Return to the installation by typing:

# fg

The next question will be whether you want to perform DHCPRPaahfiguration as shown in

Figure 3-26 Answer “Yes” if you have a DHCPynamic Host Configuration ProtocDHCP) running
somewhere on your network, and sysinst will fetch a numbeieédults from it. Answer “No” to enter
all the values manually.

We will assume you answered “No” and go into all the questasi®d in detail.

25



Chapter 3 Example installation

Figure 3-26. Using DHCP for network configuration

media! Ethernet 10baseT full-duplex
supported Ethernet media:
media autoselect
media 10baseT
media 10baseT mediaopt full-duplex
media 10baseZ
Network media type [autoselect mediaopt full-duplexl: autoselect

Perform DHCP autoconfiguration?

: Yes

Figure 3-27shows the questions asked for the network configurationv@hes to be entered are:

Your DNS Domain:

This is the name of the domain you are in.

Your hostname:

The name by which other machines can usually address yoyptem Not used during installation.

Your IPv4 number:

Enter your numerical Internet Protocol address in “dottead] notation here, for example,
192.168.1.3

IPv4 Netmask:

The netmask for your network, either given as a hex valuefffff®0”) or in dotted-quad notation
(“255.255.255.0").

IPv4 gateway:

Your router’s (or default gateway’s) IP address. Do not usesiname here!

IPv4 name server:

Your (first) DNS server’s IP address. Again, don’t use a harsie.
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Figure 3-27. Entering and configuring network data

media! Ethernet 10baseT full-duplex
supported Ethernet media:
media autoselect
media 10baseT
media 10baseT mediaopt full-duplex
media 10baseZ
Network media type [autoselect mediaopt full-duplexl: autoselect
Your DH3 domain: my.domain
Your host name:! vigorll
Your IPuv4 number: 192.1686.1.11
IPv4 Netmask [OxffffffO01: 255.255.255.0
IPv4 gateway: 192.168.1.1
IPv4 name serwver: 145.253.2.75

Perform IPv6 autoconfiguration?

b: Yes

After answering all of your network configuration info, itlbe displayed, and you will have a chance
to go back and make changé&sdure 3-28.

Figure 3-28. Confirming network parameters

The following are the values you entered.

DNS Domain: my .domain
Host Name: vigoril
Primary Interface: ne2

Host IP: 192.168.1.11
Netmask: £55.255.255.0
IPv4 Nameserver: 145.253.2.75
IPv4 Gateway: 192.168.1.1
Media type: autoselect
IPv6 autoconf : no

IPvE6 Nameserver: <none’>

Are they OK?

b: No

sysinst will now run a few commands (not displayed in detaik) to configure the network: flushing the
routing table, setting the default route, and testing ifrie&vork connection is operational.

Now that you have a functional network connection, you meitte installer how to get the distribution
sets, as shown iRigure 3-29

When you are satisfied with your settings (the defaults wooktrof the time), choose “Get Distribution”
to continue.

27



Chapter 3 Example installation

Figure 3-29. Defining the FTP settings

The following are the ftp =site, directory, user, and password that will be
used. If "user” is “"ftp", then the password is not needed.

Host fip.NetB3D.oryg
Set directory /i386-binaryssets
User ftp

Password

Proxy

Transfer directory susr/INSTALL
Delete after install Ho

Get Distribution

=

== Ty ="l

x

3.10.4 Installing via NFS

If you want to install NetBSD from a server in your local netioNFS is an alternative to FTP.

Note: Using this installation method requires the ability to set up an NFS server, a topic which is not
discussed here.

As shown inFigure 3-3Q0you must specify the IP address of the NFS server with "Hds¢'"Base
directory" that isexportedoy the NFS server, and the "Set directory”, which contaiedititall sets.

28



Chapter 3 Example installation

Figure 3-30. NFS install screen

Enter the nfs host and server directory where the distribution is located.
Remember, the directory should contain the .tgz files and must be nfs
mountable.

b: Base directory sbzd-release
c: 3et directory /i386-sbinary~sets
x: Continue

Figure 3-31shows an example: Host “192.168.1.50 " is the NFS servempttmatides the directory
“/home/username/Downloads” The NetBSD install sets anedtin the directory
“/home/username/Downloads/sets” on the NFS server. Ghtidentinue” to start the installation of the
distribution sets.

Figure 3-31. NFS example

Enter the nfs host and server directory where the distribution is located.
Remember, the directory should contain the .tgz files and must be nfs
mountable.

a: Host 192.168.1.50
b: Base directory shomesusername-Downloads
c: et directory sets

%: Continue

3.11 Extracting sets

After the method for obtaining distribution sets has beerseh, and (if applicable) after those sets have
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been transferred, they will be extracted into the new NetB&ystem.

After extracting all selected sets, sysinst will createicewodes in thédev directory and then display a
message saying that everything went well.

Another message (ségégure 3-32 will let you know that the set extraction is now completed ahat
you will have an opportunity to configure some essentialghibefore finishing the NetBSD installation.

Figure 3-32. Extraction of sets completed

The extraction of the selected sets for HetBSD-5.8 is complete. The
iz now able to boot from the =selected harddisk. To complete the
installation, sysinst wWwill give you the opportunity to configure so
ezzential things first.

it enter to continue

3.12 System configuration

The first thing you can configure is your timezone. IUisiversal Time Coordinate(UTC) by default,
and you can use the two-level menu of continents/countridsaies shown irFigure 3-330 select
your timezone with the Return key. Next, press “x” followedmReturn to exit timezone selection.
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Figure 3-33. Selecting the system'’s time zone

Please choose the timezone that fits you best from the list belowu.
Presz RETURN to =zelect an entry.
Press 'x’ followed by RETURN to quit the timezone selection.

Default: uTC
Selected: uUTC
Local time: Hed Apr 29 14:13:88 2889 UTC

AMerica~
Antarctica~
Arctic/
Asia~
Atlantic~
Australia~
Brazil~

CET
CSTeCDT
Canada~
Chile~

{! page up, »>: page down

At this point, you are given the option to choose a passwocdygtion scheme. While “DES” is the
standard algorithm used on most Unix systems, “MD5”, “Bl@hfi and “SHA1” allow longer
passwords than DES, which only uses the first eight chasacféhe password that is entered. DES is
still useful for interoperability with other operating $gms.
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Figure 3-34. Selecting a password encryption scheme

Pleaze choose the password cipher to wuse. HNetB5D can be configured
either the DES, MDS, Blowfish or SHAl1l schemes.

The traditional DES =cheme iz compatible with mMost other Unix-1like
systems, but only the first 8 characters of any password Will be rec
The MD5, Blowfizh and SHA1 s=chemes allow for longer passwords, and
argue that it’s more secure.

If you have a network and intend to use NIS, please bear in Mind the
capabilities of other machines on your network.

If you are upgrading and would like to keep configuration unchanged,
the last option "do not change™.

Password cipher

h: HMID5

c: Blowfish 2°7 round
d: 3HA1

e: do not change

After choosing the password cipher you are asked if you wasét the root password. It is
recommended to set a root password at this point for seaeadtsons.

Figure 3-35. Set a root password?

The root password of the newly installed system has not yet been initialized,
and is thus empty. Do you want to set a root password for the system now?

yes or no?

b: No
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When you agree to set a root password, sysinst will run thewpd(d) utility for you. Please note that the
password is not echoed.

Figure 3-36. Setting root password

Status:
il LGN i asswd -1 root

Ew password:
Fetype new password:

The next menu allows you to choose which command line ingéepr also known as a “shell” - will be
used for the root account. The default is the claBsiarne shellsh(1). Other choices are thk®rn shell
(ksh(1)) and the&C shell(csh(1)). If, upon reading this, you don’t have some idealoitiv shell you

prefer, simply use the default, as this is a highly subjeatigcision. Should you later change your mind,
root’s shell can always be changed.

Figure 3-37. Choosing a shell

You can now select which shell to use for the root user. The default is
sbinssh, but you may prefer another one.

Root shell

b: ~bin-sksh
c: sbinrscsh

33



Chapter 3 Example installation

3.13 Finishing the installation

At this point the installation is finished.

Figure 3-38. Installation completed

The installation of HetBS5D-5.8B iz now complete. The syster should
hard disk. Follow the instructions in the INSTALL document about f
configuration of your system. The afterboot(8) Manpage is another
recommended reading; it contains a list of things to be checked afte
firgt complete boot.

At a minimumM, you should edit setcsrc.conf to match your needs. See
setcsdefaultssrc.conf for the default values.

it enter to continue

After passing the dialog that confirms the installationjrsstswill return to the main menu. Remove any
installation media (CD, floppy, etc.) and choose “Rebootitraputer” to boot your new NetBSD
installation.
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Figure 3-39. Reboot to finish installation

lelcome to sysinst, the HetB5D-5.H =sy=stem installation tool. This
Menu—-driven tool is designed to help you install HetBSD to a hard d
upgrade an existing NetB5D system, with a Mminimum of work.

In the following Henus type the reference letter (a, b, c, ...) to
item, or type CTRL+N-CTRL+P to =elect the next previousz item.

The arrow keys and Page—upsPage-down May also work.

Activate the current zelection from the menu by typing the enter ke

If you booted from a floppy, vou mMay now remove the disk.

Thank you for wusing MNetB3D?

HetB5D-5.H Install Systemn

a: Install HetB5D to hard disk
b: Upgrade HetBSD on a hard dizk
c: Re-install sets or install additional sets
P Utility menu
: Exit Install System

e
=
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Upgrading NetBSD

4.1 Overview

This chapter describes the binary upgrade of a NetBSD sySteuho the upgrade, you must have some
form of bootable media (CD-ROM, USB drive, floppy, etc.) d&kle and at least the base and kern
distribution sets. Since files already installed on theesysiire overwritten in place, you only need
additional free space for files which weren'’t previouslytatied or to account for growth of the sets
between releases. Usually this is not more than a few megsbyt

Note: Since upgrading involves replacing the kernel, boot blocks, and most of the system binaries, it
has the potential to cause data loss. Before beginning, you are strongly advised to back up any
important data on the NetBSD partition or on any other partitions on your disk.

The upgrade procedure is similar to an installation, bubheuit the hard disk partitioning. sysinst will
attempt to merge the settings stored in yfitic  directory with the new version of NetBSD. Also, file
systems are checked before unpacking the sets. Fetchibindry sets is done in the same manner as in
the installation procedure.

4.2 The INSTALL document

Before doing an upgrade it is essential to read the releésenation and upgrading notes in one of the
INSTALL files: this is the official description of the upgrade proaegwith platform specific
information and important details. It can be found in thetdicectory of the NetBSD release (on the
install CD or on the FTP server)

Itis advisable to print the INSTALL document out. It is awadile in four formats: .txt, .ps, .more, and
.html

4.3 Performing the upgrade

The following section provides an overview of the binary tgae process. Most of the following sysinst
dialogs are similar to those of the installation processteM@rbose descriptions and explanations of the
dialogs are available i@hapter 3

After selecting the installation language and the keybogrd, the main menu appears. Choosing option
“b: Upgrade NetBSD on a hard disk” will start the the upgradecpss.
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Figure 4-1. Starting the upgrade

llelcome to syzinst, the HetB5D-5.8 =system inztallation tool. This
menu-driven tool is designed to help vou install NetBSD to a hard d
upgrade an exizting MetBS5D system, wWith a HMinimMum of work.

In the following menus type the reference letter (a, b, c, ...J to
item, or type CTRL+NH-CTRL+P to select the next/preu1nus item.

The arrow keys and Page-up-Page-down Hay also wWork.

Activate the current selection from the mMenu by typing the enter ke

If you booted from a floppy, you Hay nod remove the disk.

Thank vyou for using NetBSDt

NetB3D-5.8 Install System

a: Install HetBSD to hard disk

c: Re-install =sets or install additional sets
d: Reboot the computer

e: MHility menu

¥: Exit Install System

The dialog inFigure 4-2will request permission to continue with the upgrade. A$ fiint nothing has
been changed yet and the upgrade can still be cancelledisTaigood time to ask yourself whether you
have made a backup, and if you know for certain that you wikhble to restore from it.
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Figure 4-2. Continuing the upgrade

0k, lets upgrade NetBSD on your hard disk. fAs always, this will change
information on your hard disk. You should have made a full backup before
this procedure! Do you really want to upgrade NetBSD? (This is your last
warning before this procedure starts modifying your diszks.)

yes or no?

a' No

After choosing to continue with “Yes”, the next dialog willayou to specify the hard disk with the
NetBSD system that shall be upgraded. If more than one diskaigable a list of the disks will be
displayed.

Figure 4-3. Choosing the hard drive

I found only one disk, wd0®.
Therefore I assume you want to upgrade NetB3D on it.

it enter to continue

The system used for the example has only one hard disk alailaial0”.

The following dialog provides a menu to choose the instalfatype. The choices are “Full installation”,
“Minimal installation”, or “Custom installation”.
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Figure 4-4. Choosing the distribution filesets

The NetBSD distribution is broken into a collection of distribution sets.
There are some basic sets that are meeded by all installations and there are
some other sets that are not needed by all installations. You may choose to
install a core set (Minimal installation), all of them (Full installation) or
you select from the optional distribution =sets.

Select your distribution

a: Full installation
b: Minimal installation

! Custom installation

At this point, sysinst will perform a check of the file systesrensure its integrity.

Figure 4-5. File system check

Status: [EEEENIEN
Command :
Hit enter to continue

DIR I=64512 CONNECTED. PARENT WnAS

UNREF DIR 1=43008 OWNER=root MODE=40755

SIZE=51Z2 MTIME=Sep 19 00:49 2007 (RECONNECTED)

DIR I=43008 CONNECTED. PARENT WA3S I=

UNREF DIR 1I=21504 OWNER=root MODE=40755

SIZE=512 MTIME=Sep 19 00:49 2007 (RECONNECTED)

DIR I=21504 CONNECTED. PARENT WA3 I=2

LINK COUNT DIR I=2 OWNER=root MODE=40755

SIZE=512 MTIME=Sep 19 00:49 2007 COUNT 6 SHOULD BE 3 (ADJUSTED)
UNREF FILE 1I=3 OWNER=root MODE=100444

SIZE=5525Z2 MTIME=Sep 19 00:49 ZOO7 (RECONNECTED)

FREE BLK COUNT(S) WRONG IN SUPERBLK (SALVAGED)

SUMMARY INFORMATION BAD (SALVAGED)

? files, 33 used, 943102 free (30 frags, 117884 blocks, 0.0z fragmen

MARKING FILE SYSTEM CLEAN

The next step is to choose which type of bootblocks to install
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Figure 4-6. Choosing bootblocks

Would you like to install the normal =set of bootblocks or serial bootblocks?

Normal bootblocks use the BIOS console device as the console (usually the
monitor and keyboard). Serial bootblocks use the first serial port as the
console.

Selected bootblock: BIDS console

Bootblocks selection

a: Use BIOS console

: Use serial port com@®

: Use serial port coml

: Use serial port com2

! Use serial port com3d

: Set serial baud rate

i Use existing bootblocks
: Exit

The next dialog will ask how much information should be dis@d during the extraction of the
distribution sets.

Figure 4-7. Upgrade process - verbosity level

Dkay, the first part of the procedure is finished. Sysinst has written a
disklabel to the target disk, and newfs’ed and fsck’ed the new partitions you
specified for the target disk.

The next step is to fetch and unpack the distribution filesets.

During the extraction process, what do you want to see as each file is
extracted?

Select set extraction verbosity

a: Progress bar (recommended)

b: Silent
c! Uerbose file name listing (=low)

The following dialog asks for the install method of choicelgmovides a list of possible options. The
install medium contains the new NetBSD distribution setau Will be prompted for different
information depending on which option you choose. For eXangpCD-ROM or DVD install requires
you to specify which device to use and which directory the se¢ in, while an FTP install requires you
to configure your network and specify the hostname of an FTeseéMore details can be found in
Section 3.10
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Figure 4-8. Install medium

Your disk is now ready for installing the kernel and the distribution sets.
fis noted in your INSTALL notes, you have several options. For ftp or nfs,
you must be connected to a network with access to the proper machines.

Sets selected 3, processed 0, Next set kern-GEMERIC.

Install from

. FTP

: HTTP

: NFS

: Floppy

i Unmounted fs

: Local directory

¢ Skip =et

: Skip set group

: Abandon installation

b
c
d
e
f
)
h

[

sysinst will now unpack the distribution sets, replacingold binaries. After unpacking these sets, it
runs the postinstall script to clean up various things. Ipnablems occur, you are done. If postinstall
produces errors, you will have to manually resolve the is$iugrings up. See postinstall’s man page for
more information. You should also read the remark®N®TALL about upgrading, as specific
compatibility issues are documented there.
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Figure 4-9. Upgrade complete

The upgrade to HetBSD-5.B i= now complete. You will now need to fo
instructions in the IMNSTALL document as to what pou need to do to ge
zystem reconfiqured for your =ituation. Remember to (relread the

afterboot(8) Manpage as it Hay contain new items since your last upe

At a Hinirmum, you mMust edit rc.conf for your local environHment and
rc_configured=HO to rc_configured=YES or reboots will stop at =ingle
and copy back the password files (taking into account new system acc
that may have been created for thi=z release) if you Wwere uzing loca
files.

it enter to continue

When you are back at the main menu, remove the boot mediumpgiicable) and reboot. Have fun with
your new version of NetBSD!
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Chapter 5
The first steps on NetBSD

After installing and rebooting, the computer will boot frahe hard disk. If everything went well you'll
be looking at the login prompt within a few seconds (or misyuteepending on your hardware). The
system is not yet fully configured but basic configuratioraisye You will see how to quickly configure
some basic things, and in the meantime, you will learn sorsg&dabout how the system works.

5.1 Troubleshooting

5.1.1 Boot problems

If the system does not boot it could be that the boot managemnwsinstalled correctly or that there is a
problem with theMBR (Master Boot Recoid Reboot the machine from the boot medium (CD-ROM,
DVD, floppy, etc.) and when you see the boot menu, select thierof drop to the boot prompt.

type "?" or "help" for help.

> ?

commands are:

boot [xdNx:][filename] [-12acdqgsvxz]
(ex. "hdOa:netbsd.old -s")

Is [path]

dev xd[N[X]]:

consdev {pc|com[0123]|com[0123]kbd|auto}

modules {enabled|disabled}

load {path_to_module}

multiboot [xdNx:][filename] [<args>]

help|?

quit

> boot hdOa: net bsd

The system should now boot from the hard disk. If NetBSD bootsectly from the hard disk, there is
probably a Master Boot Record problem: you can install thet beanager or modify its configuration
with thefdisk -B command. Se8ection 21.%or a detailed description.

5.1.2 Misconfiguration of /etc/rc.conf

If you or the installation software haven’t done any confagion of/etc/rc.conf (sysinst normally
will), the system will drop you intsingle user modand show the message:

/etc/rc.conf is not configured. Multiuser boot aborted
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and with the root file systent  mounted read-only. When the system asks you to chooselashgily
press RETURN to get to a /bin/sh prompt. If you are asked ferminal type, respond witht 220 (or
whatever is appropriate for your terminal type) and pres$ BEN. You may need to type one of the
following commands to get your delete key to work propergpending on your keyboard:

# stty erase '"h’
# stty erase '"N?

At this point, you need to configure at least one file infte  directory. You will need to mount your
root file system read- and writable with:

# /sbin/mount -u -w/

Change to théetc directory and take a look at thetc/rc.conf file. Modify it to your tastes,
making sure that you setc¢ _configured=YES " so that your changes will be enabled and a
multi-user boot can proceed. Default values for the varmegirams can be found in
/etc/defaults/rc.conf . More complete documentation can be found in rc.conf(5).

If your fusr directory is on a separate partition and you do not know houstothe ed(1) editor, you
will have to mount yourusr partition to gain access to the ex(1) or vi editor. Do thedwihg:

# nount /usr
# export TERMvt 220

If you have/var on a separate partition, you need to repeat that step foftér fat, you can edit
Jetc/rc.conf with vi. When you have finished, type exit at the prompt to &the single-user shell
and continue with the multi-user boot.

5.2 The man command

If you have never used a Unix(-like) operating system befgpoar best friend is now thenan command,
which displays a manual page: the NetBSD manual pages anegstihe best and most detailed you
can find, although they are very technical.

A good starting point after booting a new NetBSD system isatfiterboot(8) manual page. It contains
more detailed information about necessary and useful aanafign settings.

man nane shows the man page of thedme” command andnan -k nane shows a list of man pages
dealing with ‘nhame” (you can also use thaproposcommand).

To learn the basics of thman command, type:
# man man

The manual is divided into nine sections, containing noy dalsic information on commands but also
the descriptions of some NetBSD features and structureexXemple, take a look at the hier(7) man
page, which describes in detail the layout of the filesysteatdiby NetBSD.

# man hier
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Other similar pages are release(7) and pkgsrc(7). Eaclosadtthe manual has an intro(8) man page
describing its content. For example, try:

# man 8 intro

Manual pages are divided in several sections, dependinghantivey document:

. general commands (tools and utilities), see intro(1)
. system calls and error numbers, see intro(2)
. C libraries, see intro(3)

. special files and hardware support, see intro(4)

1

2

3

4

5. file formats, see intro(5)
6. games, see intro(6)

7. miscellaneous information pages, see intro(7)

8. system maintenance and operation commands, see intro(8)
9. kernel internals, see intro(9)

A subject may appear in more than one section of the manuaikwoa specific page, supply the section
number as an argument to the man command. For exatinpkeappears in section 1 (the time user
command), in section 3 (the time function of the C librarydl @msection 9 (the time system variable).
To see the man page for the time C function, write:

# man 3 tine

To see all the available pages:

# man -w tine
# man -a tine

5.3 Editing the configuration files

Besides the shell, a text editor is the most essential taadhfBaNetBSD system administration.

There are two obvious options in the base system

- ed(1), a line orientated text editor. ed is a very simplitid editor. It has a command mode, (active
when first started) and an input mode. Its primary advantageit it is available even in single-user
mode with only the filesystem mounted, and will work even without a correct feahtype set. It is
worth gaining a basic understanding of ed - enough to fixdtu#stab and/etc/rc.conf files
in an emergency.

« Vi(1), a screen orientated text editor. vi retains the comadrend input modes of ex (which in fact is
just different representation of the vi), but adds a fulkeser visual interface. vi is the only screen
editor available in the base install, and requires a vatishitgal type to run. Refer t€hapter &o learn
more about NetBSD’s default editor.
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Advise: Before you continue you should know or learn how to open, edit and save files within vi.
Study at least the vi(1) manual page.

5.4 Login

For the first login you will use theoot superuser, which is the only user defined at the end of the
installation. At the password prompt type the passworddot that you have defined during the
installation. If you haven't defined a password, just presteE

NetBSD/i386 (Amnesiac) (ttyEOQ)

login: r oot

password:

We recommend creating a non-root account and using su(l) for
root access.

#

5.5 Changing the root password

If you haven't defined a password farot during the installation, you should use ttsr/bin/passwd
command to do so now.

# [ usr/bin/passwd

Changing local password for root.
New password:

Retype new password:

Passwords are not displayed on the screen while you typer et will see how to add other accounts
on the system.

Choose a password that has numbers, digits, and speciaktdi@ (not space) as well as from the upper
and lower case alphabet. Do not choose any word in any lamgltag common for an intruder to use
dictionary attacks.

5.6 Adding users

It is time to add new users to the system, since you do not waié the root account for your daily
work. For security reasons, it is bad practice to login as$ dowoing regular use and maintenance of the
system. Instead, administrators are encouraged to addireger, add the user to thweel group,
then use the su(1) command when root privileges are reqiNitBBSD offers the useradd(8) utility to
create user accounts. For example, to create a new user:

# useradd -mjoe

The defaults for the useradd command can be changed; sesetteeld(8) man page.
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User accounts that can su to root are required to be in theéfwgeoup. This can be done when the
account is created by specifying a secondary group:

# useradd -m -G wheel joe
As an alternative, the usermod(8) command can be used to asket 0 an existing group:
# usernod -G wheel joe

In case you just created a user but forgot to set a passwaudsayostill do that later using the passwd(1)
command.

# passwd | oe

Note: You can edit /etc/group  directly to add users to groups, but do not edit the /etc/passwd ~ file
directly, as all changes made to that file will get lost.

5.7 Shadow passwords

Shadow passwords are enabled by default;: all the passwokets/passwd ~ contain an “*”; the

encrypted passwords are stored in anotherditgmaster.passwd , that can be read only by root.
When you start vipw(8) to edit the password file, the prograens a copy ofetc/master.passwd ;
when you exit, vipw checks the validity of the copy, create®wa/etc/passwd  and installs the new

/etc/master.passwd file. Finally, vipw launches pwd_mkdb(8), which createsfiles
letc/pwd.db  and/etc/spwd.db , two databases which are equivalenidie/passwd  and
/etc/master.passwd but faster to process.

As you can see, passwords are handled automatically by NetB$ou use vipw to edit the password
file you don’t need any special administration procedure.

It is very important taalwaysusevipw and the other tools for account administration (chfn(13gf),
chpass(1), passwd(1)) andrievermodify directly/etc/master.passwd or /etc/passwd

5.8 Changing the keyboard layout

The keyboard still has the US layout; if you have a differemtiioard it's better to change its layout now,
before starting to configure the system. For example, tohesédlian keyboard, give the following
command:

# wsconsctl -k -w encodi ng=it
encoding -> it

To save the keyboard layout permanently add the following td the/etc/wscons.conf file:
encoding it

SeeSection 8.1.2.1or a list of keymaps available as well as how to make thegamgstpermanent.
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5.9 System time

NetBSD, like all Unix systems, uses a system clock based eei@vich time (GMT) and this is what
you should set your system clock to. If you want to keep théesglock set to the local time (because,
for example, you have a dual boot system with Windows irstiaJlyou must notify NetBSD, adding
rtclocaltime=YES to /etc/rc.conf

# echo rtclocaltime=YES >> /etc/rc.conf
# sh /etc/rc.d/rtclocaltine restart

The value of the number of minutes west of GMT is calculatedmatically and it's set under
kern.rtc_offset sysctl variable.

To display the current setting of tikern.rtc_offset variable:

# sysctl kern.rtc_offset
kern.rtc_offset = -60

Now the kernel knows how to convert the time of the PC clochin&MT system time but you must
still configure the system for your local time zone (which ymill find in the /usr/share/zoneinfo

directory).

If needed, change the date and change the symbolic lirdtaibcaltime to the appropriate time
zone in thdusr/share/zoneinfo directory.

Examples:

# date 200705101820
Sets the current date to May 10th, 2007 6:20pm.
# In -fs /usr/share/ zonei nfo/ Europe/ Hel sinki /etc/localtine

Sets the time zone to Eastern Europe Summer Time.

5.10 Secure Shell (ssh(1))

By default, all services are disabled in a fresh NetBSD Ifegtan, and ssh(1) is no exception. You may
wish to enable it so you can remotely control your systemsS&et=yes in /etc/rc.conf and then
starting the server with the command

# letc/rc.d/ sshd start

The first time the server is started, it will generate a newpl@ty which will be stored inside the
directory/etc/ssh

5.11 Basic configurationin /etc/rc. conf

NetBSD uses theetc/rc.conf for system configuration at startup: this file determinestwiitbe
executed when the system boots. Understanding this filegsritant. The rc.conf(5) manual page
contains a detailed description of all the options.
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The/etc/defaults/rc.conf file contains the default values for a lot of settings, andverode a
default value, the new value must be put irdt/rc.conf : the definitions there override the one in
/etc/defaults/rc.conf (which should stay unchanged).

# man rc. conf

The first modifications are:

- Set 'fc_configured=yes " (this modification might already have been done by the itatan
software.)

« Set ‘dhclient=yes " to configure your system’s network using DHCP.

- Define ahostnaméor your machine (use a fully qualified hostname, i.e. oné&iigiog domain). If you
have a standalone machine you can use any name (for exangue3.your.domaih If your machine
is connected to a network, you should supply the correctotwame.

- If your are connected to a local network or the internet ovender, set thelefaultrouteNetwork
default route to the IP address of your router (also calleféwult gatewa)y for example
“defaultroute=192.168.1.1

5.12 Basic network settings

Not all necessary network settings can be set indfoérc.conf file. The system needs to know the
names and the IP addresses of the computest§ in the local network. These settings need to be
added to théetc/hosts  file in the form:

| P-address hostnane host
For example:
192.168.1.3 vi gor 3. your . domai n vi gor3

To resolve the names and IP addresses of remote hosts temsyseds access to a (remote or local)
DNS nameserveiThat means to simply add the IP addresses of one or more raraesto the
/etc/resolv.conf file, using the following form:

nameserver 145.253.2.75

5.13 Mounting a CD-ROM

New users are often surprised by the fact that although #tallation program recognized and mounted
their CD-ROM perfectly, the installed system seems to héegotten” how to use the CD-ROM. There
is no special magic for using a CD-ROM: you can mount it as ahgdfile system, all you need to know
is the device name and some options to the mount(8) commauccah find the device name with the
aforementioned dmesg(8) command. For example, if dmegipgis

# dmesg | grep “cd
cd0 at atapibusO drive 1: <ASUS CD-S400/A, , V2.1H> type 5 cdr om removable
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the device name isd0, and you can mount the CD-ROM with the following commands:

# nkdir /cdrom
# nount -t cd9660 -0 ro /dev/cdOa /cdrom

To make things easier, you can add a line to/thé&fstab file:
/dev/cdOa /cdrom ¢d9660 ro,noauto 0 O

Without the need to reboot, you can now mount the CD-ROM with:
# nmount /cdrom

When the CD-ROM is mounted you can't eject it manually; yoll ave to unmount it before you can
do that:

# unount /cdrom
There is also a software command which unmounts the CD-RGMegatts it:

# eject /dev/cdOa

5.14 Mounting a floppy

To mount a floppy you must know the name of the floppy device bhadile system type of the floppy.
Read the fdc(4) manpage for more information about deviogimg, as this will differ depending on the
exact size and kind of your floppy disk. For example, to reatharite a floppy in MS-DOS format you
use the following command:

# nount -t nsdos /dev/fdOa /mt

Instead ofmnt , you can use another directory of your choice; you couldef@mple, create iloppy
directory like you did for the cdrom. If you do a lot of work WwitMS-DOS floppies, you will want to
install the mtools package, which enables you to access ®MS-loppy (or hard disk partition)
without the need to mount it. It is very handy for quickly camy a file from or to a floppy:

# ntopy foo bar a:
# ncopy a:baz.txt baz
# nmcopy a:\*.jpg .

5.15 Installing additional software

5.15.1. Using packages from pkgsrc

If you wish to install any of the software freely available fdNIX-like systems you are strongly advised
to first check the NetBSD package system pkgsrc (http://vpk@src.org). This automatically handles
any changes necessary to make the software run on NetB$ieyattind installation of any other
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packages on which the software may depend, and simplifilatton (and deinstallation), both from
source and precompiled binaries.

- See the list of available packages
(ftp://ftp.NetBSD.org/pub/NetBSD/packages/pkgsrcARBE-all.html)

« Precompiled binaries are available on the NetBSD FTP séoveome ports. To install them the
PKG_PATH variable needs to be adjusted in the following wayder the sh(1) shell):

# export PKG PATH="ftp://ftp. NetBSD. org/ pub/ pkgsrc/ packages/ Net BSD/ <PORT>/ <RELEASE- NUVBER>/ Al | "
# export PKG_PATH

Where<RELEASE- NUMBER> needs to be replaced by the release number of an existing3letB
release (for example, 5.0PORT> needs to be replaced by the Port name for the used archadébur
example, amd64)

Applications can now be installed by the superuset with the pkg_add command:

# pkg_add -v perl
# pkg_add -v apache
# pkg_add -v firefox
# pkg_add -v kde

The above commands will install the Perl programming laggu&pache web server, Firefox web
browser and the KDE desktop environment as well as all thkgzges they depend on.

Installed applications can be updated in the following way:

# pkg_add -uv firefox

The following command will force an update and update evgreddant packages:
# pkg_add -fuuv firefox

All details about package management can be fourithnpkgsrc guide
(http://www.NetBSD.org/docs/pkgsrc/index.html)

5.15.2. Storing third-party software

On many UNIX-like systems the directory structure unst/local is reserved for applications and
files, which are independent of the system’s software managée This convention is the reason why
most software developers expect their software to be iestahderusr/local . NetBSD has no
{usr/local directory, but it can be created manually if needed. NetBSDnat care about anything
installed undetusr/local , this task is left to you as the system administrator.

5.16 Security alerts

By the time that you have installed your system, it is quiellf that bugs in the release have been
found. All significant and easily fixed problems will be refeat at
http://www.NetBSD.org/support/security/. It is recommded that you check this page regularly.
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5.17 Stopping and rebooting the system
Use one of the following two shutdown commands to halt or atliee system:

# shutdown -h now
# shutdown -r now

Two other commands to perform the same tasks are:

# halt
# reboot

halt, reboot and shutdown are not synonyms: the latter irsophisticated. On a multiuser system you
should really use shutdown this will allow you to scheduléatdown time, notify users, and it will also
take care to shutdown database processes etc. properbuiviimply kill(1)ing them. For a more
detailed description, see the shutdown(8), halt(8) anda&B) manpages.

53



Chapter 6
Editing

6.1 Introducing vi

It is not like the vi editor needs introducing to seasoned X)N$ers. The vi editor, originally developed
by Bill Joy of Sun Microsystems, is an endlessly extensibésy to uséight ASCII editor and the bane
of the newbie existence. This section will introduce thedit@ to the newbie and perhaps toss in a few
ideas for the seasoned user as well.

The first half of this section will overview editing, savinganking/putting and navigating a file within a
vi session. The second half will be a step by step sample si@eto help get started.

This is intended as a primer for using the vi editor, ib&t by any meana thorough guide. It is meant to
get the first time user up and using vi with enough skills to enetkanges to and create files.

6.1.1 The vi interface

Using the vi editor really is not much different than any ottegminal based software with one
exception, it does not use a tab type (or curses if you wifleshterface, although many versions of vi
do usecurses it does not give the same look and feel of the typiaaksibased interface. Instead it
works in two modessommandandedit While this may seem strange, it is not much different than
windows based editing if you think about it. Take this as aanegle, if you are using say gedit and you
take the mouse, highlight some text, select cut and thewe pigt whole time you are using the mouse
you are not editing (even though you can). In vi, the sam@adsi done by simply deleting the whole
line with dd in command mode, moving to the line you wish to place it belad hittingp in command
mode. One could almost say the analogy is “mouse mode vs. enchmode” (although they are not
exactly identical, conceptually the idea is similar).

To start up a vi session, one simply begins the way they migthtany terminal based software:
$ vi filenanme

One important note to remember here is that when a file isaditis loaded into a memory buffer. The
rest of the text will make reference to the buffer and file igitiproper context. A filenly changes when
the user has committed changes with one of the write commands

6.1.2 Switching to Edit Mode

The vi editor sports a range of options one can provide atgparfor the time being we will just look at
the default startup. When invoked as shown above, the sdiefault startup mode is command mode, so
in essence you cannot commence to typing into the bufféedadsyou must switch out out of command
mode to enter text. The following text describes edit staties:
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a Append after cursor.

A Append to end of line.

C Change the rest of currentline.
cw Change the current word.

i Insert before cursor.

| Insert before first non blank line.
o Openaline below for insert

O Open aline above for insert.

6.1.3 Switching Modes & Saving Buffers to Files

Of course knowing the edit commands does not do much goodiitga’'t switch back to command
mode and save a file, to switch back simply hit ERC key. To enter certain commands, the colon must
be used. Write commands are one such set of commands. Tasgsithply enter.

Hitting the colon then will put the user at the colon g@mmandf you will) prompt at the bottom left
corner of the screen. Now let us look at the save commands:

‘w  Write the buffer to file.
:‘wq Write the buffer to file and quit.

6.1.4 Yanking and Putting

What good is an editor if you cannot manipulate blocks of2&xt course vi supports this feature as well
and as with most of the vi commands it somewhat intuitive. dokya line bunot delete it, simply enter
yy or'Y in command mode and the current line will be copied into adsuffo put the line somewhere,
navigate to the line above where the line is to be put and aip tkey for the “put” command. To move a
line, simply delete the whole line with thtel command, navigate and put.

6.1.4.1 Oops | Did Not Mean to do that!

Undo is pretty simpley undoes the last action ahtundoes the last line deleted or changes made on the
last line.

6.1.5 Navigation in the Buffer

Most vi primers or tutorials start off with navigation, hove, not unlike most editors in order to
navigate a file there must be something to navigate to and fin@mce why this column sort of went in
reverse). Depending on your flavor of vi (or if it evisrvi and not say elvis, nvi or vim) you can navigate
in both edit and command mode.

For the beginner | feel that switching to command mode and tia&igating is a bit safer until one has
practiced for awhile. The navigation keys for terminald #iv@ not recognized or do not support the use
of arrow keys are the following:
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k  Moves the cursor up one line.

i Moves the cursor down one line.

| Moves the cursor right one character.
h  Moves the cursor left one character.

If the terminal is recognized and supports them, the arroxg kan be used to navigate the buffer in
command mode.

In addition to simple “one spot navigation” vi supports jungpto a line by simply typing in the line
number at the colon prompt. For example, if you wanted to jtoripne 223 the keystrokes from editor
mode would look like so:

ESC
1223

6.1.6 Searching a File, the Alternate Navigational Aid

The vi editor supports searching using regular expresgiotag, however, it is slightly different to
invoke from command mode. One simply hits tHesy in command mode and enters what they are
searching for, as an example let us say | am searching foxfiressiorfoo:

/foo
That is it, to illustrate a slightly different expressioet us say | am looking fdioo bar.

/foo bar

6.1.6.1 Additional Navigation Commands

Searching and scrolling are not the only ways to navigateaffer. Following is a list of succinct
navigation commands available for vi:

Move to beginning of line.

Move to end of line.

Back up one word.

Move forward one word.

Move to the bottom of the buffer.

Move to the top line on the screen.

Move to the last line on the screen.

Move the cursor to the middle of the screen.

Scan for next search match but opposite direction.
Scan for next search match in the same direction.

S5 ZZIMrI@ESsS T &+Oo
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6.1.7 A Sample Session

Now that we have covered the basics, let us run a sample sassity a couple of the items discussed so
far. First, we open an empty file into the buffer from the comahbine like so:

# vi foo.txt

Next we switch to edit mode and enter two lines separated @ty line, remember our buffer is
empty so we hit thékey to insert before cursor and enter some text:

This is some text

there we skipped a line

Now hit theESC key to switch back into command mode.

Now that we are in command mode, let us save the file. Firsthaitkey, the cursor should be sitting in
the lower left corner right after a prompt. At th@rompt entew and hit theENTER or RETURN key.
The file has just been saved. There should have been a megshgedffect, some vi editors will also
tell you the name, how many lines and the size of the file as well

It is time to navigate, the cursor should be sitting wheréweas when the file was saved. Try using the
arrow keys to move around a bit. If they do not work (or you as plain curious) try out thibjkl keys
to see how they work.

Finally, let us do two more things, first, navigate up to thstfiine and then to the first character. Try out
some of the other command mode navigation keys on that linthehfollowing keys a couple of times:

O & O &

The cursor should hop to the end of line, back to the beginaimtithen to the end again.

Next, search for an expression by hitting tHesy and an expression like so:
/ we

The cursor should jump to tHast occurrenceof we.

Now save the file and exit using write and quit:

S W
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6.2 Configuring vi

The standard editor supplied with NetBSD is, needless toviane most loved and hated editor in the
world. If you don't use vi, skip this section, otherwise retldefore installing other versions of vi.
NetBSD’s vi (i) was written by Keith Bostic of UCB to have a freely redistriible version of this
editor and has many powerful extensions worth learningeuding still very compatible with the
original vi. Nvi has become the standard version of vi for BSD

Amongst the most interesting extensions are:

- Extended regular expressions (egrep style), enabled pitbroextended .
« Tag stacks.

- Infinite undo (to undo, press to continue undoing, presg

- Incremental search, enabled with the optearchincr

« Left-right scrolling of lines, enabled with the optiteftright ; the number of columns to scroll is
defined by theidescroll option.

- Command line history editing, enabled with the optiedit
+ Filename completion, enabled by tflec  option.
- Backgrounded screens and displays.

- Split screen editing.

6.2.1 Extensions to . exrc

The following example shows.axrc file with some extended options enabled.

set showmode ruler
set filec="[
set cedit="[

The first line enables the display of the cursor position (ama column) and of the current mode
(Command, Insert, Append) on the status line. The secord\Wwhere [ is the ESC character) enables
filename completion with the ESC character. The third lingld®s command line history editing (also
with the ESC character.) For example, writing “:” and theagzing ESC opens a window with a list of
the previous commands which can be edited and executedifpyesnter on a command executes it.)

6.2.2 Documentation

The sourcearball (src.tgz ) contains a lot of useful documentation on (n)vi and ex, & th
{usr/srclusr.bin/vildocs directory. For example:

- Edit: A tutorial
. Ex Reference Manual
« Viman page

« An Introduction to Display Editing with Vi by William Joy anillark Horton
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- Ex/Vi Reference Manual by Keith Bostic
« Vi Command & Function Reference
- Vitutorial (beginner and advanced)

If you have never used vi, the “Vi tutorial” is a good startipgint. It is meant to be read using vi and it
gradually introduces the reader to all the vi commands, wban be tested while readingn
Introduction to Display Editing with oy William Joy and Mark Horton is also a very good starting
point.

If you want to learn more about vi and the nvi extensions yausthread théex/Vi Reference Manualy
Keith Bostic which documents all the editor's commands gptibos.

6.3 Using tags with vi

This topic is not directly related to NetBSD but it can be uggbr example, for examining the kernel
sources.

When you examine a set of sources in a tree of directorieswrdirectories you can simplify your work
using thetag feature of vi. The method is the following:

1. cdto the base directory of the sources.
$ cd /path
2.  Write the following commands:

$ find . -nanme "*.[ch]" > filelist
$ cat filelist | xargs ctags

3. Add the following line toexrc
set tags= /pat h/tags
(substitute the correct path insteacpat h.)
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rc.d

System

As of NetBSD 1.5, the startup of the system changed to usksgrnipts for controlling services, similar
to the init-system System V and Linux use, but without rualevThis chapter is an overview of the
rc-system and its configuration on NetBSD.

7.1 The rc.d Configuration

The startup files for the system reside un@er , they are:

letc/rc

letc/rc.conf
letc/rc.d/ *
letc/rc.lkm
letc/rc.local
/etc/rc.shutdown
letc/rc.subr
letc/defaults/ *

/etc/rc.conf.d/ *

First, a look at controlling and supporting scripts, alsoutoented in rc(8):

When the kernel has initialized all devices on startup, ulally starts init(8), which in turn runs
letc/rc

letc/rc  sorts the scripts iretc/rc.d using rcorder(8), and runs them in that order. See the
rcorder(8) manpage for more details on how the ordéstofrc.d scripts is determined.

letc/rc.subr contains common functions used by maetg/rc.d/ * SCripts.

When shutting down the system with shutdown(&/rc.shutdown is run which runs the scripts
in /etc/rc.d in reverse order (as defined by rcorder(8)).

Additional scripts outside of the.d directory:

letc/rc.lkm loads or unloads Loadable Kernel Modules (LKMs), see mat{@gand
letc/rc.d/lkm[123]

letc/rc.local is almost the last script called at boot up. This script caedited by the
administrator to start local daemons that don’t follow tbeconcept.
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For example, packages installed pkgsrc usually add thaaiiugt files ta/usr/pkg/etc/rc.d ,and

it's left as a decision to the system administrator on engltliem, either by manually copying/linking
them to/etc/rc.d  , or by adding them téetc/rc.local . The following is the example from the
system for an apache web server adde@ttgre.local

if [ -f /usr/pkgl/etc/rc.d/apache ]; then
lusr/pkgl/etc/rc.d/apache start
fi

There’s a central config file for bootscripts, rc.conf(5)dtexd in/etc/rc.conf . letc/rc.conf loads
its defaults frometc/defaults/rc.conf , the latter of which should not be touched. In order to alter
a default setting, an override may be installedein/rc.conf

For example, if you wanted to enable the Secure Shell Daemon:

# cd /etc; grep ssh defaults/rc.conf
sshd=NO sshd_flags=""
# echo "sshd=YES"' >> rc. conf

Or just edit/etc/rc.conf with your favorite editor. The same can be done with any dethat needs
to be changed. A common sequence often done after installiresh NetBSD system is:

# cat /etc/defaults/rc.conf >>/etc/rc.conf
# vi /etc/rc.conf

Be careful to use “>>" and not “>” else you will destroy the delt contents iretc/rc.conf , which
are critical to remain there! After you have copied the dikathat way, modify anything you need to in
Jetc/rc.conf . Be sure to consult the rc.conf(5) manpage to explain alséténgs in detail.

Last and not least, thetc/rc.conf.d/ directory can be used for scripts-snippets from third party
software, allowing setting only one or few settings per file.

7.2 The rc.d Scripts

The actual scripts that control services aréein/rc.d . Once a service has been activated or told not
to activate inetc/rc.conf it can be also be modified by calling the rc script from the candline,
for example if an administrator needed to start the secugk gaemon:

# letc/rc.d/ sshd start
Starting sshd.

The rc scripts must receive one of the following arguments:

. start
- stop
. restart
- Kill

An example might be when a new record has been added to thedrgatebase on a named server:

# letc/rc.d/ naned restart
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Stopping named.
Starting named.

A slightly more complex example is when a series of settirsy@lbeen changed, for instance a firewall's
ipfilter rules, ipnat configuration, and the secure shelleehas switched encryption type:

# sh /etc/rc.d/ipfilter restart
# sh /etc/rc.d/ipnat restart
# sh /etc/rc.d/sshd restart

7.3 The Role of rcorder and rc Scripts

The startup system of every Unix system basically deterstine order in which services are started one
way or another. On some Unix systems this is done by numb#rafjles and/or putting them in
separate run level directories. (Solaris relies on wildsdike /etc/rc[23].d/S * being sorted
numerically when expanded.) Or they simply put all the comdsathat should be started at system boot
time into a single monolithic script, which can be messy.igitiwhat ancient BSD and NetBSD did
before the rc-system). On NetBSD this is done by the rc-tcdpd their contents. Please note that
NetBSD does not have multiple runlevels as found e.g. ine®y3f systems like Solaris, or Linux.

At the beginning of each of the rc-scripts/tc/rc.d/ =, there is a series of comment-lines that have
one of the following items in them:

- REQUIRE
- PROVIDE

- BEFORE

+ KEYWORD

These dictate the dependencies of that particular rc samiggthence rcorder can easily work either “up”
or “down” as the situation requires. Following is an exangfléhe/etc/rc.d/nfsd script:

PROVIDE: nfsd
REQUIRE: mountd

. letc/rc.subr

Here we can see that this script provides the “nfsd” sertiogjever, it requires “mountd” to be running
first. The rcorder(8) utility will be used at system startirpe to read through all the rc-scripts, and
determine the correct order in which to run the rc-scripene its name).

7.4 Additional Reading

There are other resources available pertaining to the ystés:
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- One of the principal designers of rc.d, Luke Mewburn, gavessg@ntation on the system at USENIX
2001. Itis available in PDF (http://www.mewburn.net/l{jx@pers/rc.d.pdf) format.

« Will Andrews wrote a Daemonnews (http://www.daemonnevgg)article called The NetBSD rc.d
System (http://ezine.daemonnews.org/200108/rcdsyktent).
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Console drivers

In NetBSD versions before 1.4 the user could choose betwesdifferent drivers for screen and
keyboard, pccons (specific for i386) and pcvt. In NetBSD helrtew wscons multiplatform driver
appeared, which has substituted the previous drivers, @hngtcons is still supported as it uses less
system resources and is used for install floppies due to that.

8.1 wscons

Wscons is NetBSD's platform-independent workstation otendriver. It handles complete abstraction
of keyboards and mice. This means that you can plug in sekeyalbards or mice and they will be
multiplexed onto a single terminal, but also that it can iipilé several virtual terminals onto one
physical terminal.

The capabilities of wscons can vary depending on the pattiBy with NetBSD 4.0, almost all ports
have full support for most capabilities wscons has to offgrou are using a non-mainstream
architecture, please see the port-specific FAQ if wscomasée lack features.

Wscons support is enabled by default on most architectlirés.can be done manually by adding
wscons=YES to your/etc/rc.conf . Then configure the desired number of virtual consoles as
described irSection 8.1.1.&nd start wscons by enterisgy /etc/rc. d/ wscons start followed by
sh /etc/rc.d/ttys restart.Youcan now switch virtual consoles by pressing Ctrl+Alt-e¥
similar, depending on the platform.

wscons comprises three subsystems: wsdisplay, wskbd andwee. These subsystems handle
abstraction for all display, keyboard and mouse devicgse@irely. The following sections discuss the
configuration of wscons per subsystem.

8.1.1 wsdisplay

This section will explain how to configure display and screelated options.

8.1.1.1 Virtual consoles

The number of pre-allocated virtual console is controllgdHe following option

options WSDISPLAY_DEFAULTSCREENS=4

Other consoles can be added by enabling the relevant lirtes latc/wscons.conf file: the comment
mark (#) must be removed from the lines beginning witteen x . In the following example a fifth
console is added to the four pre-allocated ones:

# screens to create
# idx screen emul
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#screen 0 - vt100
screen 1 - vt100
screen 2 - vt100
screen 3 - vt100
screen 4 - -

#screen 4 80x25bf vt100
#screen 5 80x50 vt100

Therc.wscons  script transforms each of the non commented lines in a c#fida/sconscfgcommand:
the columns become the parameters of the call.i@heolumn becomes thiadex parameter, the
screencolumn becomes the type parameter (which defines the type of screen: rows and columns
number of colors, ...) and treemulcolumn becomes the emul parameter, which defines the
emulation. For example:

screen 3 vt100

becomes a call to:

wsconscfg -e vt100 3

Please note that it is possible to have a (harmless) condifetden the consoles pre-allocated by the
kernel and the consoles allocated at boot time thrdeiglwscons.conf . If during boot the system
tries to allocate an already allocated screen, the follgwiiessage will be displayed:

wsconscfg: WSDISPLAYIO_ADDSCREEN: Device busy

The solution is to comment out the offending linegdtt/wscons.conf

Note that while it is possible to delete a screen and add fit different settings, it is, technically
speaking, not possible to actually modify the settings afraen.

screen 0 cannot be deleted if used as system console. This impliethtbaetting of screen 0 cannot
be changed in a running system, if used as system console.

The virtual console must also be activeéic/itys  , so that NetBSD runs the getty(8) program to ask
for login. For example:

console "/usr/libexec/getty Pc" pc3 off secure
ttyEO  "/usr/libexec/getty Pc" vt220  on secure
ttyEl  "/usr/libexec/getty Pc" vt220  on secure
ttyE2  "/usr/libexec/getty Pc" vt220  on secure
ttyE3  "/usr/libexec/getty Pc" vt220  off secure

When starting up the X server, it will look for a virtual comsavith no getty(8) program running, e.qg.
one console should left as "off" iietc/ttys . The line

ttyE3  "/usr/libexec/getty Pc" vt220  off secure

of /etclttys is used by the X server for this purpose. To use a screengiiffé&om number 4, a
parameter of the form wtmust be passed to the X server, wheiie the number of the function key used
to activate the screen for X.
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For examplescreen 7 could be enabled ifetc/wscons.conf and X could be started witht8 . If
you use xdm you must editc/X11/xdm/Xserver . For example:

:0 local /usr/X11R6/bin/X +kb dpms -bpp 16 dpms vt8

For xdm3d the path is differentisr/X11R6/share/xdm3d/Xservers

8.1.1.1.1 Getting rid of the message WSDI SPLAYlI O ADDSCREEN: Devi ce busy

This error message usually occurs when wsconscfg triesd@adreen which already exists. One time
this occurs is if you have screen 0 line in your/etc/wscons.conf file, because the kernel always
allocates a screen 0 as the console device. The error massagenless in this case, and you can get rid
of it by deleting (or commenting out) theereen 0 line.

8.1.1.2 50 lines text mode with wscons

A text mode with 50 lines can be used starting with versionllo4 NetBSD. This mode is activated in
the/etc/wscons.conf . The following line must be uncommented:

font ibm - 8 ibm /usr/share/pcvt/fonts/vt2201.808

Then the following lines must be modified:

#screen 80x50 vt100
screen 80x50 vt100
screen 80x50 vt100
screen 80x50 vt100

screen 80x50 vt100
screen 80x50 vt100

0
1
2
3
screen 4 80x50 vt100
5
6
screen 7 80x50 vt100

This configuration enables eight screens, which can be sedagth the key combination Ctrl-Alts-
(wheren varies from 1 to 8); the corresponding devices are ttyB& 7t To enable them and get a login
prompt,/etc/ttys must be modified:

ttyEO  "/usr/libexec/getty Pc" vt220  on secure
ttyEl  "“/usr/libexec/getty Pc" vt220  on secure
ttyE2  "/usr/libexec/getty Pc" vt220  on secure
ttyE3  "/usr/libexec/getty Pc" vt220  on secure
ttyE4  “/usr/libexec/getty Pc" vt220  on secure
ttyE5  "/usr/libexec/getty Pc" vt220  on secure
ttyE6  "/usr/libexec/getty Pc" vt220  on secure
ttyE7  "/usr/libexec/getty Pc" vt220  on secure

screen 0 as system console can be set to another screen type at beairiMGA displays. This is a
kernel configuration option. If a non-80x25 setting is stddcit must be made sure that a usable font is
compiled into the kernel, which would be an 8x8 one for 80x50.

There is a problem with many ATI graphics cards which donpliement the standard VGA font
switching logics: These need another kernel option to mal@atandard console font work.
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An example set of kernel configuration options might be:

options VGA_CONSOLE_SCREENTYPE="\"80x50\""
options VGA_CONSOLE_ATI_BROKEN_FONTSEL
options FONT_VT220L8x8

8.1.1.3 Enabling VESA framebuffer console

On many architectures, there is only one type of screen neogephical framebuffer mode. On
machines with VGA graphics cards, there is a second modentele. This is an optimized mode
specially made for displaying text. Hence, this is the diéfaansole mode for GENERIC kernels on
architectures where the graphics graphics card is typieallGA card (i386, amd64).

However, you can enable a framebuffer on machines with VGasthat support the VESA BIOS
extension (VBE). To enable support for this mode, uncomrtenfollowing lines in the kernel
configuration file:

# VESA framebuffer console

options KVM86  # required for vesabios

vesabios * at vesabiosbus?

vesafb * at vesabios?

options VESAFB_WIDTH=640

options VESAFB_HEIGHT=480

options VESAFB_DEPTH=8

options VESAFB_PM # power management support
wsdisplay * at vesafb? console ?

If you happen to have a VIA Unichrome capable graphics cayd,can enable the following instead:

# VIA Unichrome framebuffer console
unichromefb * at pci? dev ? function ?
wsdisplay * at unichromefb?

8.1.1.4 Enabling scrollback on the console

You can enable scrolling back on wscons consoles by congpiiewSDISPLAY_SCROLLSUPPORT
option into your kernel. Make sure you don’'t have optidhA_RASTERCONSOEBRabled at the same
time though! Se€hapter 3or instructions on building a kernel.

When you have a kernel with optioMéSDISPLAY_SCROLLSUPPORINNing, you can scroll up on the
console by pressing LEFT SHIFT plus PAGE UP/DOWN. Please tiwt this may not work on your
system console (ttyEO)!
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8.1.1.5 Wscons and colors

8.1.1.5.1 Changing the color of kernel messages

It is possible to change the foreground and background odlkernel messages by setting the following
options in kernel config files:

options WS_KERNEL_FG=WSCOL_xxx
options WS_KERNEL_BG=WSCOL_xxx
TheWSCOL_xxxcolor constants are definedsrc/sys/deviwscons/wsdisplayvar.h

Starting from NetBSD 3.0, you can easily customize manyesp# your display appearance: the colors
used to print normal messages, the colors used to print kexessages and the color used to draw a
border around the screen.

All of these details can be changed either from kernel ogtamthrough the wsconsctl(8) utility; the
later may be preferable if you don’t want to compile your ovenriel, as the default options GENERIC
are suitable to get this tip working.

The following options can be set through wsconsctl(8):

- border : The color of the screen border. Its respective kernel opiovSDISPLAY_BORDER_COLOR

« msg.default.attrs : The attributes used to print normal console message®dpective kernel
options araVS_DEFAULT_COLATTandWS_DEFAULT_MONOAT({tRe former is used in color
displays, while the later is used in monochrome displays).

- msg.default.bg  : The background color used to print normal console mess#gegsspective kernel
option isWS_DEFAULT_BG

+ msg.default.fg : The foreground color used to print normal console messéigagspective kernel
option isWS_DEFAULT_FG

« msg.kernel.attrs : The attributes used to print kernel messages and warrlisgespective kernel
options araVS_KERNEL_COLATT@dWS_KERNEL_MONOAT(tRe former is used in color displays,
while the later is used in monochrome displays).

- msg.kernel.bg : The background color used to print kernel messages andmgarits respective
kernel option isVS_KERNEL_BG

- msg.kernel.fg  : The foreground color used to print kernel messages andimggnits respective
kernel option iSWVS_KERNEL_FG

The values accepted as colors are: black, red, green, bbdwa,magenta, cyan and white. The attributes
are a comma separated list of one or more flags, which canversee hilit, blink and/or underline.

For example, to emulate the look of one of those old Amstradmines:
wsconsctl -d -w border=blue msg.default.bg=blue msg.defa ult.fg=white msg.default.attrs=hilit
Or, to make your kernel messages appear red:

wsconsctl -d -w msg.kernel.fg=red
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Note that, in older versions of NetBSD, only a subset of thitctionality is available; more specifically,
you can only change the kernel colors by changing kerneboptias explained above. Also note that not
all drivers support these features, so you may not get dogsalts on all architectures.

8.1.1.5.2 Getting applications to use colors on the console

NetBSD uses the termcap database to tell applications Wwaaiirrent terminal’s capabilities are. For
example, some terminals don’t support colors, some dopjpasrt underlining (PC VGA terminals don't,
for example) etc. The TERM environment variable tells thentzap library the type of terminal. It then
refers to its database for the options.

The default setting for TERM can be inspected by typiago $TERMonN the terminal of interest.

Usually this is something liket220 . This terminal type doesn’t support colors. On a typical B@sole
with 25 lines, you can change this valueasvt25 instead, to get colors. This is done in the C shell (csh)
by entering:

setenv TERM wsvt25
In a Bourne-compatible shell (sh, ksh), you can enter:

export TERM=wsvt25

If this does not work for you, you can try thasi terminal type, which supports ANSI color codes.
However, other functionality may be missing with this tenaditype. You can have a look at the file
{usr/share/misc/termcap to see if you can find a useful match for your console type.

8.1.1.6 Loading alternate fonts

There are several fonts insr/share/wscons/fonts that can be loaded as console fonts. This can be
done with the wsfontload(8) command, for exampkef ontl oad -N ibm-h 8 -e i bm

/usr/shar e/ wscons/ f ont s/ vt 220l . 808. This command loads the IBM-encoded (ibm ) fontin

the filevt2201.808 which has a height of eight pixelsh( 8 ). Name it ibm for later referenceN

ibm).

To actually display the font on the console, use the commaidnsct| -dw font =i bm

If you want to edit a font, you can use the old pcvt utils that available in thaysutils/pcvt-utils
package.

8.1.2 wskbd

8.1.2.1 Keyboard mappings

Wscons also allows setting the keymap to map the keys onusnational keyboards to the right
characters. E.g. to set the keymap for an Italian keymap, run

# wsconsctl -k -w encodi ng=it

69



Chapter 8 Console drivers
encoding -> it

This setting will last until the next reboot. To make it permeat, add &ncoding line to
/etc/wscons.conf - it will be executed automatically the next time you reboot.

# cp /etc/wscons. conf /etc/wscons.conf.orig
# echo encoding it >>/etc/wscons. conf

Please be careful and type twaharacters. If you type only one you will overwrite the file instead of
adding a line. But that's why we always make backup files leefouching critical files!

A full list of keyboard mappings can be found/iumsr/src/sys/deviwscons/wsksymdef.h

« be - Belgian

+ de-German

« dk - Danish

« es- Spanish

« fi - Finnish

« fr- French

« gr- Greek

+ hu - Hungarian

. it - Italian

« jp - Japanese

+ no - Norwegian

« pl-Polish

« pt- Portuguese

+ ru - Russian

« sf- Swiss French
« SQ - Swiss German
+ sv - Swedish

+ ua - Ukrainian

« uk - UK-English

« us - US-English

There are also several "variants" that can be used to modifg@a

- declk
- dvorak
- iopener
- k401

* metaesc
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« nodead

« swapctricaps

dvorak uses the Dvorak keyboard layostvapctricaps ~ switches the functions of the Caps Lock and
Left Control keysiopener is for the nonstandard keyboard layout on the Netpliangeeirer and
makes F1 into Escape and F2 through F12 into F1 through FEkeltan be combined with another
map by appending a dot and then the variant name, for exaoyiligener . Multiple variants can be
combined, such ass.dvorak.swapctricaps . Note that not all combinations are allowed.

You can change the compiled in kernel default by addiptipns PCKBD_LAYOUT=KB_encodi ng
whereencodings an uppercase entry from the list above (@gKBD_LAYOUT=KB_PRVariants can be
bitwise or'd in (eg:PCKBD_LAYOUT=KB_US|KB_SWAPCTRLCAPS

Configuring the keyboard layout under X is described elsegrhe
(http://www.NetBSD.org/docs/x/#x-keyboard-maps).

8.1.2.1.1 Hacking wscons to add a keymap

If your favourite keymap is not supported, you can start oiggn

src/sys/dev/wscons/wsksymdef.h andsrc/sys/dev/pckbport/wskbdmap_mfii.c to make
your own. Be sure to send-pr (http://www.NetBSD.org/supgend-pr.html#submitting) a
change-request PR with your work, so others can make usk of it

You can test your keymap by usimgsconsctlinstead of directly hacking the keymaps into the keyboard
mapping file. For example, to say keycode 51 without any merdihould map to a comma, with shift it
should map to a question mark, with alt it should map to a selmicand with both alt and shift it should
map to colon, issue the following command:

wsconsctl -w "map += keycode 51=comma question semicolon co lon"

8.1.2.2 Changing the keyboard repeat speed

Keyboard repeat speed can be tuned usingwseonsctl(8)utility. There are two variables of interest:
repeat.dell , which specifies the delay before character repetitionisstandrepeat.deln  , which
sets the delay between each character repetition (on¢edjtar

Let's see an example, assuming you want to accelerate keybpaed. You could do, from the
command line:

wsconsctl -w repeat.del1=300
wsconsctl -w repeat.deln=40

Or, if you want this to happen automatically every time yootiap the system, you could add the
following lines to/etc/wscons.conf

setvar repeat.del1=300
setvar repeat.deln=40
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8.1.3 wsmouse

8.1.3.1 Serial mouse support

The wsmouse device (part of wscons) does not directly stigpaal mice. The moused(8) daemon is
provided to read serial mouse data, convert it into wsmousete and inject them in wscons’ event
gueue, so the mouse can be used through the abstractiomprayé&ted by wsmouse.

A typical use can bamused -p /dev/tty00. This will try to determine the type of mouse connected
to the first serial port and start reading its data. The mg@edan page contains more examples.

8.1.3.2 Cut&paste on the console with wsmoused

It is possible to use the mouse on the wscons console to matitéxt with one mouse button, and
insert (paste) it again with another button.

To do this, enable "wsmoused" fetc/rc.conf , and start it:

# echo wsnoused=yes >>/etc/rc.conf
# sh /etc/rc.d/ wsnoused start

After that you can use the mouse to mark text with the left redugton, and paste it with the right one.
To tune the behaviour of wsmoused(8) see its manpage, wisicldascribes the format of the
wsmoused.conf(5) config file, an example of which can be fannd

/usr/share/examples/wsmoused

8.2 pccons

This console driver doesn't offer virtual consoles andtytpprograms for configuration but takes up very
little space. Due to this, it can be found on the i386 instalbfly. It is only available for a handful of
architectures, mostly i386 derivatives.

To enable it, put the following line in your kernel config file:
pcO at isa? port Ox60 irq 1 # pccons generic PC console driver
You can also set one of several options to compile in a notistnkeymap:

# Keyboard layout configuration for pccons

#options FRENCH_KBD
#options FINNISH_KBD
#options GERMAN_KBD
#options NORWEGIAN_KBD
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Remove the comment character in front of one of this to entilgleorresponding keymap, then follow
the instructions irChapter 3o rebuild your kernel.

In general, you shouldn’t need pccons though, and wscongddfiball your needs.
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X

9.1 What is X?

The X Window System is the graphical subsystem availabl&l&BSD and many Unix (and non Unix)
systems. In fact it is much more than that: thanks to the ushtiee X protocol, the X Window System is
“network transparent” and can run distributed applicai¢slient-server). This means, roughly, that you
can run an application on one host (client) and transpardigplay the graphical output on another host
(server); transparently means that you don’t have to mdti#yapplication to achieve this result. The X
Window System is produced and maintained by the X Consoréindithe current release is X11R6. The
flavour of X used by NetBSD is XFree86, a freely redistribleadpen source implementation of the X
Window System.

Please note that the X Window System is a rather bare bonasyvark which acts again as a base for
modern desktop environments like GNOME, KDE or XFCE, buythee not part of the X Windows
System, and while NetBSD ships with the X Window System, &gloot include these desktop
environments. They can be added easily via the pkgsrc systeongh, if needed.

When you start using X you'll find many new terms which youtlbpably find confusing at first. The
basic elements to use X are:

+ Video hardwaresupported by XFree86, i.e. your video card.

- An X serverrunning on top of the hardware. The X server provides a stanslay to open windows,
do graphics (including fonts for text display), and get medkeyboard/other input. X is
network-transparent, so that you can run X clients on onehimacand the X server (i.e., the display,
with video hardware) on another machine.

« A window managerunning on the X server. The window manager is essentialpeaial client that is
allowed to control placement of windows. It also “decoratemdows with standard “widgets”
(usually these provide window-motion, resizing, iconifyj and perhaps a few other actions). A
window manager also may provide backdrops, etc. Window gensaecan also let you kill
windows/programs by clicking on their windows, and so forth

A desktop environmeiipptional.) KDE and GNOME, for example, are desktops: theysaiites of
more-or-less integrated software designed to give you hdedined range of software and a more or
less common interface to each of the programs. These inelbé#p browser of some kind, a
“desktop-metaphor” access to your filesystem, custom tel®sito replace xterm, software
development environments, audio, picture/animation grsywetc.

- Any other applications (3rd party X clients) that you havieeSe talk to the X server and to the
window manager. Unless the window manager is part of thetdpgK any), the desktop probably
doesn’t get involved in much of anything that these applicet do. (However, e.g., GNOME may be
able to detect that you've installed the GIMP, for examphel so offer a menu to launch the GIMP.)
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To summarize: in order to use a graphical environment yod nee

- the XFree86 system
- awindow manager (XFree86 already comes with a very basidawrmanager called twm.)

- If you prefer a more sophisticated environment you'll prolyavant to install a desktop too, although
this is not necessary. Desktops have some nice featurearthhelpful to users who come from
environments such as Macintosh or MS-WINDOWS (the KDE dmskior example, has a very
similar flavour to MS-WINDOWS.)

Note: By now it should be clear that desktops like GNOME and KDE do not provide X servers. They
run on top of an existing X server supplied by XFree86. KDE and GNOME can make use of their own
window manager or of a separately installed window manager.

Normally, you can run at most one window manager at any givee tn a given X server. (But you can
run multiple X servers on a single computer.) If you are nohing a window manager of your
choosing, and start KDE/GNOME, then that desktop envirartmd! run a window manager for you.

9.2 Configuration

If you haven't chosen a minimal configuration during ingtatin, X is already installed and ready to run
on your computer. Depending on the exact hardware platf@aryn NetBSD and X on, you may or
may not need to configure your X server. While most workstapiorts (sparc, pmax, ...) will just work
without further configuration if you use the right X-serwahich is what/usr/X11R6/bin/X is usually
linked to.

On PCs (i386, amd64), Shark and some other platforms, ydiawk to tune the X server first by create
the menacingetc/X11/XF86Config file. To get an idea of what this file looks like, examine the
/usr/X11R6/lib/X11/XF86Config.eg file. The structure of the configuration file is described
formally in XF86Config(5), which can be examined with thedaling command:

# man XF86Config

Before configuring the system it is advisable to carefuldréhe documentation found in
/usr/X11R6/lib/X11/doc : there are various README's for the video cards, for the neoaisd even

a NetBSD specific oneREADME.NetBSD) | suggest to start by readir@uickStart.doc . You might
have the feeling that other systems let you start more quinkdl with less effort, but the time spent
reading this documentation is not wasted: the knowledge aficKof your configuration that you gain

will turn out very useful on many future occasions and yobédlable to get the most from your hardware
(and software too0.)

You can create thietc/X11/XF86Config file manually with an editor or you can generate it
automatically with an interactive configuration prograrheTest known programs are xf86config,
XF86Setup (XFree86 3.x) and xf86¢fg (XFree86 4.x). Bothod@nfig and xf86cfg are installed by
default with X; XF86Setup is a graphical configuration todligh can be installed from pkgsrc.

You may find that a mixed approach is better: first create th&6onfig with one of the two programs
and then check it and tune it manually with an editor. E.gttierGUI basecf86cfg:
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# xf86¢cfg
# configure to your will, and at the end save to /etc/ X1l1l/ XF86Config
# vi [etc/ X11/ XF86Config

or for the screen-oriented, non-graphigt6config

# xf86config
# configure to your will, and at the end save to /etc/ X111/ XF86Confi g
# vi [etc/ X11/ XF86Confi g

The interface of the two programs is different but they bettuire the same set of information:

- the mouse type and the mouse device to be used
- the keyboard type and its layout

- the type of video card

- the type of monitor

Before configuring the system you should collect the rea@iiméormation.

9.3 The mouse

The first thing to check is the type of mouse you are using (tangle, serial or PS/2, ...) and the mouse
device (for exampleysmouseequires a different protocol). If you are using a serial sgchoose the
required protocol and specify the serial port to which itascected.

For example, PS/2 and USB mice usually are attached to th@usgrdevice, and as such you can use:

Section "InputDevice"
Identifier "MouseQ"

Driver "mouse”

Option "Protocol" "wsmouse"

Option "Device" "/dev/wsmouse"
EndSection

If you use a mouse with a scroll wheel, scrolling up and dowmeisdled as mouse buttons 4 and 5 being
pressed (respectively). Many applications like xterm oeféix handle these button presses. To enable
the scroll wheel, add the following lines to the "Pointerttsen:

Section "InputDevice"
Identifier "Mouse0"

Driver "mouse”

Option "Protocol" "wsmouse"

Option "Device" "/dev/wsmouse"

Option " ZAxi sMappi ng" "4 5"
EndSection

For a serial mouse on the first serial port, try something like
Section "InputDevice"

Identifier "Mouse0"
Driver "mouse"
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Option "Protocol" "auto"
Option "Device" "/dev/tty00"
EndSection

In this exampleldevitty00 s the first serial port here, ugdev/tty0l  for the second and so on.
Protocol "auto" will try to automatically detect the protdof your serial mouse. If this doesn’t work, try
values like "Microsoft", "IntelliMouse" or "Logitech", ®9usr/X11R6/lib/X11/XF86Config.eg
and/usr/X11R6/lib/X11/doc/README.mouse for more information.

9.4 The keyboard

Even if you have already configured your keyboard for wscgog,need to configure it for X too, at
least if you want to get a non US layout.

An easy solution is to use the XKB protocol, specifying thghaard type and layout.
This is one area in which that configuration programs are vagakyou may want to choose the standard
layout and modify the generated configuration file manually:

Section "InputDevice"
Identifier "Keyboard0"

Driver "keyboard"

Option "XkbRules" "xfree86"

Option "XkbModel" "pc102"

Option "XkbLayout" "de"

Option "XkbOptions" “ctrl:nocaps"
EndSection

If you want to use the “Windows” keys on your keyboard, usel'Qde’ instead of “pc102” foixkbModel .

9.5 The monitor

Itis very important to correctly specify the values of theihontal and vertical frequency of the monitor:
a correct definition shields the monitor from damages degifiom an incompatible setup of the video
card. This information can be found in the monitor's mantrathe X documentation directory there is a
file containing the settings of many monitors; it can be used starting point to customize your own
settings.

9.6 The video card

The video card can be chosen from the database of the cortfigupaograms; the program will take
care of all the needed setups. Video card support is sliglifigrent between XFree86 3.x and 4.x.

XFree86 3.x has multiple servers for different categorfesdeo card chipsets. XFree86 4.x has only
one server. Different video chipsets are supported vidgrtatindependent driver modules, which can be
found in/usr/X11R6/lib/modules/drivers
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9.6.1 XFree 3.x

When you have selected the correct video card you must clibeséserver for the card. Usually, the
configuration programs can automatically determine theecvserver, but some video cards can be
driven by more than one server (for example, S3 Virge is sttppddoy the SVGA and S3V servers); in
this case, study the documentation of the servers to dediddgwene you need: different servers usually
have different capabilities and a different degree of suffpo the video cards.

9.6.2 XFree86 4.x

After selecting the correct video card the configuratiorgpamn will automatically select the appropriate
driver or suggest it. If you have not selected a card you cafiguare your video card by selecting the
required module.

9.7 Starting X

When you exit the configuration program, it creates the/dtle’X11/XF86Config , which can be
further examined and modified by hand.

Before starting X you should:

« check that the symbolic linkusr/X11R6/bin/X points to the correct X server:
# Is -1 [usr/X11R6/ bin/ X

- Verify that the configuration is correct. Launch:
# X -probeonly
and examine carefully the output.

Now you can start X with the following command:
# startx

If X doesn’t fire up there is probably some error in the confégian file.

If X starts but doesn’t work as expected (for example, youteanve the mouse pointer) you can exit
quickly with the Ctrl-Alt-Backspace key combination (heg#lable on all ports). If everything worked
correctly you are left in the X environment with the defaulhdow manager (twm): althoughitis a
simple window manager many users feel that it is enough fair treeds. If you want a highly
configurable window manager with many bells and whistles, lyave many choices in the package
collection, se&ection 9.%elow.

To start customizing X, try giving the following command in gterm to change the background color:

# xsetroot -solid DarkSeaG een
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9.8 Customizing X

The look of the X environment can be customized in severabwakie easiest method is to copy the
default.xinitrc file in your home directory and modify it, or create a simplewrone from scratch.
For example:

$ cp /etc/ X1l/xinit/xinitrc $HOVE/ .xinitrc
$ vi SHOWE .xinitrc

The following example shows how to start the window manatyen(), open an instance of the xclock
program in the lower right part of the screen and two xtermdeims. The “Bisque4” color is used for
the background.

The first part of the file is the same

# start some nice programs

xclock -geometry 50x50-1-1 &

xterm -geometry 80x34-1+1 -bg OldLace &

xsetroot -solid Bisque4 &

xterm -geometry 80x44+0+0 -bg AntiqueWhite -name login

twm # no '& here
With this type of setup, to exit X you must end the window marag/hich is usually done by selecting

"exit" from its menu.

Even with this simple configuration X has a considerably nicek. To give an even better look to the
environment you can install some utility program from thek@ge collection. For example:

xcolorsel
displays all the colors defined igb.txt . Use it to choose background colors for the root window
or for xterms.

Xpmroot

lets you use a pixmap for the background.

Xscreensaver

X screen saver.

xdaemon

no desktop can be complete without this package, whichaljsp moveable bitmap of the BSD
daemon in two selectable sizes.

9.9 Other window managers

If you don't like twm, which is a very simple window managecking many features and not very
configurable, you can choose another window manager frompabkage collection. Some of the most
popular are: fvwmz2, olwm/olvwm (Open Look Window Managé&indowMaker, Enlightenment,
AfterStep.
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In the rest of this section the installation of WindowMakedescribed as an example. WindowMaker is
a nice looking and highly configurable window manager. It barnstalled directly vigpkg_add:

# pkg_add -v w ndowmaker
Alternatively, it can be built from pkgsrc using theake install command:

# cd /usr/ pkgsrc/ wr wi ndownaker
# make install

As usual, bottpkg_add andmake install will fetch the needed packages automatically, so there is no
need to deal with dependencies manually.

More themes for WindowMaker are available in the wmtheme&age.

WindowMaker is now installed; to start it you must modify yoxinitrc and/or.xsession file:
substitute the line which calteym with a line which callsvmaker. For example:

# start some useful programs

xclock -geometry 50x50-1-1 &

xdaemon2 -geometry +0-70 &

# start window manager:

wmaker # no '& here to exit the session after the window manag er's done

Thestartx command will start the X11 session with WindowMaker. As cgafed in the example
Xinitrc file above, choosing “Quit” or similar from the window man&agenenu will quit the window
manager and the X11 session.

9.10 Graphical login with xdm

If you always use X for your work and the first thing you do afteu log in is runstartx, you can set up
a graphical login for your workstation which does this auébicelly. It is very easy:

1. Create thexsession file in your home directory. This file is similar te/.xinitrc and can, in
fact, be a link to the latter.

$ cd $HOVE
$In-s .xinitrc .xsession

2. Modify /etc/rc.conf

xdm=YES xdm_flags="" # x11 display manager
If you prefer you can add the following line at the endeit/rc.local instead of modifying
rc.conf:

Jusr/X11R6/bin/xdm

This method can be used to start, for example, kdm or gdmadsiéxdm.

The configuration files for xdm are in thi&c/X11/xdm  directory. In thexservers file X is started by
default on “vt05”, which is the console you reach via “Ctrlt#45"; if you want to use another virtual
console instead, this is the right place to modify the sgttin order to avoid keyboard contention
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between getty and xdm it is advisable to start xdm on a viterahinal where getty is disabled. For
example if inXservers  you have:

:0 local /usr/X11R6/bin/X :0 vt04
in /etc/ttys you should have
ttyE3  "/usr/libexec/getty Pc" vt220  off secure

(Please note that vt04 corresponds to ttyE3 because vasthdnd ttyE start at 0).

If you want a nice look for your xdm login screen, you can mgdife xdm configuration file. For
example, to change the background color you can add theviolpline to theXsetup_0 file:

xsetroot -solid SeaGreen

Instead of setting a color, you can put an image on the baadkgiasing the xpmroot program: For
example:

Xpmroot /path_t o_xpn net bsd. xpm

If you experiment a little with the configuration file you cachéeve many nice looking effects and build
a pleasing login screen. Note that other display manadgergim and kdm offer different ways of
configuration, usually GUI based.
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The NetBSD port for i386, alpha, mac68k, macppc, and mangrettan execute a great number of
native Linux programs, using the Linux emulation layer. &mtly, when you think about emulation you
imagine something slow and inefficient because, often, atioms must reproduce hardware instructions
and even architectures (usually from old machines) in sofwin the case of the Linux emulation this is
radically different: it is only a thin software layer, mosfbr system calls which are already very similar
between the two systems. The application code itself isga®ed at the full speed of your CPU, so you
don’t get a degraded performance with the Linux emulatichtae feeling is exactly the same as for
native NetBSD applications.

This chapter explains how to configure the Linux emulatiothwin example: the installation of the well
known Acrobat Reader version 7 program.

10.1 Emulation setup
The installation of the Linux emulation is described in tloenpat_linux(8) man page; using the package

system only two steps are needed.

1. Configuring the kernel.
2. Installing the Linux libraries.

3. Installing Linux applications like Acrobat Reader

10.1.1 Configuring the kernel

If you use a GENERIC kernel you don’t need to do anything beedtinux compatibility is already
enabled.

If you use a customized kernel, check that the followingamtiare enabled:

option COMPAT_LINUX
option EXEC_ELF32

or the following options if you are going to use 64-bit ELF &iies:

option COMPAT_LINUX
option EXEC_ELF64

when you have compiled a kernel with the previous optionsgarustart installing the necessary
software.
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10.1.2 Installing the Linux libraries

Usually, applications are linked against shared libraaesl for Linux applications, Linux shared
libraries are needed. You can get the shared libraries froniLanux distribution, provided it's not too
old, but the suggested method is to use the package systemsaaitithe libraries automatically (which
uses SUSE libraries). When you install the libraries, thiefang happens:

- A secondary root directoris created which will be used for Linux programs. This dicggtis
lemulllinux . The Linux programs in emulation mode will use this diregtas their root directory
and use files there. If a required file is not found, it will barsded withy as root directory.

For example, if a Linux application operesc/Id.so.conf , it will first be searched in
/emul/linux/etc/Id.so.conf , and if not found there iretc/Id.so.conf

« The shared libraries for Linux are installed. Most applmas are linked dynamically and expect to
find the necessary libraries on the system. For example,dool#at Reader, if you go to the
lusr/pkgsrc/print/acroread? and give thenake dependscommand, pkgsrc will fetch and
install all dependencies for Acrobat Reader.

Both operations will be handled automatically by the paeksygstem, without the need of manual
intervention from the user (we suppose that, by now, you hiready begun to love the package
system...). Note that this section describes manual lastai of the Linux libraries.

To install the libraries, a program must be installed thaidbes the RPM format: it isom, which will be
used to extract the SUSE libraries. Exeaui@ke andmake install in the/usr/pkgsrc/misc/rpm/
directory to build and instalipm.

Next thesuse100_base package must be installed. The SUSE RPM files can be dowrddadihe
package system or, if you have a SUSE CD, you can copy thenein th

lusr/pkgsrc/distfiles/suse100 directory and then rumake andmake install after going to the
lusr/pkgsrc/emulators/suse100_base directory.

With the same method installise100_compat andsusel00_x11 . The final configuration is:
# pkg_info -a | grep suse
suse_base-10.0nb3 Linux compatibility package

suse_compat-10.0nb1 Linux compatibility package with old shared libraries
suse_x11-10.0nb2 Linux compatibility package for X11 bina ries

10.1.3 Installing Acrobat Reader

Now everything is ready for the installation of the Acroba&ader program (or other Linux programs).
Change tdusr/pkgsrc/print/acroread7 and give the usual commands.

# make
# make install

Note: To download and install Acrobat Reader you need to add the line
“ACCEPTABLE_LICENSES+=adobe-acrobat-license” to /etc/mk.conf to accept the Acrobat
Reader license, simply follow the instructions given after make.
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10.2 Directory structure

If we examine the outcome of the installation of the Linuxdibes and programs we find that
lemul/linux is a symbolic link pointing tdusr/pkg/emul/linux , where the following directories
have been created:

bin/
dev/
etc/
lib/
opt/
proc/
root/
shin/
usr/
var/

Note: Please always refer to /emul/linux and not to /usr/pkg/emul/linux . The latter is an
implementation detail and may change in the future.

How much space is required for the Linux emulation softw@ea®ne system we got the following
figure:

# cd /usr/pkg/ emu
# du -k /enul /1inux/

127804 /emul/linux/

Acrobat Reader, the program, has been installed in the d@eatory for package binaries:
{usr/pkg/bin . It can be run just as any other program:

$ acroread netbsd. pdf

10.3 Emulating /proc

Some Linux programs rely on a Linux-likproc filesystem. The NetBSD procfs filesystem can
emulate dproc filesystem that contains Linux-specific pseudo-files. Tmagalish this you can mount
the procfs with the “linux”-option:

# mount _procfs -o linux procfs /emul/linux/proc
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In this example a Linux-like proc filesystem will be mountedte/emul/linux/proc directory. You
can also let NetBSD mount it automatically during the bogfinocess of NetBSD, by adding the
following line to/etc/fstab

procfs /emul/linux/proc procfs ro,linux

10.4 Using Linux browser plugins

Linux plugins for Mozilla-based browsers can be used orvadiietBSD Firefox builds through
nspluginwrapper, a wrapper that translates between theeriabwser and a foreign plugin. At the
moment, nspluginwrapper only works reliably on Mozillasbd browsers that link against GTK2+
(GTK1+ is not supported). nspluginwrapper can be instahedugh pkgsrc:

# cd [usr/pkgsrc/www/nspluginwrapper
# make install

Plugins can then be installed in two steps: first, the plugisito be installed on the system (e.g. through
pkgsrc). After that the plugin should be registered withribpluginwrapper by the users who want to
use that plugin.

In this short example we will have a look at installing the Manedia Flash plugin. We can fullfill the
first step by installing the Flash plugin through pkgsrc:

# cd /usr/pkgsrc/multimedia/ns-flash
# make install

After that an unprivileged user can register the Flash plugi

$ nspluginwrapper -i /usr/pkg/lib/netscape/plugins/libf lashplayer.so

The plugin should then be registered correctly. You cankligs by using the | option of
nspluginwrapper (nspluginwrapper -I). If the plugin is listed, you can restart Firefox, and wetiiat
the plugin was installed by enterirdpout:plugingn the location bar.

10.5 Further reading

The following articles may be of interest for further undargling Linux (and other) emulation:
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Audio

This chapter is a short introduction to the usage of audiiacéswon NetBSD (who wants a dumb
computer, anyway?)

11.1 Basic hardware elements

In order to make audio work on your system you must know whdicacard is installed. Sadly it is often
not enough to know the brand and model of the card, becausg caaths use chipsets manufactured
from third parties. Therefore knowing the chipset insththa the audio card can sometimes be useful.
The NetBSD kernel can recognize many chipsets and a quigkatdmesgis enough most of the time.

Therefore, type the following command:
# dmesg | nore

and look for the audio card and chipset. If you're lucky yountaeed to do anything because NetBSD
automatically detects and configures many audio cards.

Sometimes audio doesn’t work because the card is not sigghorbecause you need to do some work
in order for the card to be detected by NetBSD. Many audioscard nowadays very cheap, and it is
worth considering buying a different card, but before ddimg you can try some simple steps to make
the card work with NetBSD.

11.2 BIOS settings

This section is useful only to the owners of i386 PCs; on o#lnehitectures (e.g. Amiga) there are no
such features. The most important thing to determine inrdadese the audio card with NetBSD is the
type of bus supported by the card.

The most common interfaces are ISA and PCI.

ISA Plug and Play cards are usually more tricky to configurstigdecause of the interaction with the
BIOS of the computer.

On the newer machines (those produced after 1997) thereli®& 8ption which causes many
headaches for the configuration of ISA Plug and Play audidsc@out not only audio cards): this option
is usually named “PNP OS Installed” and is commonly foundim‘PNP/PCI Configuration” (the
names can be different in your BIOS.) As a general rule it isallg better to disable (i.e. set it to “NO”)
this option for NetBSD.

Note: On many systems everything works fine even if this option is enabled. This is highly system
dependent.
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11.3 Configuring the audio device

During the installation of NetBSD the devices are createtiéidev directory. We are primarily
interested in:

/dev/audio
/dev/sound
/dev/mixer

If they are not present they can be created like this:

# cd /dev
# ./ MAKEDEV al |

This command creates all the devices, including the audiwes.
The audio card is now probably ready to be used without fusiloek.

You can make a quick test and send an audio file to the devick(§iles usually have thewu
extension), but if you don’t have an audio file you can justsaitext or binary file (of course you won't
hear anything useful...). Uggev/audio  or /dev/sound

# cat filenane > /dev/audio
or
# cat filenane > /dev/sound

If you hear something it means that the card is supported bBS@ and was recognized and configured
by the kernel at boot; otherwise you must configure the kesettings for the audio device installed on
the system (assuming the card/chipset is supported.)

11.4 Configuring the kernel audio devices

NetBSD supports a wide range of audio cards and the GENER1@kalready enables and configures
most of them. Sometimes it is necessary to manually set uiRiQeand DMA for non-PnP ISA cards.

Note: When you create a custom kernel it is better to work on a copy of the GENERIC file, as
described in Chapter 31.

If you still have problems you can try enabling all the degideecause some audio cards can be made to
work only by emulating another card.

Many chipset make use of the SoundBlaster and OPL compitibilit a great number of them work
with the WSS emulation.
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OPL is a MIDI synthesizer produced by Yamaha; there are mdply @riants (e.g. OPL2, OPL3SA,
OPL3SAZ2, etc.). Many audio cards rely on this component c& oampatible one. For example, the
chips produced by Crystal (and amongst them the very comn®#t28X) all have this chipset, and that’s
why they work with NetBSD.

WSS is not a microchip; it is the acronym of Windows Sound &ystWSS is the name of the NetBSD
kernel driver which supports the audio system of Microsoift@éws. Many audio cards work with
Windows because they adhere to this standard (WSS) andrtreehszlds for NetBSD.

Of the many audio cards that | tested with NetBSD, a good numbek only if opl * andwss+* are
enabled in the kernel.

You should have no problem to get the Creative SoundBlaateisdo work with NetBSD: almost all of
them are supported, including the Sound Blaster Live 1024!

When everything works you can disable in the kernel confidmdile the devices that you don’t need.

11.5 Advanced commands

NetBSD comes with a number of commands that deal with audiwes. They are:

- audioctl(1)
- mixerctl(1)
- audioplay(1)

- audiorecord(1)

11.5.1 audioctl(1)

audioctl(1) made its appearance in NetBSD 1.3 and is usecéimally set some variables regarding
audio 1/0, like the frequencies for playing and recordinge Bvailable parameters can be displayed with
the following command:

# audioctl -a | nore
For example, to listen to CD quality music you can use thefathg command.
# audi oct|l -w play=44100, 2, 16, slinear_le

This command sets the frequency to 44100Hz, 2 audio chariréelsit, slinear_le encoding.

You can see the supported encodings with:
# audi octl encodi ngs

This command displays the list of all the encodings suppdriethe audio card on your system.

11.5.2 mixerctl(1)

This command is used to configure the audio mixing and hastarface similar to that of audioctl(1).
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11.5.3 audioplay(1)

With this command you can play audio files in simple formaés IWWLAW and WAV. For more
sophisticated needs you might want to install one of the npaograms available in the package system
which let you play audio files in different formats (e.g. MR%;.)

11.5.4 audiorecord(1)

Not unsurprisingly this command is used to record audio.files
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This chapter describes a simple configuration for printirging an HP Deskjet 690C printer connected
to the first parallel port and the Ipd printing system that esiwith NetBSD. First, the system will be
configured to print text documents, and next the configunatiitl be extended to print PostScript
documents using the Ghostscript programn{/ghostscript ). Please note that there are other,
alternative printing systems available from the packagé#lsation
(http://wvww.NetBSD.org/docs/software/packages.hthide LPRng print/LPRng ) and the Common
Unix Printing System (CUPSyfint/cups ) which are not covered here.

12.1 Enabling the printer daemon

After installation it is not yet possible to print, becaukelpd printer spooler daemon is not enabled. To
enabldpd, one line in theetc/rc.conf file must be changed from:

Ipd=NO

to

Ipd=YES

The change will come into effect at the next boot, but the daeoan be started manually now:
# sh /etc/rc.d/lpd start

To check iflpd is active, type the following command:

# ps ax | grep |pd
179 22 Is 0:00.01 Ipd
If you don’t see an entry for Ipd in the output of the previoosenand, the daemon is not active.

The Ipd system is configured viatc/printcap . Before configurindetc/printcap itis a good

idea to make a printer test, to check if the physical connadietween your computer and the printer is
working. The test sends out some data directly to the priageice. Assuming you use a printer
connected to the parallel port, this/tev/Ipt0  ; if you use an USB printer tridev/ulpt0 . Please
check the manpages of these devices (Ipt(4), ulpt(4)) faermdormation!

In our example we have a printer attached to the paralle] ponve run this:
# Iptest 70 5 > /dev/IptO

To see what the output should look like, try the same commatiebut redirecting the output to the
printer:

# | ptest 70 5
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"#$%&'()  *+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] " ‘abcdef
"#$9%&'() *+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] ~ ‘abcdefg
#$%&() * +,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] ~ ‘abcdefgh
$%&’() *+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] ~ ‘abcdefghi
%&'() *+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] ~ ‘abcdefghij

A frequent problem is that the output on the printer is notectty aligned in columns but has a
“staircase” configuration. This usually means that thetpriis configured to begin a new line at the left
margin after receiving both a <CR> (carriage return, ASQIl dharacter and a <LF> (line feed, ASCII
10) character. NetBSD only sends a <LF> character. You cahifixproblem in two ways:

- by changing the configuration of the printer

- by using a simple printer filter (described later)

Note: In the previous example the Ipd spooler is not involved because the program output is sent
directly to the printer device (/dev/lpt0 ) and is not spooled.

12.2 Configuring /etc/ printcap

This section explains how to configure the example print@riot text documents.

The printer must have an entry in thegc/printcap file; the entry contains the printer id (the name of
the printer) and the printer description. Tlpad is the default used by many programs. Here is an
example entry:

Example 12-1/ et c/ pri nt cap

Ip|local printer|[HP DeskJet 690C:\
:Ip=/dev/Ipa0:sd=/var/spool/lpd/Ip:lf=/var/log/Ipd- errs:\
:sh:pl#66:pw#80:if=/usr/local/libexec/Ipfilter:

The file format and options are described in detail in thetpap(5) manpage. Please note thatrgout
filter has been specified (with tlifeoption) which will take care of eliminating the staircaselpiem:

if=/usr/locall/libexec/Ipfilter
Printer driver and HP printers:  Example 12-1 uses the IpaO device (polled driver) for the printer,
instead of the IpdO (interrupt driven driver). Using interrupts there is a communication problem with
some printers, and the HP Deskjet 690C is one of them: printing is very slow and one PostScript

page can take hours. The problem is solved using the Ipa driver. It is also possible to compile a
custom kernel where Ipt is polled.

The printcap entry for the printer also specifies a spookitiny, which must be created,; this directory
will be used by the Ipd daemon to accumulate the data to bégglin

# cd /var/spool /Il pd
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# nkdir Ip
# chown daenon: daenon | p
# chrmod 770 I p

The only missing part is thiefilter input filter, which must be written. The only task performed b
this filter is to configure the printer for the elimination btstaircase problem before sending the text to
be printed. The printer used in this example requires tHevfahg initialization string: <ESC>&k2G.

Example 12-2/ usr /1 ocal / | i bexec/ | pfilter

#!/bin/sh

# Treat LF as CR+LF

printf "\033&k2G" && cat && exit O
exit 2

After saving this script into the name you usedéte/printcap , Yyou need to make sure it's
executable:

# chrmod 755 /usr/local/libexec/|pfilterx

Note: There is another filter that can be used:

if=/usr/libexec/lpr/Ipf:

This filter is much more complex than the one presented before. It is written to process the output of
nroff and handles underline and overprinting, expands tab characters and converts LF to CR + LF.
The source to this filter program can be found in /usr/src/usr.sbin/lprffilters/Ipf.c

After everything is in place now, tHptest command can be run again now, this time usinglpine
command, which will first send the data to the Ipd spoolen thms the filter and sends the data off to
the printer:

# Iptest 70 5| lpr -h

Thelpr program prints text using the spooler to send data to thegrithe-h option turns off the
printing of a banner page (not really necessary, becauseeshption in/etc/printcap ). Users
more familiar with the System V printing system can also b&elp(1) command that comes as an
alternative to Ipr(1).

12.3 Configuring Ghostscript

Now that basic printing works, the functionality for pringj PostScript files can be added. The simple
printer used in this example does not support native pgrafriPostScript files; a program must be used
which is capable of converting a PostScript document in asece of commands that the printer
understands. The Ghostscript program, which can be foupddkages collection, can be used to this
purpose. This section explains how to configure Ipd to uses@hdpt to print PostScript files on the HP
Deskjet 690C.
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A second id for the printer will be created fgtc/printcap : this new id will use a different input
filter, which will call Ghostscript to perform the actual priof the PostScript document. Therefore, text
documents will be printed on thp printer and PostScript documents on fsgprinter: both entries use
the same physical printer but have different printing fiter

The same result can be achieved using different configunsitieor example, a single entry with only one
filter could be used. For this, the filter should be able to matically determine the format of the
document being printed, and use the appropriate printingnam. This approach is simpler but leads to
a more complex filter; if you like it you should consider ifbitey the magicfilter program from the
packages collection: it does this and many other thingsaatically.

For our approach, the nefatc/printcap file looks like this:

Example 12-3/ et ¢/ pri nt cap

Ip|local printer|[HP DeskJet 690C:\
:Ip=/dev/lpa0:sd=/var/spool/lpd/lp:If=/var/log/lpd- errs:\
:sh:pl#66:pw#80:if=/usr/local/libexec/Ipfilter:

ps|Ghostscript driver:\
:Ip=/dev/lpa0:sd=/var/spool/lpd/ps:If=/var/log/Ipd- errs:\
:mx#0:sh:if=/usr/locall/libexec/Ipfilter-ps:

Optionmx#0 is very important for printing PostScript files becauseii@lates size restrictions on the
input file; PostScript documents tend to be very big. Fh@ption points to the new filter. There is also a
new spool directory.

The next steps are the creation of the new spool directoryétiek filter program. The procedure for the
spool directory is the same as above:

cd /var/spool /I pd
nkdir ps

chown daenon: daenon ps
chnod 770 ps

H oH W H#

The filter program for PostScript output is more complex tthentext base one: the file to be printed is
fed to the interpreter which converts it into a sequence ofro@nds in the printer’s control language,
and then sends that off to the printer. We have achievednsfwanm a cheap color printer in a device
suitable for PostScript output, by virtue of the NetBSD @pielg system and some powerful freeware
packages. The options used to configure Ghostscript areilobegdn the Ghostscript documentation:
cdj550 is the device used to drive the HP printer.

Example 12-4/ usr /| ocal / |i bexec/ | pfilter-ps

#!/bin/sh

# Treat LF as CR+LF
printf "\033&k2G" || exit 2
# Print the postscript file

Jusr/pkg/bin/gs -dSAFER -dBATCH -dQUIET -dNOPAUSE -q -sDE VICE=cdj550 \
-sOutputFile=- -sPAPERSIZE=a4 - && exit 0
exit 2
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To summarize: two different printer names have been creatdde system, which point to the same
physical printer but use different options, different fit@nd different spool directories. Text files and
PostScript files can be printed. To print PostScript filesGhestscript package must be installed on the
system.

12.4 Printer management commands

This section lists some useful BSD commands for printer aimd jpbs administration. Besides the
already mentionetpr andlpd commands, we have:

Ipg
examine the printer job queue.

[prm

delete jobs from the printer’s queue.

Ipc
check the printing system, enable/disable printers andenfeatures.

12.5 Remote printing

It is possible to configure the printing system in order tapoin a printer connected to a remote host.
Let's say that, for example, you work on th@tanhost and you want to print on the printer connected to
theloge host. Theetc/printcap file of loge is the one oExample 12-3From wotan it will be

possible to print Postscript files using Ghostscript on loge

The first step is to accept the print jobs submitted from theawost to the loge host. To accomplish
this, a line with the wotan host name must be added tdetlethosts.lpd file on loge:

# host name

loge

# cat /etc/hosts.|pd
wotan

The format of this file is very simple: each line contains thene of a host which is permitted to print on
the local system. By default the Ipd daemon only listens omXU#domain sockets for local connections,
it won’t accept any network connects. To ensure the daensmnaacepts incoming network traffic, the
following will need to be added t&tc/rc.conf

Ipd_flags=""

Next, the/etc/printcap file on wotan must be configured in order to send print jobs gelé-or
example:

Ip|line printer on loge:\

:Ip=:sd=/var/spool/lpd/Ip:lf=/var/log/Ip-errs:\
:rm=loge:rp=Ip
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ps|Ghostscript driver on loge:\
:Ip=:sd=/var/spool/lpd/ps:If=/var/log/Ip-errs:\
‘mx#0:\

:rm=loge:rp=ps

There are four main differences between this configuratimhthe one oExample 12-3

1. The definition of “Ip” is empty.

2. The “rm” (remote machine) entry defines the name of the toosthich the printer is connected.

3. The “rp” (remote printer) entry defines the name of thetericonnected to the remote host.

4. Itis not necessary to specify input filters because thaitiefis on the loge host will be used.

5. The spool directories must still be created locally onamot

#

H OH KR KK

cd /var/spool /| pd
nkdir |p

chown daenon: daenmon | p
chrmod 770 Ip

nkdir ps

chown daenon: daenmon ps
chnmod 770 ps

Now the print jobs for the “Ip” and “ps” queues on wotan will ent automatically to the printer
connected to loge.
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13.1 Initializing and using floppy disks

PC-style floppy disks work mostly like other disk device®lkard disks, except that you need to
low-level format them first. To use an common 1440 KB floppyhie first floppy drive, first (as root)
format it:

# fdformat -f /dev/rfdOa

Then create a single partition on the disk using disklabel(8
# disklabel -rw /dev/rfdOa floppy3

Creating a small filesystem optimized for space:

# newfs -m 0 -0 space -i 16384 -c 80 /dev/rfdOa

Now the floppy disk can be mounted like any other disk. Or if wiready have a floppy disk with an
MS-DOS filesystem on it that you just want to access from N&tB®u can just do something like this:

# mount -t msdos /dev/fd0a /mnt

However, rather than using floppies like normal (biggerkslist is often more convenient to bypass the
filesystem altogether and just splat an archive of files tiréc the raw device. E.g.:

# tar cvfz /dev/rfdOa filel file2 ...

A variation of this can also be done with MS-DOS floppies ushegysutils/mtools package which
has the benefit of not going through the kernel buffer caclkigfauns not being exposed to the danger of
the floppy being removed while a filesystem is mounted on it.

13.2 How to use a ZIP disk

1. See if your system has a ZIP drive:

# dmesg | grep -i zip
sd0 at atapibusO drive 1: <IOMEGA ZIP 100 ATAPI, , 14.A> type O direct removable

Seems it has one, and it’s recognized as sdO0, just like any @i€IS The fact that the ZIP here is an
ATAPI| one doesn’t matter - a SCSI ZIP will show up here, tooe TP is marked as "removable”,
which means you can eject it with:
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# eject sdO
2. Insert ZIP disk
3. Check out what partitions are on the ZIP:

# di skl abel sdO
# /dev/rsd0Od:

type: ATAPI
8 partitions:
# size  offset fstype [fsize bsize  cpg]

d: 196608 0 unused 0 0 # (Cyl. 0 - 95)

h: 196576 32 MSDOS # (Cyl. 0 - 95)

disklabel: boot block size 0
disklabel: super block size 0

Partition d

is the whole disk, as usual on i386.

Partition h
is what you want, and you can see it's a msdos filesystem even.
Hence, use /dev/sdOh to access the zip’s partition.
4. Mount it:
# nmount -t mnsdos /dev/sdOh /mt

5. Access your files:

#1s -la /mt

total 40809
drwxr-xr-x 1 root wheel 16384 Dec 31 1979 .
drwxr-xr-x 28 root wheel 1024 Aug 2 22:06 ..

~TWXT-Xr-X 1 root wheel 1474560 Feb 23 1999 bootl.fs

-TWXI-Xr-X 1 root wheel 1474560 Feb 23 1999 boot2.fs
-TWXT-Xr-X 1 root wheel 548864 Feb 23 1999 boot3.fs
-rwxr-xr-x 1 root wheel 38271173 Feb 23 1999 netbsd19990223 .tar.gz

6. Unmount the ZIP:

# unmount /mt
#

7. Eject the ZIP:

# eject sdO
#

13.3 Reading data CDs with NetBSD

Data CDs can contain anything from programs, sound files (MR8), movies (MP3, QuickTime) to
source code, text files, etc. Before accessing these fileB, m@t be mounted on a directory, much like
hard disks are. Just as hard disks can use different fileagdfiés, Ifs, ext2fs, ...), CDs have their own
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filesystem, "cd9660". The NetBSD cd9660 filesystem can feefilésystems without and with
Rockridge and Joliet extensions.

CD devices are named /dev/cdOa for both SCSI and IDE (ATAPI).

With this information, we can start:

1. See if your system has some CD drive:

# dmesg | grep “cd
cd0 at atapibusO drive 0: <CD-R/RW RW8040A, , 1.12> type 5 cdr om removable
cd0: 32-bit data port
cd0: drive supports PIO mode 4, DMA mode 0
cdO(pciide0:1:0): using PIO mode 0, DMA mode 0 (using DMA dat a transfers)

We have one drive here, "cd0". It is an IDE/ATAPI drive, asifound on atapibus0. Of course the
drive (rather, its medium) is removable, i.e., you can gfe&ee below.

2.Inserta CD
3. Mount the CD manually:

# nount -t cd9660 /dev/cdOa /mt
#

This command shouldn’t print anything. It instructs theteysto mount the CD found on /dev/cdOa
on /mnt, using the "cd9660" filesystem. The mountpoint "/hnmiist be an existing directory.

4. Check the contents of the CD:

# 1s /[ mt

INSTALL.html INSTALL.ps TRANS.TBL boot.catalog
INSTALL.more INSTALL.txt binary installation

#

Everything looks fine! This is a NetBSD CD, of course. :)
5. Unmount the CD:

# unount /mt
#

If the CD is still accessed (e.g. some other shell’s still"tt¢hto it), this will not work. If you shut
down the system, the CD will be unmounted automatically fmr,there’s nothing to worry about
there.

6. Making an entry in /etc/fstab:

If you don’t want to type the full "mount” command each timeuycan put most of the values into a
line in /etc/fstab:

# Device mountpoint filesystem mount options
/dev/cdOa /cdrom €d9660 ro,noauto

Make sure that the mountpoirtdrom in our example, exists:

# nkdir /cdrom
#

Now you can mount the cd with the following command:

# nount /cdrom
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Access and unmount as before.

The CD is not mounted at boot time due to the "noauto" mounboptthis is useful as you'll
probably not have a CD in the drive all the time. See mounti@)raount_cd9660(8) for some other

useful options.

7. Eject the CD:

# eject cdO
#

If the CD is still mounted, it will be unmounted if possiblesfore being ejected.

13.4 Reading multi-session CDs with NetBSD

Use mscdlabel(8) to add all sessions to the CDs disklabeltteen use the appropriate device node to
mount the session you want. You might have to create the smoreling device nodes idev manually.

For example:

# nscdl abel cdl

track (ctl=4) at sector 142312

adding as 'a’

track (ctl=4) at sector 0
adding as 'b’

# 1s -1 /dev/cdlb

Is: /dev/cdlb: No such file or directory

# cd /dev

# 1s -1 cdl*

brw-r----- 1 root operator
brw-r----- 1 root operator

# nknod cdlb b 6 9

6, 8 Mar 18 21:55 cdla
6, 11 Mar 18 21:55 cdid

to createdevicdlb . Make sure you fix the permissions of any new device nodes yeate

# ls -1 cdilx

brw-r----- 1 root operator
brw-r--r-- 1 root wheel
brw-r----- 1 root operator

# chgrp operator cdilb
# chnod 640 cdlb
# 1s -1 cdilx

brw-r----- 1 root operator
brw-r----- 1 root operator
brw-r----- 1 root operator

6, 8 Mar 18 21:55 cdla
6, 9 Mar 18 22:23 cdlb
6, 11 Mar 18 21:55 cdid

6, 8 Mar 18 21:55 cdla
6, 9 Mar 18 22:24 cdlb
6, 11 Mar 18 21:55 cdid

Now you should be able to mount it.

# nount /dev/cdlb /mt
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13.5 Allowing normal users to access CDs

By default, NetBSD only allows "root" to mount a filesysterydu want any user to be able to do this,
perform the following steps:

- Give groups and other the access rights to the device.

# chmod go+rw /dev/cdOa
« Ask NetBSD to let users mounting filesystems.

# sysctl -w vfs.generic.usermount=1

Note that this works for any filesystem and device, not ontydDs with a ISO 9660 filesystem.
To perform the mount operation after these commands, threnusgt own the mount point. So, for

example:

$ cd $HOME
$ mkdir cdrom
$ mount -t cd9660 -0 nodev,nosuid /dev/cdOa ‘pwd‘/cdrom

Note: The mount options nodev and nosuid are mandatory from NetBSD 4.0 on. They are not
necessary on NetBSD 3.x systems.

Please also see mount(8) and as an alternativauteemount daemoamd(8), for which example config
files can be found irusr/share/examples/amd

13.6 Mounting an ISO image

Sometimes, it is interesting to mount an ISO9660 image fiferleeyou burn the CD; this way, you can
examine its contents or even copy files to the outside. If yelad inux user, you should know that this
is done with the specidbop filesystem. NetBSD does it another way, usingthedepseudo-disk.

We will illustrate how to do this with an example. Suppose fiane an ISO image in your home
directory, called "mycd.iso":

1. Start by setting up a new vnode, "pointing" to the ISO file:
# vnconfig -c vnd0 ~/nycd.iso
2. Now, mount the vnode:
# mount -t cd9660 /dev/vndOa /mt
3. Yeah, image contents appear unaiert ! Go to that directory and explore the image.
4. When you are happy, you have to umount the image:
# urmount /mmt
5. And at last, deconfigure the vnode:
# vnconfig -u vndO

Note that these steps can also be used for any kind of file dmains a filesystem, not just ISO images.
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See the vnd(4) and vnconfig(8) man pages for more information

13.7 Using video CDs with NetBSD

To play MPEG Video streams as many DVD players can play thetieiuNetBSD, mount the CD as you
would do with any normal (data) CD (s&ection 13.3 then use thenultimedia/xine-ui ,
multimedia/mplayer or multimedia/gmplayer package to play the mpeg files stored on the CD.

13.8 Using audio CDs with NetBSD

There are two ways to handle audio CDs:

1. Tell the CD drive to play to the headphone or to a soundt¢anthich CDROMSs are usually
connected internally. Use programs like cdplayé&ljjio/xmcd , "kscd" from the
multimedia/kdemultimedia3 package, mixer programs like mixerctl(aydio/xmix
audio/xmmix , the Curses basedidio/cam , or kmix, which is part of
multimedia/kdemultimedia3

This usually works well on both SCSI and IDE (ATAPI) CDROM4)RW and DVD drives.

2. To read ("rip") audio tracks in binary form without goingough digital->analog conversion and
back. There are several programs available to do this:

« For most ATAPI, SCSI and several proprietary CDROM drivhsatdio/cdparanoia package
can be used. With cdparanoia the data can be saved to a fileeotadi to standard output in WAV,
AIFF, AIFF-C or raw format. Currently the -g option is reqeirby the NetBSD version of
cdparanoia. A hypothetical example of how to save track 2\&B\file is as follows:

$ cdparanoia -g /dev/rcd0d 2 track-02. wav
If you want to grab all files from a CD, cdparanoia’s batch mzdeseful:
$ cdparanocia -g /dev/rcd0od -B
« For ATAPI or SCSI CD-ROMSs thaudio/cdd  package can be used. To extract track 2 with cdd,
type:
# cdd -t 2 ‘pwd
This will put a file calledrack-02.cda  in the current directory.

- For SCSI CD-ROMS thaudio/tosha  package can be used. To extract track 2 with tosha, you
should be able to type:

# tosha -d CD-ROvdevice -t 2 -0 track-02.cda

The data can then be post-processed e.g. by encoding it iRBdteams (seBection 13.9or by
writing them to CD-Rs (se8ection 13.1}L

102



Chapter 13 Using removable media

13.9 Creating an MP3 (MPEG layer 3) file from an audio CD

The basic steps in creating an MPEG layer 3 (MP3) file from aticaGD (using software from the
NetBSD packages collection (http://www.NetBSD.org/dpkgsrc/)) are:

1. Extract (ip) the audio data of the CD as shownSection 13.8

2. Convert the CD audio format file to WAV format. You only neéederform this job if your ripping
program (e.g. tosha, cdd) didn't already do the job for you!

- Using theaudio/sox package, type:
$ sox -s -w -Cc 2 -r 44100 -t cdr track-02.cda track-02.wav

This will converttrack-02.cda in raw CD format tatrack-02.wav ~ in WAV format, using
signed 16-bitwords with 2channels at a samplin@gte of 44100kHz.

3. Encode the WAV file into MP3 format.
« Using theaudio/bladeenc ~ package, type:
$ bladeenc -128 -QUIT track-02.wav

This will encodetrack-02.wav  into track-02.mp3  in MP3 format, using a bit rate if
128Bit/sec. The documentation for bladeenc describes bdisriam more detail.

« Using theaudio/lame package, type:
$ lame -p -0 -v -V 5 -h track-02.wav track-02.mp3

You may wish to use a lower quality, depending on your tastehamdware.

The resultant MP3 file can be played with any of thelio/ggmpeg , audio/maplay , audio/mpg123
oraudio/splay  packages.

13.10 Using a CD-R writer with data CDs

The process of writing a CD consists of two steps: First, a{p' of the data must be generated, which
can then be written to CD-R in a second step.

1. Reading an pre-existing ISO image

# dd if=/dev/rcdOa of=filenane.iso bs=2k

#

Alternatively, you can create a new ISO image yourself:
2. Generating the 1ISO image

Put all the data you want to put on CD into one directory. Net yeed to generate a disk-like ISO
image of your data. The image stores the data in the same fotheg're later put on CD, using the
ISO 9660 format. The basic ISO9660 format only understan@sinames (max. eight letters for
filename, plus three more for an extension). As this is nattimal for Unix filenames, a so-called
"Rockridge Extension" needs to be employed to get longerditees. (A different set of such
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extension exists in the Microsoft world, to get their longfiames right; that's what's known as
Joliet filesystem).

The ISO image is created using the mkisofs command, whicrisof thesysutils/cdrtools
package.

Example: if you have your data in /usr/tmp/data, you can geae 1SO image file in
/usr/tmp/data.iso with the following command:

$ cd /usr/tnp

$ nkisofs -o data.iso -r data

Using NETBS000.GZ;1 for data/binary/kernel/netbsd.INST ALL.gz (netbsd.INSTALL_TINY.gz)

Using NETBS001.GZ;1 for data/binary/kernel/netbsd. GENE RIC.gz (netbsd.GENERIC_TINY.gz)
5.92% done, estimate finish Wed Sep 13 21:28:11 2000

11.83% done, estimate finish Wed Sep 13 21:28:03 2000

17.74% done, estimate finish Wed Sep 13 21:28:00 2000

23.64% done, estimate finish Wed Sep 13 21:28:03 2000

88.64% done, estimate finish Wed Sep 13 21:27:55 2000
94.53% done, estimate finish Wed Sep 13 21:27:55 2000
Total translation table size: 0

Total rockridge attributes bytes: 5395

Total directory bytes: 16384

Path table size(bytes): 110

Max brk space used 153c4

84625 extents written (165 Mb)

$

Please see the mkisofs(8) man page for other options likegptiblisher and preparer. The
Bootable CD ROM How-To (http://www.NetBSD.org/docs/bathtml) explains how to generate a
bootable CD.

. Writing the 1ISO image to CD-R

When you have the ISO image file, you just need to write it on a Tiis is done with the
"cdrecord" command from theysutils/cdrtools package. Insert a blank CD-R, and off we go:

# cdrecord -v dev=/dev/rcd0d data.iso

#

After starting the command, 'cdrecord’ shows you a lot obimfiation about your drive, the disk
and the image you're about to write. It then does a 10 secamatstdown, which is your last chance
to stop things - type ~C if you want to abort. If you don’t abahte process will write the whole
image to the CD and return with a shell prompt.

Note that cdrecord(8) works on both SCSI and IDE (ATAPI) dsiv
. Test
Mount the just-written CD and test it as you would do with angrmal" CD, see&Section 13.3
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13.11 Using a CD-R writer to create audio CDs

If you want to make a backup copy of one of your audio CDs, youdmaso by extracting ("ripping") the
audio tracks from the CD, and then writing them back to a blabk Of course this also works fine if
you only extract single tracks from various CDs, creatingrnjgery own mix CD!

The steps involved are:

1. Extract ("rip") the audio tracks as described aSéttion 13.80 get a couple of .wav files.

2. Write the .wav files using cdrecord command fromdfutils/cdrtools package:

# cdrecord -v dev=/dev/rcd0d -audio -pad *.wav

13.12 Creating an audio CD from MP3s

If you have converted all your audio CDs to MP3 and now want &kena mixed CD for your (e.g.) your
car, you can do so by first converting the .mp3 files back to feawat, then write them as a normal

audio CD.

The steps involved here are:

1. Create .wav files from your .mp3 files:
$ nmpgl123 -w foo.wav foo.np3

Do this for all of the MP3 files that you want to have on your @u@dD. The .wav filenames you use
don’t matter.

2. Write the .wav files to CD as described un8ection 13.11

13.13 Copying an audio CD

To copy an audio CD while not introducing any pauses as maddat the CDDA standard, you can use
cdrdao for that:

# cdrdao read-cd --device /dev/rcd0d data.toc
# cdrdao wite --device /dev/rcdld data.toc

13.14 Copying a data CD with two drives

If you have both a CD-R and a CD-ROM drive in your machine, yan copy a data CD with the
following command:

# cdrecord dev=/dev/rcdld /dev/rcd0d

Here the CD-ROM (cd0) contains the CD you want to copy, andXheR (cdl) contains the blank disk.
Note that this only works with computer disks that contaimecsort of data, it doesotwork with audio
CDs! In practice you'll also want to add something likepéed=8" to make things a bit faster.
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13.15 Using CD-RW rewritables

You can treat a CD-RW drive like a CD-R drive (s8ection 13.1pin NetBSD, creating images with
mkisofs(8) and writing them on a CD-RW medium with cdrec8jd(

If you want to blank a CD-RW, you can do this with cdrecorditahk " option:

# cdrecord dev=/dev/rcd0d bl ank=fast

There are several other ways to blank the CD-RW, call cdté8pmvith "bl ank=hel p" for a list. See
the cdrecord(8) man page for more information.

13.16 DVD support

Currently, NetBSD supports DVD media through the ISO 9660 alsed for CD-ROMs. The new UDF
filesystem also present on DVDs has been supported sinceSBe4B). Information about mounting ISO
9660 and UDF filesystems can be found in the mount_cd966aByreount_udf(8) manual pages
respectively. DVDs, DivX and many avi files be played withitimedia/ogle or

multimedia/gmplayer

For some hints on creating DVDs, see this postings aboutigodsy
(http://mail-index.NetBSD.org/current-users/20040B10021.html) and this article about recording CDs
and DVDs with NetBSD (http://www.mreriksson.net/bloglaive/15/).

13.17 Creating ISO images from a CD
To create an ISO image and save the checksum do this:
# readcd dev=/dev/cd0d f=/tnp/cd.iso
Here is an alternative using dd(1):
# dd if=/dev/cd0d of=/tnp/cd.iso bs=2048
If the CD has errors you can recover the rest with this:
# dd if=/dev/cd0d of =/tnp/cd.iso bs=2048 conv=noerror
To create an ISO image from a mounted data CD first, mount thdi€liDby:
# nmount -t cd9660 -r /dev/cd0d /mt/cdrom
Second, get the image:

# nkhybrid -v -1 -J -R -0 /tnp/ny_cd.iso /mt/cdrom

13.18 Getting volume information from CDs and ISO images

You can read the volume data from an unmounted CD with thisncanul:
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# file -s /dev/cdOd
You can read the volume data from an ISO image with this condman
# isoinfo -d -i /tnp/ny_cd.iso
You can get the unique disk number from an unmounted CD wigh th
# cd-discid /dev/cdod

You can read the table of contents of an unmounted CD withctiismand:

# cdrecord -v dev=/dev/cd0d -toc
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Chapter 14
The cryptographic device driver
(CGD)

Thecgd driver provides functionality which allows you to use digksartitions for encrypted storage.
After providing the appropriate key, the encrypted pantitis accessible usingyd pseudo-devices.

14.1 Overview

People often store sensitive information on their hardsleskd are concerned about this information
falling into the wrong hands. This is particularly relevémusers of laptops and other portable devices,
or portable media, which might be stolen or accidentallyptaised.

14.1.1 Why use disk encryption?

File-oriented encryption tools like GhuPG are great forrgpting individual files, which can then be

sent across untrusted networks as well as stored encryptéidka But sometimes they can be
inconvenient, because the file must be decrypted each tis#ibe used,; this is especially cumbersome
when you have a large collection of files to protect. Any timgeaurity tool is cumbersome to use,
there’s a chance you'll forget to use it properly, leaving fies unprotected for the sake of convenience.

Worse, readable copies of the encrypted contents mighesist on the hard disk. Even if you overwrite
these files (usingm -P) before unlinking them, your application software mightk@aemporary copies
you don’t know about, or have been paged to swapspace - and/eve hard disk might have silently
remapped failing sectors with data still in them.

The solution is to simply never write the information une/pted to the hard disk. Rather than taking a
file-oriented approach to encryption, consider a blockmted approach - a virtual hard disk, that looks
just like a normal hard disk with normal filesystems, but wihénicrypts and decrypts each block on the
way to and from the real disk.

14.1.2 Logical Disk Drivers

Thecgd device looks and behaves to the rest of the operating sysgterarly other disk driver. Rather
than driving real hardware directly, it provides a logiaah£tion layered on top of another block device.
It has a special configuration prograogdconfig to create and configurecgd device and point it at the
underlying disk device that will hold the encrypted data.

NetBSD includes several other similar logical block desieach of which provides some other function
wherecgd provides encryption. You can stack several of these lodilcatk devices together: you can
make an encryptechid to protect your encrypted data against hard disk failureels w
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Once you have createctgd disk, you can uséisklabel to divide it up into partitionsswapctlto enable
swapping to those partitions aewfsto make filesystems, thenount and use those filesystems, just
like any other new disk.

14.1.3 Availability

Thecgd driver was written by Roland C. Dowdeswell, and introduaedletBSD-current between the
1.6 and 2.0 release branches. As a result, it is not in thesle@se series; it is in the 2.0 release.

14.2 Components of the Crypto-Graphic Disk system

A number of components and tools work together to makedhesystem effective.

14.2.1 Kernel driver pseudo-device

To usecgd you need a kernel with support for thed pseudo-device. Make sure the following line is in
the kernel configuration file:

pseudo-device  cgd 4 # cryptographic disk driver

The number specifies how manyd devices may be configured at the same time. After configuhiag t
cgd pseudo-device you can recompile the kernel and boot it tbleregd support.

14.2.2 Ciphers

Thecgd driver provides the following encryption algorithms:

Encryption Methods

aes-chc

AES (Rijndael). AES uses a 128 bit blocksize and accepts12Bpr 256 bit keys.

blowfish-chc

Blowfish uses a 64 bit blocksize and accepts 128 bit keys

3des-cbc

Triple DES uses a 64 bit blocksize and accepts 192 bit keylg (@8 bits are actually used for
encryption)

All three ciphers are used in CBC mode. This means each béostORed with the previous encrypted
block before encryption. This reduces the risk that a pattan be found, which can be used to break the
encryption.
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14.2.3 Verification Methods

Another aspect ofgd that needs some attention are the verification metbgdsonfigprovides. These
verification methods are used to verify the passphrase iscoil he following verification methods are

available:

Verification Methods

none

no verification is performed. This can be dangerous, bedéeseey is not verified at all. When a
wrong key is enteredgdconfigconfigures thegd device as normal, but data which was available
on the volume will be destroyed (decrypting blocks with amgdey will result in random data,
which will result in a regeneration of the disklabel with therent key).

disklabel

cgdconfigscans for a valid disklabel. If a valid disklabel is foundiwihe key that is provided
authentication will succeed.

ffs

cgdconfigscans for a valid FFS file system. If a valid FFS file systemimtbwith the key that is
provided authentication will succeed.

14.3 Example: encrypting your disk

This section works through a step-by-step example of caimgean existing system to used,
performing the following actions:

1. Preparing the disk and partitions

2. Scrub off all data

3. Create the cgd

4. Adjust config-files

5. Restoring your backed-up files to the encrypted disk

14.3.1 Preparing the disk

First, decide which filesystems you want to move to an eneygevice. You're going to need to leave at
least the small roof () filesystem unencrypted, in order to load the kernel andnmitncgdconfigand the
rc.d scripts that configure yougd . In this example, we’'ll encrypt everything except the rggt (
filesystem.

We are going to delete and re-make partitions and filesystenaswill require a backup to restore the
data. So make sure you have a current, reliable backup staradlifferent disk or machine. Do your

backup in single-user mode, with the filesystems unmouitdeshsure you get a clealump. Make sure
you back up the disklabel of your hard disk as well, so you teerexord of the partition layout before

you started.
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With the system at single usérmounted read-write and everything else unmounteddiséabel to
delete all the data partitions you want to move iogd .

Then make a single new partition in all the space you justifige saywdOe. Set the partition type for
this partition toccd (there’s no code specifically fayd , butced is very similar. Though it doesn’t
really matter what it is, it will help remind you that it's natnormal filesystem later). When finished,
label the disk to save the new partition table.

14.3.2 Scrubbing the disk

We have removed the partition table information, but theting filesystems and data are still on disk.
Even after we make egd device, create filesystems, and restore our data, somesaf thek blocks
might not yet be overwritten and still contain our data inqext. This is especially likely if the
filesystems are mostly empty. We want to scrub the disk befergo further.

We could useald to copy/devizero  over the newdOe partition, but this will leave our disk full of
zeros, except where we've written encrypted data later. igatmot want to give an attacker any clues
about which blocks contain real data, and which are freeesacwe want to write "noise" into all the
disk blocks. So we'll create a temporamyd , configured with a random, unknown key.

First, we configure agd to use a random key:

# cgdconfig -s cgdO /dev/wdOe aes-chc 128 < /dev/urandom

Now we can write zeros into the raw partition of agid (/dev/ircgdod  on NetBSD/i386,
/devircgdOc  on most other platforms):

# dd if=/dev/zero of =/dev/rcgd0d bs=32k

The encrypted zeros will look like random data on disk. Thighhtake a while if you have a large disk.
Once finished, unconfigure the random-key :

# cgdconfig -u cgdO

14.3.3 Creating the cgd

Thecgdconfigprogram, which manipulategd devices, uses parameters files to store such information
as the encryption type, key length, and a random passwadrtbsalachcgd . These files are very
important, and need to be kept safe - without them, you willb@able to decrypt the data!

We’'ll generate a parameters file and write it into the deftdation (make sure the directofstc/cgd
exists and is mode 700):

# cgdconfig -g -V disklabel -o /etc/cgd/ wdOe aes-cbhc 256

This creates a parameters fitéc/cgd/wdOe  describing agd using theaes-cbc cipher method, a
key verification method odisklabel , and a key length af56 bits. It will look something like this:

algorithm aes-chc;

iv-method encblkno;
keylength 256;
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verify_method disklabel;
keygen pkcs5_pbkdf2/shal {
iterations 6275;
salt AAAAgHTQg/jKCd2ZJiOSGrgnadGws=;

Note: Remember, you'll want to save this file somewhere safe later.

Tip: When creating the parameters file, cgdconfig reads from /devirandom to create the password
salt. This read may block if there is not enough collected entropy in the random pool. This is unlikely,
especially if you just finished overwriting the disk as in the previous step, but if it happens you can
press keys on the console and/or move your mouse until the rnd device gathers enough entropy.

Now it's time to create ouegd , for which we’ll need a passphrase. This passphrase neédsantered
every time thecgd is opened, which is usually at each reboot. The encryptigrikderived from this
passphrase and the salt. Make sure you choose somethingoydtifevget, and others won't guess.

The first time we configure thegd , there is no valid disklabel on the logical device, so thédadion
mechanism we want to use later won't work. \We override it tmie time:

# cgdconfig -V re-enter cgdO /dev/wdOe

This will prompt twice for a matching passphrase, just inrecgsu make a typo, which would otherwise
leave you with a&gd encrypted with a passphrase that’s different to what yoeetqal.

Now that we have a newgd , we need to partition it and create filesystems. Recreatepr@uvious
partitions with all the same sizes, with the same letter rrame

Tip: Remember to use the disklabel -I argument, because you're creating an initial label for a new
disk.

Note: Although you want the sizes of your new partitions to be the same as the old, unencrypted
ones, the offsets will be different because they're starting at the beginning of this virtual disk.

Then, usenewfsto create filesystems on all the relevant partitions. Thietyour partitions will reflect
thecgd disk names, for example:

# newfs /dev/rcgdOh

14.3.4 Modifying configuration files

We've moved several filesystems to another (logical) diskl,\&e need to updatetc/fstab
accordingly. Each partition will have the same letter (iis txample), but will be orgdo rather than
wd0. So you'll haveletc/fstab entries something like this:
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/dev/iwdOa  / ffs rw,softdep 11
/dev/cgdOb none swap sw 00
/dev/cgdOb /tmp mfs rw,-s=132m 00
/devicgdOe /var ffs rw,softdep 12
/dev/cgdOf /usr ffs rw,softdep 12
/dev/cgdOh /home ffs rw,softdep 12

Note: /tmp should be a separate filesystem, either mfs or ffs , inside the cgd, so that your temporary
files are not stored in plain text in the / filesystem.

Each time you reboot, you're going to need yogd configured early, beforisck runs and filesystems
are mounted.

Put the following line inetc/cgd/cgd.conf
cgdo /dev/wdOe

This will use/etc/cgd/wdOe  as config file foregdo .

To finally enable cgd on each boot, put the following line ifei@/rc.conf
cgd=YES

You should now be prompted fédev/cgd0 ’s passphrase whenevetc/rc  starts.

14.3.5 Restoring data

Next, mount your new filesystems, arréstore your data into them. It often helps to hatw@p mounted
properly first, agestore can use a fair amount of temporary space when extractinga thrmpfile.

To test your changes to the boot configuratiomount the filesystems and unconfigure gl , so

when you exit the single-user shett, will run like on a clean boot, prompting you for the passpbras
and mounting your filesystems correctly. Now you can brirgaysstem up to multi-user, and make sure
everything works as before.

14.4 Example: encrypted CDs/DVDs

14.4.1 Introduction

This section explains how to create and use encrypted CO3#8Mth NetBSD (all | say about "CDs"
here does also apply to "DVDs"). | assume that you have basiwledge of cgd(4), so | will not explain
what cgd is or what'’s inside it in detail. The same appliesrtd(4). One can make use of encrypted CDs
after reading this howto, but for more detailed informatitnout different cgd configuration options,
please rea€hapter 1%4r the manpages.

113



Chapter 14 The cryptographic device driver (CGD)

14.4.2 Creating an encrypted CD/DVD

cgd(4) provides highly secure encryption of whole pantii@r disks. Unfortunately, creating "normal”
CDs is not disklabeling something and running newfs on iittég can you just put a CDR into the
drive, configure cgd and assume it to write encrypted datanskiecing. Standard CDs contain at least
an ISO-9660 filesystem created with mkisofs(8) fromgimutils/cdrtools package. ISO images
may not contain disklabels or cgd partitions.

But of course CD reader/writer hardware doesn’t care ablaslytems at all. You can write raw data to
the CD if you like - or an encrypted FFS filesystem, which is twe’ll do here. But be warned, there is
NO way to read this CD with any OS except NetBSD - not even dB&iDs due to the lack of cgd.

The basic steps when creating an encrypted CD are:

- Create an (empty) imagefile

- Register it as a virtual disk using vnd(4)
- Configure cgd inside the vnd disk

« Copy content to the cgd

« Unconfigure all (flush!)

- Write the image on a CD

The first step when creating an encrypted CD is to create é&smgge file with dd. The image may not
grow, so make it large enough to allow all CD content to fit ilNote that the whole image gets written
to the CD later, so creating a 700 MB image for 100 MB contefitstill require a 700 MB write
operation to the CD. Some info on DVDs here: DVDs are only 487iismarketing language. 4.7GB =
4.7 x 1024 x 1024 x 1024 = 5046586573 bytes. In fact, a DVD canapproximately hold 4.7 x 1000 x
1000 x 1000 = 4700000000 bytes, which is about 4482 MB or ath@nt GB. Keep this in mind when
creating DVD images. Don’'t worry for CDs, they hold "real"’mMB (734003200 Bytes).

Invoke all following commands as root!

For a CD:

# dd if=/dev/zero of =image.ing bs=1m count =700
or, for a DVD:

# dd if=/dev/zero of =i mage.i ng bs=1m count =4482
Now configure a vnd(4)-pseudo disk with the image:
# vnconfig vndO i mage.ing

In order to use cgd, a so-called parameter file, describingyetion parameters and a containing
"password salt" must be generated. We'll calkit/cgd/image here. You can use one parameter file
for several encrypted partitions (I use one different filefach host and a shared fileage for all
removable media, but that’s up to you).

I'll use AES-CBC with a keylength of 256 bits. Refer to cgdéd)d cgdconfig(8) for details and
alternatives.
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The following command will create the parameter fildeas/cgd/image .YOU DO NOT WANT TO
INVOKE THE FOLLOWING COMMAND AGAIBfter you burnt any CD, since a recreated parameter
file is a lost parameter file and you'll never access your gutey CD again (the "salt" this file contains
will differ among each call). Consider this file beiMPLY, BACKUP ITandBACKUP IT AGAIN!Use
switch -V to specify verification method "disklabel" for ti (cgd cannot detect whether you entered a
valid password for the CD later when mounting it otherwise).

# cgdconfig -g -V disklabel aes-cbc 256 > /etc/cgd/inage

Now it's time to configure a cgd for our vnd drive. (Replaceslid" with "c" for all platforms that use
"c" as the whole disk (wheresysctl kern.rawpartition" prints "2", not "3"); if you're on i386 or amd64,
"d" is OK for you):

# cgdconfig -V re-enter cgdl /dev/vndOd /etc/cgd/inmage

The -V re-enter " option is necessary as long as the cgd doesn’t have a daklabso we can access
and configure it. This switch asks for a password twice and it$er encryption.

Now it's time to create a disklabel inside the cgd. The defaod the label are ok, so invoking disklabel
with

# di skl abel -e -1 cgdl

and leaving vi with *wq" immediately will do.

Let's create a filesystem on the cgd, and finally mount it soheze.

# newfs /dev/rcgdla
# mount /dev/cgdla /mt

The cgd is alive! Now fillmnt with content. When finished, reverse the configuration gec€he steps
are:

1. Unmounting the cgdla:
# unount /mt

2. Unconfiguring the cgd:
# cgdconfig -u cgdl

3. Unconfiguring the vnd:
# vnconfig -u vndO

The following commands are examples to burn the images onr@Y®. Please adjust thaev= for
cdrecord or thédev/rcdod  for growisofs. Note thertd0d " is necessary with NetBSD. Growisofs is
available in thesysutils/dvd+rw-tools package. Again, use" instead of 4" if this is the raw
partition on your platform.

Finally, write the image file to a CD:
# cdrecord dev=/dev/rcd0d -v inage.ingy
...orto a DVD:

# grow sofs -dvd-conpat -Z /dev/rcdOd=i nage.ing
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Congratulations! You've just created a really secure CD!

14.4.3 Using an encrypted CD/DVD

After creating an encrypted CD as described above, we'rdoio¢ yet - what about mounting it again?
One might guess, configuring the cgd/dav/cdod is enough - no, itis not.

NetBSD cannot access FFS file systems on media that is noty3d&/$ector format. It doesn’t matter
that the cgd on the CD is, since the CD'’s disklabel the cgdlessin has 2048 bytes/sector.

But the CD driver cd(4) is smart enough to grant "write" asdgesthe (emulated) disklabel on the CD.
So before configuring the cgd, let’s have a look at the digklabd modify it a bit:

# di skl abel -e cdO
# /dev/rcdOd:

type: ATAPI

disk: mydisc

label: fictitious

flags: removable

bytes/sector: 2048 # -- Change to 512 (= orig / 4)
sectors/track: 100 # -- Change to 400 (= orig * 4)
tracks/cylinder: 1

sectors/cylinder: 100 # -- Change to 400 (= orig * 4)

cylinders: 164

total sectors: 16386 # -- Change to value of slice "d" (=65544)
rom: 300

interleave: 1

trackskew: 0
cylinderskew: 0

headswitch: 0 # microseconds

track-to-track seek: 0 # microseconds

drivedata: 0

4 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a 65544 0 42BSD 0 0 0 # (Cyl. 0 - 655+)
d: 65544 0 1ISO9660 0 0 # (Cyl. 0 - 655+)

If you don’t want to do these changes every time by hand, yowse Florian Stoehr’s tooleb-cd512
which is (at time of writing this) in pkgsrc-wip and will mowe sysutils/neb-cd512 soon. You can
also download the neb-cd512 source from http://sourcefard/projects/neb-stoehr/
(http://sourceforge.net/projects/neb-stoehr/) (be soiuse neb-cd512, not neb-wipe!).

It is invoked with the disk name as parameter, by root:
# neb-cd512 cd0
Now as the disklabel is in 512 b/s format, accessing the CI3 &aay as:

# cgdconfig cgdl /dev/cdOd /etc/cgd/inmage
# mount -o ro /dev/cgdla /mt
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Note that the cgtlUSTbe mounted read-only or you'll get illegal command erroosfithe cd(4) driver
which can in some cases make even mounting a CD-based cgdsihfed

Now we're done! Enjoy your secure CD!
# 1s /mt
Remember you have to reverse all steps to remove the CD:

# urmount /mmt
# cgdconfig -u cgdl
# eject cdO

14.5 Suggestions and Warnings

You now have your filesystems encrypted withioga . When your machine is shut down, the data is
protected, and can’t be decrypted without the passphrasgever, there are still some dangers you
should be aware of, and more you can do weigli . This section documents several further suggestions
and warnings that will help you usgd effectively.

« Use multiplecgd’s for different kinds of data, one mounted all the time anttkos mounted only
when needed.

« Use acgd configured on top of and made from a file on a remote network fileserver (NFS, SMBFS,
CODA, etc) to safely store private data on a shared systei.ikimilar to the procedure for using
encrypted CDs and DVDs described3ection 14.4

14.5.1 Using a random-key cgd for swap

You may want to use a dedicated random-kgy for swap space, regenerating the key each reboot. The
advantage of this is that once your machine is rebooted,amsits/e program memory contents that may
have been paged out are permanently unrecoverable, babautecryption key is never known to you.

We created a temporacgd with a random key when scrubbing the disk in the example ahaiag a
shorthanatgdconfig -sinvocation to avoid creating a parameters file.

Thecgdconfigparams file includes a “randomkey” keygen method. This isenapropriate for
"permanent” random-key configurations, and facilitatesgasy automatic configuration of these
volumes at boot time.

For example, if you wanted to convert your existidgv/wdOb  partition to a dedicated random-key
cgd1l, use the following command to generate/cgd/wdOb

# cgdconfig -g -o /etc/cgd/ wdOb -V none -k randonkey bl owfi sh-cbc

When using the randomkey keygen method, only verificatiothote"none" can be used, because the
contents of the newgd are effectively random each time (the previous data deedypith a random
key). Likewise, the new disk will not have a valid label or fitgwns, andswapctl will complain about
configuring swap devices not marked as such in a disklabel.
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In order to automate the process of labeling the disk, peepaappropriate disklabel and save it to a file,
for exampléeetc/cgd/wd0b.disklabel . Please refer to disklabel(8) for information about how to
usedisklabel to set up a swap partition.

On each reboot, to restore this saved label to theawgly create theetc/rc.conf.d/cgd file as
below:

swap_device="cgdl"
swap_disklabel="/etc/cgd/wd0Ob.disklabel"
start_postcmd="cgd_swap"

cgd_swap()
{
if [ -f $swap_disklabel ]; then
disklabel -R -r $swap_device $swap_disklabel
fi

}

The same technique could be extended to encompassnsivigto re-create affs filesystem for
ftmp if you didn’t want to usenfs .

14.5.2 Warnings

Prevent cryptographic disasters by making sure you caryalvecover your passphrase and parameters
file. Protect the parameters file from disclosure, perhapdnyng it on removable media as above,
because the salt it contains helps protect against diciattacks on the passphrase.

Keeping the data encrypted on your disk is all very well, boatabout other copies? You already have
at least one other such copy (the backup we used during tiig)send it's not encrypted. Pipirdump
through file-based encryption tools liggpg can be one way of addressing this issue, but make sure you
have all the keys and tools you need to decrypt restore after a disaster.

Like any form of software encryption, thgd key stays in kernel memory while the device is
configured, and may be accessible to privileged programsiseic, such asevikmem grovellers.
Taking other system security steps, such as running wittatdd securelevel, is highly recommended.

Once thecgd volumes are mounted as normal filesystems, their conteatscaessible like any other
file. Take care of file permissions and ensure your runninggayss protected against application and
network security attack.

Avoid using suspend/resume, especially for laptops with@Bsuspend-to-disk function. If an attacker
can resume your laptop with the key still in memaory, or redtbitn the suspend-to-disk memory image
on the hard disk later, the whole point of usiegl is lost.

14.6 Further Reading

The following resources contain more information on CGD:
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NetBSD CGD Setup (http://www.s-mackie.demon.co.ukhotes/NetBSD-CGD-Setup.htp8fuart
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Concatenated Disk Device (CCD)
configuration

The CCD driver allows the user to “concatenate” several jgaydisks into one pseudo volume. While
RAIDframe (seeChapter 1%also allows doing this to create RAID level O sets, it doesatiow you to

do striping across disks of different geometry, which is reh@CD comes in handy. CCD also allows for
an “interleave” to improve disk performance with a gainedaloss. This example will not cover that
feature.

The steps required to setup a CCD are as follows:

Install physical media

Configure kernel support

Disklabel each volume member of the CCD
Configure the CCD conf file

Initialize the CCD device

Create a filesystem on the new CCD device

No o A~ Db

Mount the CCD filesystem

This example features a CCD setup on NetBSD/sparc 1.5. Tizw@Creside on 4 SCSI disks in a
generic external Sun disk pack chassis connected to theak&® pin SCSI port.

15.1 Install physical media

This step is at your own discretion, depending on your ptatfand the hardware at your disposal.
From my DMESG:

Disk #1:
probe(esp0:0:0): max sync rate 10.00MB/s
sd0 at scsibusO target O lun 0: <SEAGATE, ST32430N SUN2.1G, O 444> SCSI2 0O/direct fixed
sd0: 2049 MB, 3992 cyl, 9 head, 116 sec, 512 bytes/sect x 41974 05 sectors

Disk #2
probe(esp0:1:0): max sync rate 10.00MB/s
sdl at scsibusO target 1 lun 0: <SEAGATE, ST32430N SUNZ2.1G, O 444> SCSI2 0O/direct fixed
sdl: 2049 MB, 3992 cyl, 9 head, 116 sec, 512 bytes/sect x 41974 05 sectors

Disk #3

probe(esp0:2:0): max sync rate 10.00MB/s
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sd2 at scsibusO target 2 lun 0: <SEAGATE, ST11200N SUNL1.05, 9 500> SCSI2 O/direct fixed
sd2: 1005 MB, 1872 cyl, 15 head, 73 sec, 512 bytes/sect x 20591 40 sectors
Disk #4
probe(esp0:3:0): max sync rate 10.00MB/s
sd3 at scsibusO target 3 lun 0: <SEAGATE, ST11200N SUNL1.05, 8 808 > SCSI2 0
sd3: 1005 MB, 1872 cyl, 15 head, 73 sec, 512 bytes/sect x 20591 40 sectors

15.2 Configure Kernel Support

The following kernel configuration directive is needed toygde CCD device support. It is enabled in

the GENERIC kernel:

pseudo-device

ccd 4

# concatenated disk devices

In my kernel config, | also hard code SCSI ID associationgde device entries to prevent bad things
from happening:

sd0
# SCSI
sdl
# SCSI
sd2
# SCSI
sd3
# SCSI
sd4
# SCSI
sd5
# SCSI
sd6
# SCSI

at scsibus0
disk drives
at scsibus0
disk drives
at scsibus0
disk drives
at scsibus0
disk drives
at scsibus0
disk drives
at scsibus0
disk drives
at scsibus0
disk drives

target

target

target

target

target

target

target

lun 7

lun 7

lun 7

lun 7

lun 7

lun 7

lun 7

15.3 Disklabel each volume member of the CCD

Each member disk of the CCD will need a special file systenbéskeed. In this example, | will need to
disklabel:

/dev/rsdOc
/dev/rsdlc
/dev/rsd2c
/dev/rsd3c

Note: Always remember to disklabel the character device, not the block device, in /dev/r{s,w}d *

Note: On all platforms, the c slice is symbolic of the entire NetBSD partition and is reserved.
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You will probably want to remove any pre-existing disklabeh the disks in the CCD. This can be
accomplished in one of two ways with the dd(1) command:

# dd if=/dev/zero of =/dev/rsdOc bs=8k count=1
# dd if=/dev/zero of =/dev/rsdlc bs=8k count=1
# dd if=/dev/zero of =/dev/rsd2c bs=8k count=1
# dd if=/dev/zero of =/dev/rsd3c bs=8k count=1

If your port uses a MBR (Master Boot Record) to partition tiiekd so that the NetBSD partitions are
only part of the overall disk, and other OSs like Windows ari use other parts, you can void the
MBR and all partitions on disk by using the command:

# dd if=/dev/zero of =/dev/rsd0d bs=8k count=1
# dd if=/dev/zero of =/dev/rsdld bs=8k count=1
# dd if=/dev/zero of =/dev/rsd2d bs=8k count=1
# dd if=/dev/zero of =/dev/rsd3d bs=8k count=1

This will make all data on the entire disk inaccessible. Nb& the entire disk is sliceé on i386 (and
some other ports), ardelsewhere (e.g. on sparc). See the “kern.rawpartitiorétsy$3" means "d",
"2" means "c".

The default disklabel for the disk will look similar to this:

# di skl abel -r sdO
[...snip...]

bytes/sector: 512
sectors/track: 116
tracks/cylinder: 9
sectors/cylinder: 1044
cylinders: 3992

total sectors: 4197405

[..snip...]
3 partitions:
# size offset fstype [fsize bsize cpg]
c: 4197405 0 unused 1024 8192 # (Cyl. 0 - 4020 *)

You will need to create one “slice” on the NetBSD partitiorttod disk that consumes the entire partition.
The slice must begin at least one cylinder offset from therbegg of the disk/partition to provide space
for the special CCD disklabel. The offset should be 1x seftgtinder (see following note). Therefore,
the “size” value should be “total sectors” minus 1x “sectoybnder”. Edit your disklabel accordingly:

# di skl abel -e sdO

Note: The offset of a slice of type “ccd” must be a multiple of the “sectors/cylinder” value.

Note: Be sure to export EDITOR=[path to your favorite editor]  before editing the disklabels.
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Note: The slice must be fstype ccd .

Because there will only be one slice on this partition, yow iegcycle thes slice (normally reserved for
symbolic uses). Change your disklabel to the following:

3 partitions:
# size offset fstype [fsize bsize cpg]
c: 4196361 1044 ccd # (Cyl. 1 - 4020 *)

Optionally you can setup a slice other thato use, simply adjust accordingly below:

3 partitions:

# size offset fstype [fsize bsize cpg]
a: 4196361 1044 ccd # (Cyl. 1 - 4020 *)
c: 4197405 0 unused 1024 8192 # (Cyl. 0 - 4020 *)

Be sure to write the label when you have completed. Disklafiebbject to your disklabel and prompt
you to re-edit if it does not pass its sanity checks.

15.4 Configure the CCD

Once all disks are properly labeled, you will need to gemeaatonfiguration fileletc/ccd.conf . The
file does not exist by default, and you will need to create a oe# The formatis:

#ccd ileave flags ~ component devices

Note: For the “ileave”, if a value of zero is used then the disks are concatenated, but if you use a
value equal to the “sectors/track” number the disks are interleaved.

Example in this case:

# nore /etc/ccd. conf
ccd0 O none /dev/sdOc /dev/sdlc /dev/sd2c /dev/sd3c

Note: The CCD driver expects block device files as components. Be sure not to use character device
files in the configuration.

15.5 Initialize the CCD device

Once you are confident that your CCD configuration is sanecgatinitialize the device using the
ccdconfig(8) command: Configure:

# ccdconfig -C -f /etc/ccd. conf
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Unconfigure:
# ccdconfig -u -f /etc/ccd. conf
Initializing the CCD device will activatédev entries:/dev/{,riccd#:

# 1s -la /dev/{,r}ccdO*

brw-r----- 1 root operator 9, 0 Apr 28 21:35 /dev/ccdOa
brw-r----- 1 root operator 9, 1 Apr 28 21:35 /dev/ccdOb
brw-r----- 1 root operator 9, 2 May 12 00:10 /dev/ccdOc
brw-r----- 1 root operator 9, 3 Apr 28 21:35 /dev/ccd0d
brw-r----- 1 root operator 9, 4 Apr 28 21:35 /dev/ccdOe
brw-r----- 1 root operator 9, 5 Apr 28 21:35 /dev/ccdOf
brw-r----- 1 root operator 9, 6 Apr 28 21:35 /dev/ccdOg
brw-r----- 1 root operator 9, 7 Apr 28 21:35 /dev/ccdOh
CrwW-r----- 1 root operator 23, 0 Jun 12 20:40 /dev/rccdOa
CrW-r----- 1 root operator 23, 1 Apr 28 21:35 /dev/rccdOb
CrwW-r----- 1 root operator 23, 2 Jun 12 20:58 /dev/rccdOc
CrW-r----- 1 root operator 23, 3 Apr 28 21:35 /dev/rccdOd
CrW-r----- 1 root operator 23, 4 Apr 28 21:35 /dev/rccdOe
CrW-r----- 1 root operator 23, 5 Apr 28 21:35 /dev/rccdOf
CrW-r----- 1 root operator 23, 6 Apr 28 21:35 /dev/rccdOg
Crw-r----- 1 root operator 23, 7 Apr 28 21:35 /dev/rccdOh

15.6 Create a 4.2BSD/UFS filesystem on the new CCD device

You may now disklabel the new virtual disk device associatgd your CCD:
# di skl abel -e ccdO

Once again, there will be only one slice, so you may eitheyalechec slice or create a separate slice
for use.

# di skl abel -r ccdO
# I/dev/rccdOc:

type: ccd

disk: ccd

label: default label
flags:

bytes/sector: 512
sectors/track: 2048
tracks/cylinder: 1
sectors/cylinder: 2048
cylinders: 6107

total sectors: 12508812
rom: 3600

interleave: 1
trackskew: 0
cylinderskew: 0

headswitch: 0 # microseconds
track-to-track seek: 0 # microseconds
drivedata: 0
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# size  offset fstype  [fsize bsize  cpg]
c: 12508812 0 4.2BSD 1024 8192 16 # (Cyl. 0 - 6107 *)

The filesystem will then need to be formatted:

# newfs /dev/rccdOc

Warning: 372 sector(s) in last cylinder unallocated

/dev/rccdOc: 12508812 sectors in 6108 cylinders of 1 tracks , 2048 sectors
6107.8MB in 382 cyl groups (16 c/g, 16.00MB/g, 3968 i/g)

super-block backups (for fsck -b #) at:
[-]

15.7 Mount the filesystem

Once you have a created a file system on the CCD device, yolneamtount the file system against a
mount point on your system. Be sure to mount the slice labgleeffs or4.2BSD:

# nount /dev/ccdOc /mt

Then:

# export BLOCKSI ZE=1024; df

Filesystem 1K-blocks Used  Avail Capacity Mounted on
/dev/sd6a 376155 320290 37057 89% /
/dev/ccdOc 6058800 1 5755859 0% /mnt

Congratulations, you now have a working CCD. To configureG® device at boot time, setd=yes
in /etc/rc.conf . You can adjustetc/fstab to get the filesystem mounted at boot:

/dev/ccdOc  /home ffs rw,softdep 12
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NetBSD RAIDframe

16.1 RAIDframe Introduction

16.1.1 About RAIDframe

NetBSD uses the CMU RAIDframe (http://www.pdl.cmu.edulRfame/) software for its RAID
subsystem. NetBSD is the primary platform for RAIDframe elepment. RAIDframe can also be found
in OpenBSD and older versions of FreeBSD. NetBSD also hathanm-kernel RAID level 0 system in
its ccd(4) subsystem (s€hapter 1% You should possess some basic knowledge
(http://www.acnc.com/04_00.html) about RAID conceptd sgarminology before continuing. You should
also be at least familiar with the different levels of RAID d&ptec provides an excellent reference
(http://www.adaptec.com/en-US/_common/compatibilisducation/RAID_level_compar_wp.htm), and
the raid(4) manpage contains a short overview too.

16.1.2 A warning about Data Integrity, Backups, and High Ava ilability

RAIDframe is a Software RAID implementation, as opposed éodware RAID. As such, it does not
need special disk controllers supported by NetBSD. Systhmirdastrators should give a great deal of
consideration to whether software RAID or hardware RAID mrenappropriate for their “Mission
Critical” applications. For some projects you might comsithe use of many of the hardware RAID
devices supported by NetBSD (http://www.NetBSD.org/sarppardware/). It is truly at your discretion
what type of RAID you use, but it is recommend that you consiidetors such as: manageability,
commercial vendor support, load-balancing and failovter, e

Depending on the RAID level used, RAIDframe does provideinethncy in the event of a hardware
failure. However, it imota replacement for reliable backups! Software and user-eamstill cause data
loss. RAIDframe may be used as a mechanism for facilitatanckbps in systems without backup
hardware, but this is not an ideal configuration. Finallyhwegard to "high availability”, RAID is only a
very small component to ensuring data availability.

Once more for good measui@ack up your data!

16.1.3 Getting Help

If you encounter problems using RAIDframe, you have sewgptibns for obtaining help.

1. Read the RAIDframe man pages: raid(4) and raidctl(8)ahghly.

2. Search the mailing list archives. Unfortunately, thered NetBSD list dedicated to RAIDframe
support. Depending on the nature of the problem, posts teadd up in a variety of lists. At a very
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minimum, search netbsd-help (http://mail-index.NetB&B/netbsd-help/),
netbsd-users@NetBSD.org (http://mail-index.NetBS@metbsd-users/),
current-users@NetBSD.org (http://mail-index.NetBSD/ourrent-users/). Also search the list for
the NetBSD platform on which you are using RAIDframe: p®ftARCH @NetBSD.org.

Caution

Because RAIDframe is constantly undergoing development, some
information in mailing list archives has the potential of being dated and
inaccurate.

3. Search the Problem Report database (http://www.Net&gBupport/send-pr.html).

4. If your problem persists: Post to the mailing list mostrappiate (judgment call). Collect as much
verbosely detailed information as possible before postimjude your dmesg(8) output from
Ivar/run/dmesg.boot , your kernel config(8) , youetc/raid[0-9].conf , any relevant
errors on'dev/console , /var/log/messages , Or tostdout/stderr of raidctl(8). The output
of raidctl -s (if available) will be useful as well. Also include detaila the troubleshooting steps
you've taken thus far, exactly when the problem started,anychotes on recent changes that may
have prompted the problem to develop. Remember to be pathesrt waiting for a response.

16.2 Setup RAIDframe Support

The use of RAID will require software and hardware configiorathanges.

16.2.1 Kernel Support

The GENERIC kernel already has support for RAIDframe. If yxawre built a custom kernel for your
environment the kernel configuration must have the follgnptions:

pseudo-device raid 8 # RAIDframe disk driver
options RAID_AUTOCONFIG # auto-configuration of RAID comp onents

The RAID support must be detected by the NetBSD kernel, wbéchbe checked by looking at the
output of the dmesg(8) command.

# dnesg|grep -i raid
Kernelized RAIDframe activated

Historically, the kernel must also contain static mappibgsveen bus addresses and device nodes in
/dev . This used to ensure consistency of devices within RAID isetise event of a device failure after
reboot. Since NetBSD 1.6, however, using the auto-configuréeatures of RAIDframe has been
recommended over statically mapping devices. The autignoation features allow drives to move
around on the system, and RAIDframe will automatically deiae which components belong to which
RAID sets.
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16.2.2 Power Redundancy and Disk Caching

If your system has an Uninterruptible Power Supply (UPS)/@nif your system has redundant power
supplies, you should consider enabling the read and writeesaon your drives. On systems with
redundant power, this will improve drive performance. Ostegns without redundant power, the write
cache could endanger the integrity of RAID data in the evéatgmwer loss.

The dkctl(8) utility to can be used for this on all kinds ofkghat support the operation (SCSI, EIDE,
SATA, ...):

# dkct|l wd0 getcache

/dev/rwd0d: read cache enabled

/dev/rwd0Od: read cache enable is not changeable
/dev/rwd0d: write cache enable is changeable
/dev/rwd0d: cache parameters are not savable

# dkctl wd0 setcache rw

# dkct|l wd0 getcache

/dev/rwd0d: read cache enabled

/dev/rwd0d: write-back cache enabled

/dev/rwd0d: read cache enable is not changeable
/dev/rwd0d: write cache enable is changeable
/dev/rwd0d: cache parameters are not savable

16.3 Example: RAID-1 Root Disk

This example explains how to setup RAID-1 root disk. With RAL components are mirrored and
therefore the server can be fully functional in the event sihgle component failure. The goal is to
provide a level of redundancy that will allow the system toc@mter a component failure on either
component disk in the RAID and:

- Continue normal operations until a maintenance window @asdheduled.

- Or, in the unlikely event that the component failure causggstéem reboot, be able to quickly
reconfigure the system to boot from the remaining compopdatform dependant).

Figure 16-1. RAID-1 Disk Logical Layout

RAID-1 Pseudo Volume
/dev/{,r}raid[0-9]{c,d}

MIRROR

Because RAID-1 provides both redundancy and performangeivements, its most practical
application is on critical "system" partitions suchvagusr , /var , swap, etc., where read operations are
more frequent than write operations. For other file systeunsh aghome or/var/ {appl i cati on},
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other RAID levels might be considered (see the referencessblf one were simply creating a generic
RAID-1 volume for a non-root file system, the cookie-cutteamples from the man page could be
followed, but because the root volume must be bootableqicespecial steps must be taken during initial
setup.

Note: This example will outline a process that differs only slightly between the i386 and sparc64
platforms. In an attempt to reduce excessive duplication of content, where differences do exist and
are cosmetic in nature, they will be pointed out using a section such as this. If the process is
drastically different, the process will branch into separate, platform dependant steps.

16.3.1 Pseudo-Process Outline

Although a much more refined process could be developed asingtom copy of NetBSD installed on
custom-developed removable media, presently the NetBSt@limedia lacks RAIDframe tools and
support, so the following pseudo process has become thettestandard for setting up RAID-1 Root.

1. Install a stock NetBSD onto DiskO of your system.

Figure 16-2. Perform generic install onto DiskO/wdO

Step 1.
Boot Disk = CD-ROM

Channel 0 Channel 0

Disk0 Diskl

2. Use theinstalled system on DiskO/wdO to setup a RAID Seipmsed of Disk1/wd1 only.

Figure 16-3. Setup RAID Set

Channel 0

wdl/
Diskl

Component 1

Bootable RAIDFrame RAID-1
Volume w/ bogus Componento

3. Reboot the system off the Disk1/wd1 with the newly cre&®é&dD volume.
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Figure 16-4. Reboot using Disk1/wd1 of RAID

Step 3
Boot Disk = Disk 1 system

Channel 0 Channel 0
|
us

1" Bootable RAIDFrame RAID-1
Volume w/ bogus Componento

4. Add/re-sync DiskO/wdO0 back into the RAID set.

Figure 16-5. Mirror Disk1/wd1 back to DiskO/wd0

Step 4
Boot Disk = Disk 0 or Disk 1

system

o
Channel 0 Channel 0
—p| | —

RAD-L

|

| |
v v

wdo / wdl/
Disk 0 Disk 1

Component 0| Component 1

Bootable RAIDFrame RAID-1
Volume w/ bogus Componento

16.3.2 Hardware Review

At present, the alpha, amd64, i386, pmax, sparc, sparc@4danNetBSD platforms support booting
from RAID-1. Booting is not supported from any other RAID é&vBooting from a RAID set is
accomplished by teaching the 1st stage boot loader to uaderboth 4.2BSD/FFS and RAID partitions.
The 1st boot block code only needs to know enough about thepdigitions and file systems to be able
to read the 2nd stage boot blocks. Therefore, at any timesytstem’s BIOS / firmware must be able to
read a drive with 1st stage boot blocks installed. On the [#88orm, configuring this is entirely
dependant on the vendor of the controller card / host bustadepwhich your disks are connected. On
sparc64 this is controlled by the IEEE 1275 Sun OpenBoot\Wwara.

This article assumes two identical IDE disksev/wd {0, 1} ) which we are going to mirror (RAID-1).
These disks are identified as:

# grep “wd /var/run/dnesg. boot
wdO at atabusO drive 0: <WDC WD100BB-75CLB0>

wdO0: drive supports 16-sector PIO transfers, LBA addressin g

wd0: 9541 MB, 19386 cyl, 16 head, 63 sec, 512 bytes/sect x 1954 1088 sectors

wdO0: drive supports PIO mode 4, DMA mode 2, Ultra-DMA mode 5 (U Itra/100)

wdO(piixide0:0:0): using PIO mode 4, Ultra-DMA mode 2 (Ultr a/33) (using DMA data transfers)

wdl at atabusl drive 0: <WDC WD100BB-75CLB0O>
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wdl: drive supports 16-sector PIO transfers, LBA addressin g

wdl: 9541 MB, 19386 cyl, 16 head, 63 sec, 512 bytes/sect x 1954 1088 sectors

wdl: drive supports PIO mode 4, DMA mode 2, Ultra-DMA mode 5 (U Itra/100)

wd1(piixide0:1:0): using PIO mode 4, Ultra-DMA mode 2 (Ultr a/33) (using DMA data transfers)
Note: If you are using SCSI, replace /dev/{,rjwd{0,1} with /dev/{,r}sd{0,1}

In this example, both disks are jumpered as Master on sepelranhnels on the same controller. You
would never want to have both disks on the same bus on the samr@lter; this creates a single point of
failure. Ideally you would have the disks on separate chizroreseparate controllers. Some SCSI
controllers have multiple channels on the same contrditerever, a SCSI bus reset on one channel
could adversely affect the other channel if the ASIC/IC lmees overloaded. The trade-off with two
controllers is that twice the bandwidth is used on the sydiesi For purposes of simplification, this
example shows two disks on different channels on the santeotien

Note: RAIDframe requires that all components be of the same size. Actually, it will use the lowest
common denominator among components of dissimilar sizes. For purposes of illustration, the
example uses two disks of identical geometries. Also, consider the availability of replacement disks if
a component suffers a critical hardware failure.

Tip: Two disks of identical vendor model numbers could have different geometries if the drive
possesses "grown defects". Use a low-level program to examine the grown defects table of the disk.
These disks are obviously suboptimal candidates for use in RAID and should be avoided.

16.3.3 Initial Install on DiskO/wdO

Perform a very generic installation onto your DiskO/wdOllé&w the INSTALL instructions for your
platform. Install all the sets but do not bother customizangthing other than the kernel as it will be
overwritten.

Tip: On i386, during the sysinst install, when prompted if you want to "use the entire disk for
NetBSD", answer "yes".

« Chapter 2

- NetBSD/i386 Install Directions
(ftp://ftp.NetBSD.org/pub/NetBSD/NetBSD-3.0/i386AYALL.html)

- NetBSD/sparc64 Install Directions
(ftp://ftp.NetBSD.org/pub/NetBSD/NetBSD-3.0/spardB¥S TALL.html)
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Once the installation is complete, you should examine thklael(8) and fdisk(8) / sunlabel(8) outputs
on the system:

# df

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/wdOa 9343708 191717 8684806 2% /

On i386:

# di skl abel -r wdO
type: unknown

disk: Disk00

label:

flags:

bytes/sector: 512
sectors/track: 63
tracks/cylinder: 16
sectors/cylinder: 1008
cylinders: 19386

total sectors: 19541088
rpm: 3600

interleave: 1
trackskew: 0
cylinderskew: 0

headswitch: 0 # microseconds
track-to-track seek: 0 # microseconds
drivedata: 0

16 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a: 19276992 63 42BSD 1024 8192 46568 # (Cyl. 0 * - 19124 «)
b: 264033 19277055 swap # (Cyl. 19124 * - 19385)
c: 19541025 63 unused 0 0 # (Cyl. 0 * - 19385)
d: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

# fdisk /dev/rwd0d

Disk: /dev/rwd0d

NetBSD disklabel disk geometry:

cylinders: 19386, heads: 16, sectors/track: 63 (1008 secto rs/cylinder)
total sectors: 19541088

BIOS disk geometry:
cylinders: 1023, heads: 255, sectors/track: 63 (16065 sect ors/cylinder)
total sectors: 19541088

Partition table:
0: NetBSD (sysid 169)
start 63, size 19541025 (9542 MB, Cyls 0-1216/96/1), Active
1. <UNUSED>
2: <UNUSED>
3: <UNUSED>
Bootselector disabled.
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On Sparc64 the command / output differs slightly:

# di skl abel -r wdO
type: unknown

disk: Disk0

[...snip...]

8 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a: 19278000 0 42BSD 1024 8192 46568 # (Cyl. 0 - 19124)
b: 263088 19278000 swap # (Cyl. 19125 - 19385)
c: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

# sunl abel /dev/rwdOc

sunlabel> P

a: start cyl = 0, size = 19278000 (19125/0/0 - 9413.09Mb)
b: start cyl = 19125, size = 263088 (261/0/0 - 128.461Mb)
c: start cyl = 0, size = 19541088 (19386/0/0 - 9541.55Mb)

16.3.4 Preparing Disk1l/wdl

Once you have a stock install of NetBSD on Disk0/wd0, you aeely to begin. Disk1/wd1 will be
visible and unused by the system. To setup Disk1/wd1, youus@ disklabel(8) to allocate the entire
second disk to the RAID-1 set.

Tip: The best way to ensure that Disk1/wd1 is completely empty is to 'zero’ out the first few sectors
of the disk with dd(1) . This will erase the MBR (i386) or Sun disk label (sparc64), as well as the
NetBSD disk label. If you make a mistake at any point during the RAID setup process, you can
always refer to this process to restore the disk to an empty state.

Note: On sparc64, use /devirwdlc instead of /dev/rwdld !

# dd if=/dev/zero of =/dev/rwdld bs=8k count=1
1+0 records in

1+0 records out

8192 bytes transferred in 0.003 secs (2730666 bytes/sec)

Once this is complete, on i386, verify that both the MBR antB$® disk labels are gone. On sparc64,
verify that the Sun Disk label is gone as well.
On i386:

# fdisk /dev/rwdld

fdisk: primary partition table invalid, no magic in sector O

Disk: /dev/rwd1d

NetBSD disklabel disk geometry:

cylinders: 19386, heads: 16, sectors/track: 63 (1008 secto rs/cylinder)
total sectors: 19541088
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BIOS disk geometry:
cylinders: 1023, heads: 255, sectors/track: 63 (16065 sect ors/cylinder)
total sectors: 19541088

Partition table:
0: <UNUSED>
1. <UNUSED>
2: <UNUSED>
3: <UNUSED>
Bootselector disabled.

# di skl abel -r wdl

[...snip...]

16 partitions:

# size offset fstype [fsize bsize cpg/sgs]

c: 19541025 63 unused 0 0 # (Cyl. 0 * - 19385)
d: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

On sparc64:

# sunl abel /dev/rwdlc
sunlabel: bogus label on ‘/dev/iwdlc’ (bad magic number)

# di skl abel -r wdl

[...snip...]

3 partitions:

# size offset fstype [fsize bsize cpg/sgs]

c: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

disklabel: boot block size 0
disklabel: super block size 0

Now that you are certain the second disk is empty, on i386 yost @stablish the MBR on the second
disk using the values obtained from DiskO/wd0 above. We marmeember to mark the NetBSD partition
active or the system will not boot. You must also create a IS€tBlisklabel on Disk1/wd1 that will
enable a RAID volume to exist upon it. On sparc64, you willcheesimply disklabel(8) the second disk
which will write the proper Sun Disk Label.

Tip: disklabel(8) will use your shell’ s environment variable $EDITOR variable to edit the disklabel.
The default is vi(1)

On i386:

# fdisk -Oua /dev/rwdld

fdisk: primary partition table invalid, no magic in sector 0

Disk: /dev/rwd1d

NetBSD disklabel disk geometry:

cylinders: 19386, heads: 16, sectors/track: 63 (1008 secto rs/cylinder)
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total sectors: 19541088

BIOS disk geometry:
cylinders: 1023, heads: 255, sectors/track: 63 (16065 sect
total sectors: 19541088

Do you want to change our idea of what BIOS thinks? [n]

Partition O:

<UNUSED>

The data for partition O is:

<UNUSED>

sysid: [0..255 default: 169]

start: [0..1216cyl default: 63, Ocyl, OMB]

size: [0..1216c¢cyl default: 19541025, 1216cyl, 9542MB]
bootmenu: []

Do you want to change the active partition? [n] y
Choosing 4 will make no partition active.

active partition: [0..4 default: 0] O

Are you happy with this choice? [n] y

We haven't written the MBR back to disk yet.
Partition table:
0: NetBSD (sysid 169)
start 63, size 19541025 (9542 MB, Cyls 0-1216/96/1), Active
1: <UNUSED>
2: <UNUSED>
3: <UNUSED>
Bootselector disabled.
Should we write new partition table? [n] y

This is your last ¢

# di skl abel -r -e -1 wdl

type: unknown

disk: Diskl

label:

flags:

bytes/sector: 512

sectors/track: 63

tracks/cylinder: 16

sectors/cylinder: 1008

cylinders: 19386

total sectors: 19541088

[...snip...]

16 partitions:

# size offset
a: 19541025 63
c: 19541025 63
d: 19541088 0

fstype [fsize bsize cpg/sgs]
RAID
unused 0 0
unused 0 0

On sparc64:

# di skl abel -r -e -1 wdl
type: unknown

# (Cyl 0
# (Cyl. 0
# (Cyl.

ors/cylinder)

hance.

%-19385)
«-19385)
0 -19385)
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disk: Diskl

label:

flags:

bytes/sector: 512
sectors/track: 63
tracks/cylinder: 16
sectors/cylinder: 1008
cylinders: 19386

total sectors: 19541088

[...snip...]

3 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a: 19541088 0 RAID # (Cyl. 0 - 19385)
c: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

# sunl abel /dev/rwdlc

sunlabel> P
a: start cyl = 0, size = 19541088 (19386/0/0 - 9541.55Mb)
c: start cyl = 0, size = 19541088 (19386/0/0 - 9541.55Mb)

Note: On 386, the c: and d: slices are reserved. c: represents the NetBSD portion of the disk. d:
represents the entire disk. Because we want to allocate the entire NetBSD MBR partition to RAID,
and because a: resides within the bounds of c:, the a: and c: slices have same size and offset
values and sizes. The offset must start at a track boundary (an increment of sectors matching the
sectors/track value in the disk label). On sparc64 however, c: represents the entire NetBSD partition
in the Sun disk label and d: is not reserved. Also note that sparc64’s ¢: and a: require no offset from
the beginning of the disk, however if they should need to be, the offset must start at a cylinder
boundary (an increment of sectors matching the sectors/cylinder value).

16.3.5 Initializing the RAID Device

Next we create the configuration file for the RAID set / volufieditionally, RAIDframe configuration
files belong ivetc  and would be read and initialized at boot time, however, beeave are creating a
bootable RAID volume, the configuration data will actualritten into the RAID volume using the
"auto-configure" feature. Therefore, files are needed omting the initial setup and should not reside in
letc

# vi [var/tnp/raid0. conf

START array
120

START disks
/dev/wd9a
/dev/wdla

START layout
128111

START queue

136



Chapter 16 NetBSD RAIDframe
fifo 100

Note thatwd9 is a non-existing disk. This will allow us to establish the IRA/olume with a bogus
component that we will substitute for DiskO/wdO at a laterdi Regardless, a device nodédav for
wd9 must exist.

# cd /dev
# sh MAKEDEV wd9
# cd -

Tip: On systems running NetBSD 2.0+, you may substitute a "bogus" component such as
/deviwd9a for a special disk name "absent"

Next we configure the RAID device and initialize the seriainier to something unique. In this example
we use a"YYYYMMDDRevi si on" scheme. The format you choose is entirely at your disanetio
however the scheme you choose should ensure that no two Résuse the same serial number at the
same time.

After that we initialize the RAID set for the first time, safégnoring the errors regarding the bogus
component.

# raidctl -v -C /var/tnp/raid0.conf raid0O
raidlookup on device: /dev/iwd9a failed!
raid0: Component /dev/iwd9a being configured at col: 0
Column: 0 Num Columns: 0
Version: 0 Serial Number: 0 Mod Counter: 0
Clean: No Status: 0
Number of columns do not match for: /dev/iwd9a
/dev/iwd9a is not clean!
raid0: Component /dev/iwdla being configured at col: 1
Column: 0 Num Columns: 0
Version: 0 Serial Number: 0 Mod Counter: 0
Clean: No Status: 0
Column out of alignment for: /dev/iwdla
Number of columns do not match for: /deviwdla
/deviwdla is not clean!
raidO: There were fatal errors
raid0: Fatal errors being ignored.
raid0: RAID Level 1
raid0: Components: /dev/iwd9a[ * FAILED++ | /dev/iwdla
raidO: Total Sectors: 19540864 (9541 MB)
# raidctl -v -1 2004082401 raido
# raidctl -v -i raid0
Initiating re-write of parity
# tail -1 /var/log/ messages
raidO: Error re-writing parity!
# raidctl -v -s raid0
Components:
/dev/wd9a: failed
/dev/wdla: optimal
No spares.
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/dev/iwd9a status is: failed. Skipping label.

Component label for /dev/iwdla:
Row: 0, Column: 1, Num Rows: 1, Num Columns: 2
Version: 2, Serial Number: 2004082401, Mod Counter: 7
Clean: No, Status: 0
sectPerSU: 128, SUsPerPU: 1, SUsPerRU: 1
Queue size: 100, blocksize: 512, numBlocks: 19540864
RAID Level: 1
Autoconfig: No
Root partition: No
Last configured as: raid0

Parity status: DIRTY

Reconstruction is 100% complete.

Parity Re-write is 100% complete.

Copyback is 100% complete.

16.3.6 Setting up Filesystems

Caution

The root filesystem must begin at sector 0 of the RAID device. Else, the primary
boot loader will be unable to find the secondary boot loader.

The RAID device is now configured and available. The RAID devs a pseudo disk-device. It will be
created with a default disk label. You must now determingtfoger sizes for disklabel slices for your
production environment. For purposes of simplificationhiis Example, our system will have 8.5
gigabytes dedicated toas/dev/raidOaand the rest allocated twap as/dev/raidOb.

Caution

This is an unrealistic disk layout for a production server; the NetBSD Guide can
expand on proper partitioning technique. See Chapter 2

Note: Note that 1 GB is 2*1024*1024=2097152 blocks (1 block is 512 bytes, or 0.5 kilobytes).
Despite what the underlying hardware composing a RAID set is, the RAID pseudo disk will always
have 512 bytes/sector.

Note: In our example, the space allocated to the underlying a: slice composing the RAID set differed
between i386 and sparc64, therefore the total sectors of the RAID volumes differs:

On i386:
# di skl abel -r -e -1 raidO

type: RAID
disk: raid
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label: fictitious

flags:

bytes/sector: 512
sectors/track: 128
tracks/cylinder: 8
sectors/cylinder: 1024
cylinders: 19082

total sectors: 19540864

rpm: 3600

interleave: 1

trackskew: 0

cylinderskew: 0

headswitch: 0 # microseconds
track-to-track seek: 0 # microseconds

drivedata: 0
# size offset fstype [fsize bsize cpg/sgs]

a: 19015680 0 4.2BSD 0 0 0 # (Cyl 0 - 18569)

b: 525184 19015680 swap # (Cyl. 18570 - 19082 *)
d: 19540864 0 unused 0 0 # (Cyl. 0 - 19082 *)
On sparc64:

# di skl abel -r -e -1 raidO

[...snip...]

total sectors: 19539968

[...snip...]

3 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a: 19251200 0 4.2BSD 0 0 0 # (Cyl 0 - 18799)

b: 288768 19251200 swap # (Cyl. 18800 - 19081)

c: 19539968 0 unused 0 0 # (Cyl. 0 - 19081)

Next, format the newly createdpartition as a 4.2BSD FFSv1 File System:

# newfs -O 1 /dev/rraidOa

/dev/rraidOa: 9285.0MB (19015680 sectors) block size 1638 4, fragment size 2048
using 51 cylinder groups of 182.06MB, 11652 blks, 22912 inod es.
super-block backups (for fsck -b #) at:

32, 372896, 745760, 1118624, 1491488, 1864352, 2237216, 26 10080,
2982944, 3355808, 3728672, 4101536, 4474400, 4847264, 522 0128, 5592992,
5965856, 6338720, 6711584, 7084448, 7457312, 7830176, 820 3040, 8575904,
8948768, 9321632, 9694496, 10067360, 10440224, 10813088, 11185952,115588186,
11931680, 12304544, 12677408, 13050272, 13423136, 137960 00, 14168864,14541728,
14914592, 15287456, 15660320, 16033184, 16406048, 167789 12, 17151776,17524640,

17897504, 18270368, 18643232,

# fsck -fy /dev/rraidOa

*  [dev/rraidOa

+» File system is already clean

*» Last Mounted on

» Phase 1 - Check Blocks and Sizes
» Phase 2 - Check Pathnames
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» Phase 3 - Check Connectivity

» Phase 4 - Check Reference Counts

» Phase 5 - Check Cyl groups

1 files, 1 used, 4680062 free (14 frags, 585006 blocks, 0.0% f ragmentation)

16.3.7 Setting up kernel dumps

The normal swap area in our case is on raidOb. In NetBSD 5.ewer raidOb can automatically be
used for kernel dumps if raid0 is a RAID level 1 set.

In NetBSD versions prior to 5.0 kernel dumps can only be madereal disk device. Since nothing
stops us from defining a dump area which overlaps with raid@kdk here is to calculate the correct
start offset for our crash dump area. This is dangerous asgdssible to destroy valuable data if we
make a mistake in these calculations! Data corruption vaiifen when the kernel writes its memory
dump over a normal filesystem. So we must be extra careful (iEne author destroyed his 100+ GB
/home with a kernel crash dump!)

First we need to take a look at the disklabel for swap (raid®io)the real physical disk (wd1).
On i386:

# di skl abel raid0

8 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a: 19015680 0 42BSD 1024 8192 64
b: 525184 19015680 swap

d: 19540864 0 unused 0 0 0

# di skl abel wd1l

8 partitions:

# size offset fstype [fsize bsize cpg/sgs]
a: 19541025 63 RAID

c: 19541025 63 unused 0 0

d: 19541088 0 unused 0 0

Each component of a RAID set has a 64 block reserved area [SeeROTECTED_SECTORS in
<dev/raidframe/raidframevar.h>) in the beginning of tbenponent to store the internal RAID structures.

# dc

63 # offset of wdla

64 # RF_PROTECTED_SECTORS
+

19015680 # offset of raidOb

P

19015807 # offset of swap within wdl

q
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We know now the real offset of the still-nonexisting wd1b 8015807 and size is 525184. Next we need
to add wd1b to wd1’s disklabel.

# di skl abel wdl > di skl abel . wd1
# vi di skl abel . wdl

8 partitions:
# size offset fstype [fsize bsize cpg/sgs]
a: 19541025 63 RAID

b: 525184 19015807 swap

c: 19541025 63 unused 0 0

d: 19541088 0 unused 0 0

Next we install the new disklabel.

# di skl abel -R -r wdl di skl abel . wd1l

On sparc64:

On sparc64 (and sparc), all partitions must start on cytibdendaries. Due to this, the start of the dump
partition must be moved up to the next cylinder boundary,thedsize shrunk by the difference that the
start was moved:

# di skl abel raid0

3 partitions:
# size offset fstype [fsize bsize cpg/sgs]
a: 19251200 0 4.2BSD 0 0 0 # (Cyl 0 - 18799)
b: 288768 19251200 swap # (Cyl. 18800 - 19081)
c: 19539968 0 unused 0 0 # (Cyl. 0 - 19081)

# di skl abel wdl
sectors/cylinder: 1008

3 partitions:

# size offset fstype [fsize bsize cpg/sgs]
a: 19541088 0 RAID # (Cyl. 0 - 19385)
c: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

Like on i386, each component of a RAID set has a 64 block reskavea (see
RF_PROTECTED_SECTORS in <dev/raidframe/raidframewirhthe beginning of the component to
store the internal RAID structures. This needs to be skipped then moved up to the next cylinder
boundary as outlines above:

# dc
0 # offset of wdla
64 # RF_PROTECTED_SECTORS

+
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# offset of raidOb

# offset of swap within wdl

# Remember the new offset

# determine cylinder offset

# move to next full cylinder boundary

# convert back to sectors

# Our real, cylinder-aligned offset of wdlb
# Determine how far the offset was moved

# Remember how many sectors we moved the start
# Size of swap on raidO

# Our real, smaller swap/dump size of wdlb

We know now the real offset of the still-nonexisting wd1b 251792 and size is 288240. Next we need
to add wd1b to wd1'’s disklabel.

# di skl abel

wdl > di skl abel . wdl

# vi di skl abel . wdl

8 partitions:
# size offset fstype [fsize bsize cpg/sgs]

a: 19541088 0 RAID # (Cyl. 0 - 19385)
b: 288240 19251792 swap

c: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

Next we install the new disklabel.

# di skl abel

-R -r wdl di skl abel . wd1l

Why isn’t sizeof(raid0d) == (sizeof(wd1la) - RF_PROTECTEEECTORS)? Size of raid0d is based on
the largest multiple of the stripe size used for a RAID setaAgxample, with stripe width of 128, size

of raid0d is:

# dc
19541025
64

128

Ip

152663
128

*p
19540864

# size of wdla
# RF_PROTECTED_SECTORS

# stripe width

# number of stripes
# number of blocks per stripe

# size of raidod
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16.3.8 Migrating System to RAID

The new RAID filesystems are now ready for use. We mount thesieiumnt and copy all files from
the old system. This can be done using dump(8) or pax(1).

# nmount /dev/raidOa / mt
# df -h /mt

Filesystem Size Used Avail Capacity Mounted on
/dev/raid0a  9.0G 2.0K 8.6G 0% /mnt
#cd/; pax -v -X -rw -pe . /mt

[...snip...]

The NetBSD install now exists on the RAID filesystem. We nexfiktthe mount-points in the new copy
of /etc/fstab or the system will not come up correctly. Replace instanfegio with raid0 .

Note that for NetBSD releases prior to 5.0 the kernel crashptumust not be saved on a RAID device
but on a real physical disk (wd0Ob). This dump area was creatdtk previous chapter on the second
disk (wd1b) but we will make wdO an identical copy of wd1 laserwdOb and wd1b will have the same
size and offset. If wd0 fails and is removed from the servet Wwecomes wdO0 after reboot and crash
dumps will still work as we are using wdOb letc/fstab . The only fault in this configuration is when
the original, failed wdO is replaces by a new drive and we haweitialized it yet with fdisk and

disklabel. In this short period of time we can not make craghls in case of kernel panic. Note how the
dump device has the “dp” keyword on the 4th field.

# vi /mt/etc/fstab

/dev/raidoa / ffs rw 1 1
/dev/raidOb none swap sw 0 O
/dev/iwdOb none swap dp O O
kernfs /kern  kernfs rw
procfs /proc  procfs rw

The swap should be unconfigured upon shutdown to avoid pamritys on the RAID device. This can be
done with a simple, one-line setting figtc/rc.conf

# vi /mt/etc/rc.conf
swapoff=YES

Next the boot loader must be installed on Disk1/wd1. Faitari@stall the loader on Disk1/wd1 will
render the system un-bootable if DiskO/wdO fails makingR#dD-1 pointless.

Tip: Because the BIOS/CMOS menus in many i386 based systems are misleading with regard to
device boot order. | highly recommend utilizing the "-o timeout=X" option supported by the i386 1st
stage boot loader. Setup unique values for each disk as a point of reference so that you can easily
determine from which disk the system is booting.

143



Chapter 16 NetBSD RAIDframe

Caution

Although it may seem logical to install the 1st stage boot block into

/devirwdl {c, d} (which is historically correct with NetBSD 1.6.x installboot(8) , this
is no longer the case. If you make this mistake, the boot sector will become
irrecoverably damaged and you will need to start the process over again.

On i386, install the boot loader intdev/rwdla

# /usr/sbin/installboot -0 tinmeout=30 -v /dev/rwdla /usr/ndec/bootxx_ffsvl
File system: /dev/rwdla

File system type: raw (blocksize 8192, needswap 1)

Primary bootstrap:  /usr/mdec/bootxx_ffsvl

Preserving 51 (0x33) bytes of the BPB

On sparc64, install the boot loader irtev/rwdla  as well, however the "-0" flag is unsupported (and
un-needed thanks to OpenBoot):

# /lusr/sbin/installboot -v /dev/rwdla /usr/ndec/ boot bl k
File system: /dev/rwdla

File system type: raw (blocksize 8192, needswap 0)

Primary bootstrap:  /usr/mdec/bootblk

Bootstrap start sector: 1

Bootstrap byte count: 4915

Writing bootstrap

Finally the RAID set must be made auto-configurable and tegesy should be rebooted. After the
reboot everything is mounted from the RAID devices.

# raidctl -v -Aroot raidO
raid0: Autoconfigure: Yes
raid0: Root: Yes
# tail -2 /var/log/ messages
raid0: New autoconfig value is: 1
raid0: New rootpartition value is: 1
# raidctl -v -s raid0O
[...snip...]

Autoconfig: Yes

Root partition: Yes

Last configured as: raid0

[...snip...]
# shutdown -r now

Warning

Always use shutdown(8) when shutting down. Never simply use reboot(8).
reboot(8) will not properly run shutdown RC scripts and will not safely disable
swap. This will cause dirty parity at every reboot.
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16.3.9 The first boot with RAID

At this point, temporarily configure your system to boot Oiskd1. See notes iSection 16.3.11or
details on this process. The system should boot now andesl/ftems should be on the RAID devices.
The RAID will be functional with a single component, howetee set is not fully functional because the
bogus drive (wd9) has failed.

# egrep -i "raid|root" /var/run/dnmesg. boot
raid0: RAID Level 1
raid0: Components: componentO[ * FAILED*x ] /dev/iwdla

raid0: Total Sectors: 19540864 (9541 MB)
boot device: raid0

root on raid0a dumps on raidOb

root file system type: ffs

# df -h
Filesystem Size Used Avail Capacity Mounted on
/dev/raid0a  8.9G 196M 8.3G 2% /
kernfs 1.0K 1.0K 0B 100% /kern
# swapct! -|
Device 1K-blocks Used Avail Capacity Priority
/dev/raidOb 262592 0 262592 0% 0
# raidctl -s raid0
Components:

componentO: failed

/dev/wdla: optimal
No spares.

componentO status is: failed. Skipping label.

Component label for /dev/wdla:
Row: 0, Column: 1, Num Rows: 1, Num Columns: 2
Version: 2, Serial Number: 2004082401, Mod Counter: 65
Clean: No, Status: 0
sectPerSU: 128, SUsPerPU: 1, SUsPerRU: 1
Queue size: 100, blocksize: 512, numBlocks: 19540864
RAID Level: 1
Autoconfig: Yes
Root partition: Yes
Last configured as: raidO

Parity status: DIRTY

Reconstruction is 100% complete.

Parity Re-write is 100% complete.

Copyback is 100% complete.

16.3.10 Adding Disk0/wd0 to RAID

We will now add DiskO/wd0 as a component of the RAID. This wli#istroy the original file system
structure. On i386, the MBR disklabel will be unaffectechiember we copied wd0’s label to wd1l
anyway) , therefore there is no need to "zero" DiskO/wdO. Ekev, we need to relabel DiskO/wdO0 to
have an identical NetBSD disklabel layout as Disk1/wd1.mve add DiskO/wd0 as "hot-spare" to the
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RAID set and initiate the parity reconstruction for all RAti2vices, effectively bringing Disk0/wd0 into
the RAID-1 set and "synching up" both disks.

# di skl abel -r wdl > /tnp/di skl abel . wdl
# di skl abel -R -r wdO /tnp/disklabel.wdl

As a last-minute sanity check, you might want to use diff@l¢msure that the disklabels of DiskO/wdO
match Disk1/wd1. You should also backup these files for ezfee in the event of an emergency.

di skl abel -r wd0 > /tnp/diskl abel . wdO

di skl abel -r wdl > /tnp/di skl abel . wdl

di ff /tnp/disklabel.wd0 /tnp/disklabel.wdl
fdisk /dev/rwd0 > /tnp/fdisk.wdO

fdisk /dev/rwdl > /tnp/fdisk. wdl

diff /tnp/fdisk.wdO /tnp/fdisk.wdl

nkdi r /root/RFbackup

cp -p /tnp/{disklabel,fdisk}* /root/RFbackup

H OH H R H OH H H

Once you are certain, add DiskO/wd0 as a spare componenstamdeconstruction:

# raidctl -v -a /dev/wdOa raid0

/netbsd: Warning: truncating spare disk /dev/wdOa to 24125 4528 blocks
# raidctl -v -s raidoO
Components:

component0: failed
/deviwdla: optimal
Spares:
/dev/wdOa: spare
[...snip...]
# raidctl -F conponentO raid0O
RECON: initiating reconstruction on col 0 -> spare at col 2
11% |k | ETA: 04:26 \

Depending on the speed of your hardware, the reconstrumti@will vary. You may wish to watch it on
another terminal:

# raidctl -S raidO
Reconstruction is 0% complete.
Parity Re-write is 100% complete.
Copyback is 100% complete.
Reconstruction status:
17% | rxesnn | ETA: 03:08 -

After reconstruction, both disks should be “optimal”.

# tail -f /var/log/ messages

raid0: Reconstruction of disk at col 0 completed

raid0: Recon time was 1290.625033 seconds, accumulated XOR time was 0 us (0.000000)
raid0: (start time 1093407069 sec 145393 usec, end time 1093 408359 sec 770426 usec)

raidO: Total head-sep stall count was 0O
raid0: 305318 recon event waits, 1 recon delays
raid0: 1093407069060000 max exec ticks

# raidctl -v -s raidO
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Components:
component0: spared
/deviwdla: optimal
Spares:
/deviwdOa: used_spare
[...snip...]

When the reconstruction is finished we need to install the lo@oler on the DiskO/wd0. On i386, install
the boot loader intédev/rwdOa

# [usr/sbin/installboot -0 tineout=15 -v /dev/rwdOa /usr/ndec/boot xx_ffsvl
File system: /dev/rwdla

File system type: raw (blocksize 8192, needswap 1)

Primary bootstrap:  /usr/mdec/bootxx_ffsvl

Preserving 51 (0x33) bytes of the BPB

On sparc64:

# /lusr/sbin/installboot -v /dev/rwdOa /usr/ndec/ boot bl k
File system: /dev/rwdOa

File system type: raw (blocksize 8192, needswap 0)

Primary bootstrap:  /usr/mdec/bootblk
Bootstrap start sector: 1

Bootstrap byte count: 4915

Writing bootstrap

And finally, reboot the machine one last time before proaggdihis is required to migrate DiskO/wdO
from status "used_spare" as "ComponentQ" to state "optifRafer to notes in the next section
regarding verification of clean parity after each reboot.

# shutdown -r now

16.3.11 Testing Boot Blocks

At this point, you need to ensure that your system’s hardwaneproperly boot using the boot blocks on
either disk. On i386, this is a hardware- dependant protedsriay be done via your motherboard
CMOS/BIOS menu or your controller card’s configuration menu

On i386, use the menu system on your machine to set the boieedender / priority to Disk1/wd1
before DiskO/wd0. The examples here depict a generic AwdDsB
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Figure 16-6. Award BIOS i386 Boot Disk1/wd1

ROM PCI/ISA BIOS (2A6IKD4F)
BIOS FEATURES SETUP
AUARD SOFTUARE, INC.

Uirus Warning : Disabled
CPU L1 Cache : Enabled
CPU L2 Cache : Enabled
CPU L2 Cache ECC Checking : Enabled
Quick Pouer On Self Test

Boot Sequence

Suap Floppy Drive

Boot Up Flappy Seek

Boot Up NumLock Status

Tupenatic Rate Setting

Tupenatic Rate (Chars/Sec) : 30

Typenatic Delay (Msec)
Security Option

PCI/UGA Palette Snoop

0S Select For DRAM > 64MB :

HDD S.M.A.R.T. Capability : Enabled

oad Fail-Safe Settings
oad Optimal Settis

Save changes and exit.

>> NetBSD/i386 BIOS Boot, Revision 3.1

>> (seklecki@localhost, Fri Aug 13 08:08:47 EDT 2004)
>> Memory: 640/31744 k

Press return to boot now, any other key for boot menu
booting hdOa:netbsd - starting in 30

You can determine that the BIOS is reading Disk1/wd1 becthesémeout of the boot loader is 30
seconds instead of 15. After the reboot, re-enter the BlQScanfigure the drive boot order back to the
default:

Figure 16-7. Award BIOS i386 Boot DiskO/wdO

ROM PCI/ISA BIOS (2A6IKD4F)
BIOS FEATURES SETUP
AUARD SOFTUARE, INC.

Uirus Warning : Disabled
CPU L1 Cache

CPU L2 Cache

CPU L2 Cache ECC Checking :

Quick Pouer On Self Test

Boot Up Flappy Seek
Boot Up NumLock Status
Tupenatic Rate Setting

Tupenatic Rate (Chars/Sec) : 30
Typenatic Delay (Msec) 5 @
Security Option

PCI/UGA Palette Snoop

0S Select For DRAM > 64MB :

HDD S.M.A.R.T. Capability : Enabled

: Load Optimal Settings

Save changes and exit.

>> NetBSD/i386 BIOS Boot, Revision 3.1

>> (seklecki@localhost, Fri Aug 13 08:08:47 EDT 2004)
>> Memory: 640/31744 k

Press return to boot now, any other key for boot menu
booting hdOa:netbsd - starting in 15

Notice how your custom kernel detects controller/busklassignments independent of what the BIOS
assigns as the boot disk. This is the expected behavior.

On sparc64, use the Sun OpenBdevaliasto confirm that both disks are bootable:

Sun Ultra 5/10 UPA/PCI (UltraSPARC-Ili 400MHz), No Keyboar d
OpenBoot 3.15, 128 MB memory installed, Serial #nnnnnnnn.
Ethernet address 8:0:20:a5:d1:3b, Host ID: nnnnnnnn.
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[...snip...]

cdrom /pci@1f,0/pci@1,1/ide@3/cdrom@2,0:f
disk /pci@1f,0/pci@1,1/ide@3/disk@0,0
disk3 /pci@1f,0/pci@1,1/ide@3/disk@3,0
disk2 /pci@1f,0/pci@1,1/ide@3/disk@2,0
diskl /pci@1f,0/pci@1,1/ide@3/disk@1,0
disk0 /pci@1f,0/pci@1,1/ide@3/disk@0,0
[...snip...]

ok boot di skO net bsd
Initializing Memory [...]
Boot device /pci/pci/ide@3/disk@0,0 File and args: netbsd
NetBSD IEEE 1275 Bootblock
>> NetBSD/sparc64 OpenFirmware Boot, Revision 1.8
>> (lavalamp@j8, Thu Aug 19: 15:45:42 EDT 2004)
loadfile: reading header
elf64_exec: Booting [...]
symbols @ [....]
Copyright (c) 1996, 1997, 1998, 1999, 2000, 2001
The NetBSD Foundation, Inc. All rights reserved.
Copyright (c) 1982, 1986, 1989, 1991, 1993
The Regents of the University of California. All rights rese

[...snip...]
And the second disk:

ok boot disk2 netbsd
Initializing Memory [...]
Boot device /pci/pci/ide@3/disk@2,0: File and args:netbs
NetBSD IEEE 1275 Bootblock
>> NetBSD/sparc64 OpenFirmware Boot, Revision 1.8
>> (lavalamp@j8, Thu Aug 19: 15:45:42 EDT 2004)
loadfile: reading header
elf64_exec: Booting [...]
symbols @ [....]
Copyright (c) 1996, 1997, 1998, 1999, 2000, 2001
The NetBSD Foundation, Inc. All rights reserved.
Copyright (c) 1982, 1986, 1989, 1991, 1993
The Regents of the University of California. All rights rese
[...snip...]
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rved.

rved.

At each boot, the following should appear in the NetBSD kkdngesg(8) :

raid0: RAID Level 1

raid0: Components: /dev/iwdOa /dev/iwdla
raid0: Total Sectors: 19540864 (9541 MB)
boot device: raid0

root on raid0a dumps on raidOb

root file system type: ffs

Once you are certain that both disks are bootable, veriffiRIKD parity is clean after each reboot:

# raidctl -v -s raidO
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Components:
/ dev/wdOa: opti mal
/ dev/wdla: optinmal
No spares.
[...snip...]
Component label for /dev/wdOa:
Row: 0, Column: 0, Num Rows: 1, Num Columns: 2
Version: 2, Serial Number: 2004082401, Mod Counter: 67
Clean: No, Status: 0
sectPerSU: 128, SUsPerPU: 1, SUsPerRU: 1
Queue size: 100, blocksize: 512, numBlocks: 19540864
RAID Level: 1
Autoconfig: Yes
Root partition: Yes
Last configured as: raid0
Component label for /dev/iwdla:
Row: 0, Column: 1, Num Rows: 1, Num Columns: 2
Version: 2, Serial Number: 2004082401, Mod Counter: 67
Clean: No, Status: 0
sectPerSU: 128, SUsPerPU: 1, SUsPerRU: 1
Queue size: 100, blocksize: 512, numBlocks: 19540864
RAID Level: 1
Autoconfig: Yes
Root partition: Yes
Last configured as: raid0
Parity status: clean
Reconstruction is 100% complete.
Parity Re-write is 100% complete.
Copyback is 100% complete.

16.4 Testing kernel dumps

It is also important to test the kernel crash dumps so thgtwhek correctly and do not overwrite any
important filesystems (like the raidOe filesystem).

Press Ctrl+Alt+Esc to test the kernel crash dump. This wilbke the kernel debugger. Typgncor
reboot Ox104and press Enter. This will save the current kernel memoriealimp area (raidOb in
NetBSD 5.0 and newer, wdOb in others) for further analysigsiMikely the offset and/or size of wd0Ob is
wrong if the system will not come up correctly after reboatgble to mount /home, corrupted
super-blocks, etc). It is very important to test this nowt,when we have lots of valuable files firome .
As an example, the author destroyed his 100+/dne partition with a kernel crash dump! No real
harm was caused by this because of up-to-date backups (baesumade just before converting to
RAID-1). One more time: take a backup of all your files befa#ofving these instructions!
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Chapter 17
Pluggable Authentication
Modules (PAM)

17.1 About

This article describes the underlying principles and maigmas of the Pluggable Authentication
Modules (PAM) library, and explains how to configure PAM, htmwntegrate PAM into applications,
and how to write PAM modules.

SeeSection D.3.Zor the license of this chapter.

17.2 Introduction

The Pluggable Authentication Modules (PAM) library is a gelized API for authentication-related
services which allows a system administrator to add newesntitation methods simply by installing
new PAM modules, and to modify authentication policies biyied configuration files.

PAM was defined and developed in 1995 by Vipin Samar and Ghiaali of Sun Microsystems, and has
not changed much since. In 1997, the Open Group published/@gen Single Sign-on (XSSO)
preliminary specification, which standardized the PAM ARl added extensions for single (or rather
integrated) sign-on. At the time of this writing, this sfetion has not yet been adopted as a standard.

Although this article focuses primarily on FreeBSD 5.x aretBED 3.x, which both use OpenPAM, it
should be equally applicable to FreeBSD 4.x, which usesx-iB&M, and other operating systems such
as Linux and Solaris™.

17.3 Terms and conventions

17.3.1 Definitions

The terminology surrounding PAM is rather confused. NeitB@mar and Lai’s original paper nor the
XSSO specification made any attempt at formally defining $sfionthe various actors and entities
involved in PAM, and the terms that they do use (but do not é¢fime sometimes misleading and
ambiguous. The first attempt at establishing a consistehtiaambiguous terminology was a whitepaper
written by Andrew G. Morgan (author of Linux-PAM) in 1999. \l&nMorgan’s choice of terminology
was a huge leap forward, it is in this author’s opinion by n@angeperfect. What follows is an attempt,
heavily inspired by Morgan, to define precise and unambigteums for all actors and entities involved
in PAM.

151



Chapter 17 Pluggable Authentication Modules (PAM)
account

The set of credentials the applicant is requesting from thigrator.

applicant

The user or entity requesting authentication.

arbitrator

The user or entity who has the privileges necessary to védréapplicant’s credentials and the
authority to grant or deny the request.

chain

A sequence of modules that will be invoked in response to a P&ddiest. The chain includes
information about the order in which to invoke the modulesaharguments to pass to them, and
how to interpret the results.

client

The application responsible for initiating an authentmatequest on behalf of the applicant and
for obtaining the necessary authentication informatiomfhim.

facility

One of the four basic groups of functionality provided by PA&dthentication, account
management, session management and authentication tpéateu

module

A collection of one or more related functions implementinggaticular authentication facility,
gathered into a single (hormally dynamically loadablegoyrfile and identified by a single name.

policy

The complete set of configuration statements describingtbdwandle PAM requests for a
particular service. A policy normally consists of four amgjione for each facility, though some
services do not use all four facilities.
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server

The application acting on behalf of the arbitrator to coseewrith the client, retrieve authentication
information, verify the applicant’s credentials and grantleny requests.

service

A class of servers providing similar or related functiotyaéind requiring similar authentication.
PAM policies are defined on a per-service basis, so all sethet claim the same service name will
be subject to the same policy.

session

The context within which service is rendered to the applitarthe server. One of PAM’s four
facilities, session management, is concerned exclusiighysetting up and tearing down this
context.

token

A chunk of information associated with the account, such password or passphrase, which the
applicant must provide to prove his identity.

transaction

A sequence of requests from the same applicant to the sataedesof the same server, beginning
with authentication and session set-up and ending withiaessar-down.

17.3.2 Usage examples

This section aims to illustrate the meanings of some of thragalefined above by way of a handful of
simple examples.

17.3.2.1 Client and server are one

This simple example showaice su(1)'ing toroot .

$ whoam

alice

$ Is -1 “which su’

-r-sr-xr-x 1 root wheel 10744 Dec 6 19:06 /usr/bin/su
$ su -

Password:  xi 3ki une

# whoami
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root

« The applicant islice

« The accountisoot .

« The su(1) process is both client and server.
« The authentication token ig3kiune

- The arbitrator isoot , which is why su(1) is setuitbot .

17.3.2.2 Client and server are separate

The example below shovese try to initiate an ssh(1) connection lmyin.example.com
in asbob, and succeed. Bob should have chosen a better password!

$ whoani

eve

$ ssh bob@ ogi n. exanpl e. com
bob@login.example.com’s password: god

Last login: Thu Oct 11 09:52:57 2001 from 192.168.0.1
NetBSD 3.0 (LOGIN) #1: Thu Mar 10 18:22:36 WET 2005

Welcome to NetBSD!
$

« The applicant igve.

- Theclientis Eve’s ssh(1) process.

« The server is the sshd(8) procesdayin.example.com
« The accountisob.

- The authentication token gd.

« Although this is not shown in this example, the arbitrataois .

17.3.2.3 Sample policy
The following is FreeBSD's default policy fashd :

sshd auth required pam_nologin.so no_warn

sshd auth required pam_unix.so no_warn try first_pass
sshd account required pam_login_access.so

sshd account required pam_unix.so

sshd session required pam_lastlog.so no_fail

sshd password required pam_permit.so

, ask to log

+ This policy applies to theshd service (which is not necessarily restricted to the ssheiBjer.)
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- auth , account ,session andpassword are facilities.

« pam_nologin.so , pam_unix.so , pam_login_access.so , pam_lastlog.so and
pam_permit.so are modules. It is clear from this example thatn_unix.so provides at least two
facilities (authentication and account management.)

There are some differences between FreeBSD and NetBSD PAdgso

- By default, every configuration is done undett/pam.d

- If configuration is non-existent, you will not have accest®system, in contrast with FreeBSD that
has a default policy of allowing authentication.

- For authentication, NetBSD forces at least esxgiired , requisite  orbinding module to be
present.

17.4 PAM Essentials

17.4.1 Facilities and primitives

The PAM API offers six different authentication primitivgsouped in four facilities, which are
described below.

auth

AuthenticationThis facility concerns itself with authenticating the apgpht and establishing the
account credentials. It provides two primitives:

- pam_authenticate(3) authenticates the applicant, ydoyallequesting an authentication token
and comparing it with a value stored in a database or obtdinedan authentication server.

- pam_setcred(3) establishes account credentials sucteadygroup membership and resource
limits.

account

Account managemerithis facility handles non-authentication-related issofesccount availability,
such as access restrictions based on the time of day or ter’'sework load. It provides a single
primitive:

- pam_acct_mgmt(3) verifies that the requested accountilablea

session

Session managemeiitis facility handles tasks associated with session setraptear-down, such
as login accounting. It provides two primitives:

- pam_open_session(3) performs tasks associated witlhsestiup: add an entry in themp and
wtmp databases, start an SSH agent, etc.
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- pam_close_session(3) performs tasks associated witlosesar-down: add an entry in thiemp
andwtmp databases, stop the SSH agent, etc.

password

Password managemefTihis facility is used to change the authentication tokeoassed with an

account, either because it has expired or because the usesito change it. It provides a single

primitive:

- pam_chauthtok(3) changes the authentication token, mgdtjoverifying that it is sufficiently
hard to guess, has not been used previously, etc.

17.4.2 Modules

Modules are a very central concept in PAM; after all, theythee"M” in “PAM”. A PAM module is a
self-contained piece of program code that implements timeifpres in one or more facilities for one
particular mechanism; possible mechanisms for the autiaion facility, for instance, include the
UNIX® password database, NIS, LDAP and Radius.

17.4.2.1 Module Naming

FreeBSD and NetBSD implement each mechanism in a single imathmecam_nechani smso (for
instancepam_unix.so  for the UNIX® mechanism.) Other implementations sometilme@ge separate
modules for separate facilities, and include the faciliyne as well as the mechanism name in the
module name. To hame one example, Solaris™ h@sgra dial_auth.so.1 module which is
commonly used to authenticate dialup users. Also, almastyenodule has a man page with the same
name, i.e.: pam_unix(8) explains how tm_unix.so module works.

17.4.2.2 Module Versioning

FreeBSD’s original PAM implementation, based on Linux-PA not use version numbers for PAM
modules. This would commonly cause problems with legacyiegipns, which might be linked against
older versions of the system libraries, as there was no whyatba matching version of the required
modules.

OpenPAM, on the other hand, looks for modules that have time seersion number as the PAM library
(currently 2 in FreeBSD and 0 in NetBSD), and only falls bazkh unversioned module if no versioned
module could be loaded. Thus legacy modules can be providdedacy applications, while allowing
new (or newly built) applications to take advantage of thestmecent modules.

Although Solaris™ PAM modules commonly have a version nuiithey’re not truly versioned,
because the number is a part of the module name and must bdeadh the configuration.

17.4.2.3 Module Path

There isn’t a common directory for storing PAM modules. UneieeBSD, they are located at
{usr/lib and, under NetBSD, you can find thenvisr/lib/security
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17.4.3 Chains and policies

When a server initiates a PAM transaction, the PAM libraigstto load a policy for the service specified
in the pam_start(3) call. The policy specifies how authatitte requests should be processed, and is
defined in a configuration file. This is the other central cgbae PAM: the possibility for the admin to
tune the system security policy (in the wider sense of tha)veimply by editing a text file.

A policy consists of four chains, one for each of the four PAddilities. Each chain is a sequence of
configuration statements, each specifying a module to imve&me (optional) parameters to pass to the
module, and a control flag that describes how to interpretehen code from the module.

Understanding the control flags is essential to understgrfh\M configuration files. There are a
number of different control flags:

binding
If the module succeeds and no earlier module in the chaindilasif the chain is immediately

terminated and the request is granted. If the module faiésrest of the chain is executed, but the
request is ultimately denied.

This control flag was introduced by Sun in Solaris™ 9 (SunOS%Y,and is also supported by
OpenPAM.

required

If the module succeeds, the rest of the chain is executedhangquest is granted unless some
other module fails. If the module fails, the rest of the chaialso executed, but the request is
ultimately denied.

requisite

If the module succeeds, the rest of the chain is executedhangquest is granted unless some
other module fails. If the module fails, the chain is immeelaterminated and the request is denied.

sufficient

If the module succeeds and no earlier module in the chaindilasif the chain is immediately
terminated and the request is granted. If the module faiésptodule is ignored and the rest of the
chain is executed.

As the semantics of this flag may be somewhat confusing, edlyaghen it is used for the last
module in a chain, it is recommended that tiveling control flag be used instead if the
implementation supports it.

optional

The module is executed, but its result is ignored. If all mMedin a chain are markexgbtional , all
requests will always be granted.

When a server invokes one of the six PAM primitives, PAM eateis the chain for the facility the
primitive belongs to, and invokes each of the modules ligtegtle chain, in the order they are listed, until
it reaches the end, or determines that no further processimgcessary (either becauseimding or
sufficient module succeeded, or becauseaquisite ~ module failed.) The request is granted if and
only if at least one module was invoked, and all non-optionatiules succeeded.
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Note that it is possible, though not very common, to have éimesmodule listed several times in the
same chain. For instance, a module that looks up user nardgsmaswords in a directory server could
be invoked multiple times with different parameters spgog different directory servers to contact.
PAM treat different occurrences of the same module in theesatmain as different, unrelated modules.

17.4.4 Transactions

The lifecycle of a typical PAM transaction is described elbote that if any of these steps fails, the
server should report a suitable error message to the cliehalort the transaction.

1. If necessary, the server obtains arbitrator credentiadgigh a mechanism independent of
PAM—most commonly by virtue of having been startedrtiyt , or of being setuidoot .

2. The server calls pam_start(3) to initialize the PAM lityrand specify its service name and the
target account, and register a suitable conversationifumct

3. The server obtains various information relating to th@saction (such as the applicant’s user name
and the name of the host the client runs on) and submits it M B8ing pam_set_item(3).

4. The server calls pam_authenticate(3) to authenticateftplicant.

5. The server calls pam_acct_mgmt(3) to verify that the estpd account is available and valid. If the
password is correct but has expired, pam_acct_mgmt(3jetilinPAM_NEW_AUTHTOK_REQD
instead ofPAM_SUCCESS

6. If the previous step returnéthM_NEW_AUTHTOK_RE@e server now calls pam_chauthtok(3) to
force the client to change the authentication token for dugiested account.

7. Now that the applicant has been properly authenticatedserver calls pam_setcred(3) to establish
the credentials of the requested account. It is able to ddoincause it acts on behalf of the
arbitrator, and holds the arbitrator’s credentials.

8. Once the correct credentials have been establishedetber £alls pam_open_session(3) to set up
the session.

9. The server now performs whatever service the client retlgde—for instance, provide the applicant
with a shell.

10. Once the server is done serving the client, it calls pdosec session(3) to tear down the session.

11. Finally, the server calls pam_end(3) to notify the PAMdiry that it is done and that it can release
whatever resources it has allocated in the course of thedcdion.

17.5 PAM Configuration

17.5.1 PAM policy files
17.5.1.1 The / et ¢/ pam conf file

The traditional PAM policy file igetc/pam.conf . This file contains all the PAM policies for your
system. Each line of the file describes one step in a chaimagsbelow:
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login  auth required pam_nologin.so no_warn

The fields are, in order: service name, facility name, caffitg, module name, and module arguments.
Any additional fields are interpreted as additional modudgiments.

A separate chain is constructed for each service / facitity, go while the order in which lines for the
same service and facility appear is significant, the ordertiich the individual services and facilities are
listed is not. The examples in the original PAM paper groupaafiguration lines by facility, and the
Solaris™ stoclpam.conf  still does that, but FreeBSD'’s stock configuration group¥igaoiration lines

by service. Either way is fine; either way makes equal sense.

17.5.1.2 The / et ¢/ pam d directory

OpenPAM and Linux-PAM support an alternate configuratiochagmism, which is the preferred
mechanism in FreeBSD and NetBSD. In this scheme, each gslimntained in a separate file bearing
the name of the service it applies to. These files are storktcipam.d/

These per-service policy files have only four fields instefaghen.conf ’s five: the service name field is
omitted. Thus, instead of the sampkam.conf line from the previous section, one would have the
following line in /etc/pam.d/login

auth required pam_nologin.so no_warn

As a consequence of this simplified syntax, it is possiblestothe same policy for multiple services by
linking each service name to a same policy file. For instatocese the same policy for tle andsudo
services, one could do as follows:

# cd /etc/pamd
# In -s su sudo

This works because the service name is determined from éhedihe rather than specified in the policy
file, so the same file can be used for multiple differently-edrservices.

Since each service’s policy is stored in a separate filepaghed mechanism also makes it very easy to
install additional policies for third-party software pages.

17.5.1.3 The policy search order

As we have seen above, PAM policies can be found in a numbéacég. If no configuration file is
found for a particular service, thietc/pam.d/other is used instead. If that file does not exist,
/etc/pam.conf is searched for entries matching he specified service tinddhat, the "other" service.

It is essential to understand that PAM’s configuration systecentered on chains.

17.5.2 Breakdown of a configuration line

As explained in thé®’AM policy filessection, each line iretc/pam.conf  consists of four or more
fields: the service name, the facility name, the control flagmodule name, and zero or more module
arguments.
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The service name is generally (though not always) the nartteeaipplication the statement applies to. If
you are unsure, refer to the individual application’s doeuatation to determine what service name it
uses.

Note that if you useetc/pam.d/  instead ofetc/pam.conf |, the service name is specified by the
name of the policy file, and omitted from the actual configoralines, which then start with the facility
name.

The facility is one of the four facility keywords describedtheFacilities and primitivesection.

Likewise, the control flag is one of the four keywords desadiin theChains and policiesection,
describing how to interpret the return code from the modvuiteux-PAM supports an alternate syntax
that lets you specify the action to associate with each plesgturn code, but this should be avoided as
it is non-standard and closely tied in with the way Linux-PAlMpatches service calls (which differs
greatly from the way Solaris™ and OpenPAM do it.) Unsurpmgsy, OpenPAM does not support this
syntax.

17.5.3 Policies
To configure PAM correctly, it is essential to understand Ipolicies are interpreted.

When an application calls pam_start(3), the PAM libraryd®the policy for the specified service and
constructs four module chains (one for each facility.) Ile@m more of these chains are empty, the
corresponding chains from the policy for thgaer service are substituted.

When the application later calls one of the six PAM primisivéhe PAM library retrieves the chain for
the corresponding facility and calls the appropriate erfiinction in each module listed in the chain, in
the order in which they were listed in the configuration. Aftach call to a service function, the module
type and the error code returned by the service functionsed to determine what happens next. With a
few exceptions, which we discuss below, the following tedpelies:

Table 17-1. PAM chain execution summary

PAM_SUCCESS PAM | GNORE ot her
binding if (!fail) break; - fail = true;
required - - fail = true;
requisite - - fail = true; break;
sufficient if (fail) break; - -
optional - - -

If fail s true at the end of a chain, or when a “break” is reached, igpatther returns the error code
returned by the first module that failed. Otherwise, it re8lRAM_SUCCESS

The first exception of note is that the error cadleM_NEW_AUTHTOK_RERQMreated like a success,
except that if no module failed, and at least one module netlPAM_NEW_AUTHTOK_RE@tz
dispatcher will returrPAM_NEW_AUTHTOK_REQD

The second exception is that pam_setcred(3) tt@adiing  andsufficient modules as if they were
required

The third and final exception is that pam_chauthtok(3) rlesentire chain twice (once for preliminary
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checks and once to actually set the password), and in thiengmaty phase it treatsinding and
sufficient modules as if they wenequired

17.6 PAM modules

17.6.1 Common Modules

17.6.1.1 pam_deny(8)

The pam_deny(8) module is one of the simplest modules &lajld responds to any request with
PAM_AUTH_ERRt is useful for quickly disabling a service (add it to th@tof every chain), or for
terminating chains ofufficient modules.

17.6.1.2 pam_echo(8)

The pam_echo(8) module simply passes its arguments to tivergation function as a
PAM_TEXT_INFOmessage. It is mostly useful for debugging, but can alscederdisplay messages such
as “Unauthorized access will be prosecuted” before stattie authentication procedure.

17.6.1.3 pam_exec(8)

The pam_exec(8) module takes its first argument to be the ndmprogram to execute, and the
remaining arguments are passed to that program as comnmenakguments. One possible application is
to use it to run a program at login time which mounts the useise directory.

17.6.1.4 pam_ftpusers(8)

The pam_ftpusers(8) module successes if and only if theisiisted in/etc/ftpusers . Currently, in
NetBSD, this module doesn’t understand the extended syritiid(8), but this will be fixed in the
future.

17.6.1.5 pam_group(8)

The pam_group(8) module accepts or rejects applicantsedbakis of their membership in a particular
file group (normallywheel for su(l)). Itis primarily intended for maintaining the ditional behaviour
of BSD su(1), but has many other uses, such as excludingrcgraups of users from a particular
service.

In NetBSD, there is an argument callaathenticate in which the user is asked to authenticate using
his own password.
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17.6.1.6 pam_guest(8)

The pam_guest(8) module allows guest logins using fixedhlogimes. Various requirements can be
placed on the password, but the default behaviour is to aloywpassword as long as the login name is
that of a guest account. The pam_guest(8) module can easilgdd to implement anonymous FTP
logins.

17.6.1.7 pam_krb5(8)

The pam_krb5(8) module provides functions to verify thentitg of a user and to set user specific
credentials using Kerberos 5. It prompts the user for a p@ssand obtains a new Kerberos TGT for the
principal. The TGT is verified by obtaining a service ticket the local host. The newly acquired
credentials are stored in a credential cache and the emvé@ptvariable KRB5CCNAME is set
appropriately. The credentials cache should be destroyéuguser at logout with kdestroy(1).

17.6.1.8 pam_ksu(8)

The pam_ksu(8) module provides only authentication sesvior Kerberos 5 to determine whether or
not the applicant is authorized to obtain the privilegeseftarget account.

17.6.1.9 pam_lastlog(8)

The pam_lastlog(8) module provides only session manageseevices. It records the session in
utmp(5), utmpx(5), wtmp(5), wtmpx(5), lastlog(5) and lagk(5) databases.

17.6.1.10 pam_login_access(8)

The pam_login_access(8) module provides an implementafithe account management primitive
which enforces the login restrictions specified in the logiaess(5) table.

17.6.1.11 pam_nologin(8)

The pam_nologin(8) module refuses non-root logins whetirun/nologin exists. This file is
normally created by shutdown(8) when less than five minesin until the scheduled shutdown time.

17.6.1.12 pam_permit(8)

The pam_permit(8) module is one of the simplest moduledahlat it responds to any request with
PAM_SUCCESSt is useful as a placeholder for services where one or muas would otherwise be
empty.

17.6.1.13 pam_radius(8)

The pam_radius(8) module provides authentication ses\besed upon the RADIUS (Remote
Authentication Dial In User Service) protocol.
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17.6.1.14 pam_rhosts(8)

The pam_rhosts(8) module provides only authenticatiovices. It reports success if and only if the
target user’s ID is not 0 and the remote host and user ard listetc/hosts.equiv or in the target
user’'s~/.rhosts

17.6.1.15 pam_rootok(8)

The pam_rootok(8) module reports success if and only if aéuser id of the process calling it (which
is assumed to be run by the applicant) is 0. This is useful dormetworked services such as su(1) or
passwd(1), to which theot should have automatic access.

17.6.1.16 pam_securetty(8)

The pam_securetty(8) module provides only account sesvites used when the applicant is attempting
to authenticate as superuser, and the process is attachrdnteecure TTY.

17.6.1.17 pam_self(8)

The pam_self(8) module reports success if and only if theasaofithe applicant matches that of the
target account. It is most useful for non-networked ses/gech as su(1), where the identity of the
applicant can be easily verified.

17.6.1.18 pam_ssh(8)

The pam_ssh(8) module provides both authentication arsibseservices. The authentication service
allows users who have passphrase-protected SSH secréhkbg# ~/.ssh  directory to authenticate
themselves by typing their passphrase. The session setaits ssh-agent(1) and preloads it with the
keys that were decrypted in the authentication phase. €htsife is particularly useful for local logins,
whether in X (using xdm(1) or another PAM-aware X login magra@r at the console.

This module implements what is fundamentally a passwordeanitcation scheme. Care should be taken
to only use this module over a secure session (secure TTHy@ed session, etc.), otherwise the user’s
SSH passphrase could be compromised.

Additional consideration should be given to the use of paih(&. Users often assume that file
permissions are sufficient to protect their SSH keys, ansl tise weak or no passphrases. Since the
system administrator has no effective means of enforcirtd |&&sphrase quality, this has the potential
to expose the system to security risks.

17.6.1.19 pam_unix(8)

The pam_unix(8) module implements traditional UNIX® passivauthentication, using getpwnam(3)
under FreeBSD or getpwnam_r(3) under NetBSD to obtain tigetaccount’s password and compare it
with the one provided by the applicant. It also provides aotananagement services (enforcing account
and password expiration times) and password-changingeest\T his is probably the single most useful
module, as the great majority of admins will want to maintastorical behaviour for at least some
services.
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17.6.2 FreeBSD-specific PAM Modules

17.6.2.1 pam_opie(8)

The pam_opie(8) module implements the opie(4) autheititatethod. The opie(4) system is a
challenge-response mechanism where the response to edlengb is a direct function of the challenge
and a passphrase, so the response can be easily computed tjoe” by anyone possessing the
passphrase, eliminating the need for password lists. Meresince opie(4) never reuses a challenge that
has been correctly answered, it is not vulnerable to repitagles.

17.6.2.2 pam_opieaccess(8)

The pam_opieaccess(8) module is a companion module to gae{8h Its purpose is to enforce the
restrictions codified in opieaccess(5), which regulatecthreditions under which a user who would
normally authenticate herself using opie(4) is allowedde alternate methods. This is most often used
to prohibit the use of password authentication from uné&diiosts.

In order to be effective, the pam_opieaccess(8) module breisted asequisite  immediately after a
sufficient entry for pam_opie(8), and before any other modules, irathie chain.

17.6.2.3 pam_passwdqc(8)

The pam_passwdqc(8) module is a simple password strengttkicly module for PAM. In addition to
checking regular passwords, it offers support for pass@srand can provide randomly generated
passwords.

17.6.2.4 pam_tacplus(8)

The pam_tacplus(8) module provides authentication seswiased upon the TACACS+ protocol for the
PAM (Pluggable Authentication Module) framework.

17.6.3 NetBSD-specific PAM Modules
17.6.3.1 pam_skey(8)

The pam_skey(8) module implements S/Key One Time Passv@r&) authentication methods, using
the/etc/skeykeys database.

17.7 PAM Application Programming

This section has not yet been written.
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17.8 PAM Module Programming

This section has not yet been written.

17.9 Sample PAM Application
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The following is a minimal implementation of su(1) using PANote that it uses the OpenPAM-specific
openpam_ttyconv(3) conversation function, which is piygied insecurity/openpam.h . If you wish
build this application on a system with a different PAM librayou will have to provide your own
conversation function. A robust conversation functioruspsisingly difficult to implement; the one
presented in th8ample PAM Conversation Functisab-chapter is a good starting point, but should not

be used in real-world applications.

#include
#include

#include
#include
#include
#include
#include
#include
#include

#include
#include

<sys/param.h>
<sys/wait.h>

<err.h>
<pwd.h>
<stdio.h>
<stdlib.h>
<string.h>
<syslog.h>
<unistd.h>

<security/pam_appl.h>
<security/openpam.h> /

extern char ** environ;

static pam_handle_t * pambh;

static struct pam_conv pamc;

static void
usage(void)

{

* for openpam_ttyconv() */

fprintf(stderr, "Usage: su [login [args]]\n");

exit(1);
}

int

main(int argc, char

{

*argv[l)

char hostname[MAXHOSTNAMELEN];
const char  xuser, =*tty;
char =+ args, *x pam_envlist,
struct passwd * pwd,;

int 0, pam_err, status;

pid_t pid;

** pam_env,

while ((o = getopt(argc, argv, "h")) = -1)
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switch (0) {
case 'h"
default:
usage();

}

argc -= optind,;
argv += optind;

if (argc > 0) {
user = =*argv;
--argc;
++argy;
} else {
user = "root";

}

[ = initialize PAM */
pamc.conv = &openpam_ttyconv;
pam_start("su", user, &pamc, &pamh);

[ set some items  */

gethostname(hostname, sizeof(hostname));

if ((pam_err = pam_set_item(pamh, PAM_RHOST, hostname)) ! = PAM_SUCCESS)
goto pamerr;

user = getlogin();

if ((pam_err = pam_set_item(pamh, PAM_RUSER, user)) = PAM _SUCCESS)

goto pamerr;

tty = ttyname(STDERR_FILENO);

if ((pam_err = pam_set_item(pamh, PAM_TTY, tty)) = PAM_SU CCESS)

goto pamerr;

/ = authenticate the applicant */

if ((pam_err = pam_authenticate(pamh, 0)) = PAM_SUCCESS)

goto pamerr;

if ((pam_err = pam_acct_mgmt(pamh, 0)) == PAM_NEW_AUTHTOK _REQD)
pam_err = pam_chauthtok(pamh, PAM_CHANGE_EXPIRED_AUTHT OK);

if (pam_err = PAM_SUCCESS)

goto pamerr;

/ = establish the requested credentials */
if ((pam_err = pam_setcred(pamh, PAM_ESTABLISH_CRED)) != PAM_SUCCESS)
goto pamerr;

/ = authentication succeeded; open a session */
if ((pam_err = pam_open_session(pamh, 0)) !'= PAM_SUCCESS)
goto pamerr;

/= get mapped user name; PAM may have changed it */
pam_err = pam_get_item(pamh, PAM_USER, (const void ** )&user);
if (pam_err '= PAM_SUCCESS || (pwd = getpwnam(user)) == NULL )

goto pamerr;
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/= export PAM environment */

if ((pam_envlist = pam_getenvlist(pamh)) != NULL) {

for (pam_env = pam_envlist; *pam_env != NULL; ++pam_env) {
putenv( *pam_env);
free( *pam_env);

}

free(pam_envlist);

}

[+ build argument list */

if ((args = calloc(argc + 2, sizeof *args)) == NULL) {
warn(“calloc()");

goto err;

}

xargs = pwd->pw_shell;

memcpy(args + 1, argv, argc * sizeof  xargs);

[~ fork and exec  */

switch ((pid = fork())) {

case -1:

warn("fork()");

goto err;

case O:

/* child: give up privs and start a shell */

/* set uid and groups */

if (initgroups(pwd->pw_name, pwd->pw_gid) == -1) {
warn("initgroups()");
_exit(1);

}

if (setgid(pwd->pw_gid) == -1) {
warn("setgid()");
_exit(1);

}

if (setuid(pwd->pw_uid) == -1) {
warn("setuid()");
_exit(1);

}

execve( *args, args, environ);
warn("execve()");

_exit(1);

default:

/ = parent: wait for child to exit */
waitpid(pid, &status, 0);

/= close the session and release PAM resources */
pam_err = pam_close_session(pamh, 0);

pam_end(pamh, pam_err);

exitWEXITSTATUS(status));
}

pamerr:
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fprintf(stderr, "Sorry\n");
err:

pam_end(pamh, pam_err);
exit(1);

}

17.10 Sample PAM Module
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The following is a minimal implementation of pam_unix(8Jfesing only authentication services. It
should build and run with most PAM implementations, but takdvantage of OpenPAM extensions if
available: note the use of pam_get authtok(3), which enasty simplifies prompting the user for a

password.

#include <sys/param.h>

#include <pwd.h>
#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include <unistd.h>

#include <security/pam_modules.h>
#include <security/pam_appl.h>

#ifndef _OPENPAM

static char password_prompt[] = "Password:";

#endif
#ifndef PAM_EXTERN
#define PAM_EXTERN
#endif

PAM_EXTERN int

pam_sm_authenticate(pam_handle_t
int argc, const char *argv(])

{
#ifndef _OPENPAM

const void * ptr;

const struct pam_conv *conv,

struct pam_message msg;
const struct pam_message

struct pam_response * resp;

#endif
struct passwd * pwd;
const char  *user;

char *crypt_password, * password;

int pam_err, retry;

/ = identify user */

*pamh, int flags,

if ((pam_err = pam_get_user(pamh, &user, NULL)) = PAM_SUC CESS)

return (pam_err);
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if ((pwd = getpwnam(user)) == NULL)
return (PAM_USER_UNKNOWN);

[ = get password =/
#ifndef _OPENPAM

pam_err = pam_get_item(pamh, PAM_CONV, &ptr);
if (pam_err '= PAM_SUCCESS)

return (PAM_SYSTEM_ERR);

conv = ptr;

msg.msg_style = PAM_PROMPT_ECHO_OFF,;
msg.msg = password_prompt;

msgp = &msg;
#endif

password = NULL;

for (retry = 0; retry < 3; ++retry) {
#ifdef _OPENPAM

pam_err = pam_get_authtok(pamh, PAM_AUTHTOK,

(const char *+ )&password, NULL);

#else

resp = NULL;

pam_err = ( *conv->conv)(1l, &msgp, &resp, conv->appdata_ptr);

if (resp != NULL) {

if (pam_err == PAM_SUCCESS)
password = resp->resp;

else
free(resp->resp);
free(resp);
}
#endif
if (pam_err == PAM_SUCCESS)
break;

}

if (pam_err == PAM_CONV_ERR)
return (pam_err);

if (pam_err '= PAM_SUCCESS)
return (PAM_AUTH_ERR);

[ = compare passwords  */
if (('pwd->pw_passwd[0] && (flags & PAM_DISALLOW_NULL_AU THTOK)) ||
(crypt_password = crypt(password, pwd->pw_passwd)) == NU LL ||
stremp(crypt_password, pwd->pw_passwd) != 0)
pam_err = PAM_AUTH_ERR;
else
pam_err = PAM_SUCCESS;
#ifndef _OPENPAM
free(password);
#endif
return (pam_err);

}

PAM_EXTERN int
pam_sm_setcred(pam_handle_t *pamh, int flags,
int argc, const char *argv(])
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return (PAM_SUCCESS);
}

PAM_EXTERN int
pam_sm_acct_mgmt(pam_handle_t *pamh, int flags,

int argc, const char *argv(])

{

return (PAM_SUCCESS);

}

PAM_EXTERN int

pam_sm_open_session(pam_handle_t *pamh, int flags,
int argc, const char *argv(])

{

return (PAM_SUCCESS);

}

PAM_EXTERN int

pam_sm_close_session(pam_handle_t *pamh, int flags,
int argc, const char *argVv[])
{

return (PAM_SUCCESS);
}

PAM_EXTERN int

pam_sm_chauthtok(pam_handle_t *pamh, int flags,

int argc, const char *argv(])
{

return (PAM_SERVICE_ERR);
}

#ifdef PAM_MODULE_ENTRY
PAM_MODULE_ENTRY/("pam_unix");
#endif

17.11 Sample PAM Conversation Function

The conversation function presented below is a greatly Idiegbversion of OpenPAM’s
openpam_ttyconv(3). It is fully functional, and shouldgihe reader a good idea of how a conversation
function should behave, but it is far too simple for real-ldarse. Even if you're not using OpenPAM,
feel free to download the source code and adapt openparmni{®) to your uses; we believe it to be as
robust as a tty-oriented conversation function can redsypmget.

#include <stdio.h>
#include <stdlib.h>
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#include <string.h>
#include <unistd.h>

#include <security/pam_appl.h>

int

converse(int n, const struct pam_message ** MSs(g,
struct pam_response ** resp, void * data)

{

struct pam_response * aresp;

char buf[PAM_MAX_RESP_SIZE];

int i;

data = data;
if (n <= 0 || n > PAM_MAX_NUM_MSG)
return (PAM_CONV_ERRY);
if ((aresp = calloc(n, sizeof *aresp)) == NULL)
return (PAM_BUF_ERR);
for (i = 0; i < n; ++i) {
arespli].resp_retcode = O;
arespl[i].resp = NULL;
switch (msg[i]->msg_style) {
case PAM_PROMPT_ECHO_OFF:
aresp[i].resp = strdup(getpass(msg[i]->msQ));
if (aresp[il.resp == NULL)
goto fail;
break;
case PAM_PROMPT_ECHO_ON:
fputs(msg[i]->msg, stderr);
if (fgets(buf, sizeof buf, stdin) == NULL)
goto fail;
arespl[i].resp = strdup(buf);
if (aresplil.resp == NULL)
goto fail;
break;
case PAM_ERROR_MSG:
fputs(msg[i]->msg, stderr);
if (strlen(msg[i]->msg) > 0 &&
msg[i]->msg(strlen(msg[i]->msg) - 1] = '\n’)
fputc(\n’, stderr);
break;
case PAM_TEXT_INFO:
fputs(msg[i]->msg, stdout);
if (strlen(msg[i]->msg) > 0 &&
msg[i]->msg(strlen(msg[i]->msg) - 1] = '\n’)
fputc(\n’, stdout);
break;
default:
goto fail;
}
}
*resp = aresp;
return (PAM_SUCCESS);
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fail:
for (i = 0; i < n; ++i) {
if (arespl[i].resp != NULL) {
memset(arespli].resp, 0, strlen(arespl[i].resp));
free(arespli].resp);

}
}

memset(aresp, 0, n * sizeof  *aresp);
*resp = NULL;
return (PAM_CONV_ERR);
}
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Chapter 18
Tuning NetBSD

18.1 Introduction

18.1.1 Overview

This section covers a variety of performance tuning toptatempts to span tuning from the
perspective of the system administrator to systems progem he art of performance tuning itself is
very old. To tune something means to make it operate moreezffig, whether one is referring to a
NetBSD based technical server or a vacuum cleaner, the gjmimprove something, whether that be
the way something is done, how it works or how it is put togethe

18.1.1.1 What is Performance Tuning?

A view from 10,000 feet pretty much dictates that everythirggdo is task oriented, this pertains to a
NetBSD system as well. When the system boots, it autombticagins to perform a variety of tasks.
When a user logs in, they usually have a wide variety of tasig have to accomplish. In the scope of
these documents, however, performance tuning strictlynsieaimprove how efficient a NetBSD system
performs.

The most common thought that crops into someone’s mind whenthink “tuning” is some sort of
speed increase or decreasing the size of the kernel - wloiée thre ways to improve performance, they
are not the only ends an administrator may have to take foeasing efficiency. For our purposes,
performance tuning means thigd make a NetBSD system operate in an optimum state.

Which could mean a variety of things, not necessarily speddiecements. A good example of this is
filesystem formatting parameters, on a system that has &sotall files (say like a source repository) an
administrator may need to increase the number of inodes Byngheir size smaller (say down to
1024k) and then increasing the amount of inodes. In thistteseumber of inodes was increased,
however, it keeps the administrator from getting thoseynaist of inodes messages, which ultimately
makes the system more efficient.

Tuning normally revolves around finding and eliminatingttertecks. Most of the time, such bottlenecks
are spurious, for example, a release of Mozilla that doesgjnitd¢ handle java applets too well can cause
Mozilla to start crunching the CPU, especially applets #ratnot done well. Occasions when processes
seem to spin off into nowhere and eat CPU are almost alwags/egbwith a kill. There are instances,
however, when resolving bottlenecks takes a lot longegfample, say an rsynced server is just getting
larger and larger. Slowly, performance begins to fade aadtministrator may have to take some sort of
action to speed things up, however, the situation is reddtvsay an emergency like an instantly spiked
CPU.
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18.1.1.2 When does one tune?

Many NetBSD users rarely have to tune a system. The GENERi@&kmay run just fine and the
layout/configuration of the system may do the job as well.liBysame token, as a pragma it is always
good to know how to tune a system. Most often tuning comes asudtrof a sudden bottleneck issue
(which may occur randomly) or a gradual loss of performatiaoes happen in a sense to everyone at
some point, one process that is eating the CPU is a bottleasenriuch as a gradual increase in paging.
So, the question should not be when to tune so much as wheartottetune.

One last time to tune is if you can tune in a preventive manamad fou think you might need to) then do
it. One example of this was on a system that needed to be atdbaot quickly. Instead of waiting, | did
everything | could to trim the kernel and make sure there vbaslately nothing running that was not
needed, | even removed drivers that did have devices, b mexrer used (Ip). The result was reducing
reboot time by nearly two-thirds. In the long run, it was a emeove to tune it before it became an issue.

18.1.1.3 What these Documents Will Not Cover

Before | wrap up the introduction, | think it is important tote what these documents will not cover.
This guide will pertain only to the core NetBSD system. Inestivords, it will not cover tuning a web
server’s configuration to make it run better; however, it migiention how to tune NetBSD to run better
as a web server. The logic behind this is simple: web serdatapase software, etc. are third party and
almost limitless. | could easily get mired down in detailattdo not apply to the NetBSD system.
Almost all third party software have their own documentatdout tuning anyhow.

18.1.1.4 How Examples are Laid Out

Since there is ample man page documentation, only usechsmitd arguments with examples are
discussed. In some cases, material is truncated for brawéynot thoroughly discussed because, quite
simply, there is too much. For example, every single devieedentry in the kernel will not be
discussed, however, an example of determining whetherta given system needs one will be. Nothing
in this Guide is concrete, tuning and performance are venjestive, instead, it is a guide for the reader
to learn what some of the tools available to them can do.

18.2 Tuning Considerations

Tuning a system is not really too difficult when pro-activaihg is the approach. This document
approaches tuning from a “before it comes up” approach. §\thihing in spare time is considerably
easier versus say, a server that is almost completely batmyed to 0.1% idle time, there are still a few
things that should be mulled over about tuning before algtdaling it, hopefully, before a system is
even installed.

18.2.1 General System Configuration

Of course, how the system is setup makes a big differenceetiomes small items can be overlooked
which may in fact cause some sort of long term performanckleno.
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18.2.1.1 Filesystems and Disks

How the filesystem is laid out relative to disk drives is vanportant. On hardware RAID systems, it is
not such a big deal, but, many NetBSD users specifically usB$@ on older hardware where hardware
RAID simply is not an option. The idea ofbeing close to the first drive is a good one, but for example
if there are several drives to choose from that will be the fire, is the best performing the one that

will be on? On a related note, is it wise to split afsr ? Will the system see heavy usage say in
lusr/pkgsrc  ? It might make sense to slap a fast drive in and mount it uhdepkgsrc  , or it might
not. Like all things in performance tuning, this is subjeeti

18.2.1.2 Swap Configuration

There are three schools of thought on swap size and aboubfiftysing split swap files with prioritizing
and how that should be done. In the swap size arena, the vecdldools (at least most commercial ones)
usually have their own formulas per OS. As an example, onticp&ar version of HP-UX with a
particular version of Oracle the formula was:

2.5 GB * Number_of_processor

Well, that all really depends on what type of usage the datalsahaving and how large it is, for instance
if it is so large that it must be distributed, that formula doet fit well.

The next school of thought about swap sizing is sort of sedng makes some sense, it says, if possible,
get a reference amount of memory used by the system. It gogstisimg like this:

1. Startup a machine and estimate total memory needs byngienerything that may ever be needed
at once. Databases, web servers .... whatever. Total upriberd.

2. Add a few MB for padding.
3. Subtract the amount of physical RAM from this total.

If the amount leftover is 3 times the size of physical RAM, sidier getting more RAM. The problem, of
course, is figuring out what is needed and how much spacelitaké. There is also another flaw in this
method, some programs do not behave well. A glaring exanfptéstoehaved software is web browsers.
On certain versions of Netscape, when something went witdmagi a tendency to runaway and eat swap
space. So, the more spare space available, the more timeito ki

Last and not least is the tried and true PHYSICAL_RAM * 2 methon modern machines and even
older ones (with limited purpose of course) this seems tkwest.

All'in all, it is hard to tell when swapping will start. Even @amall 16MB RAM machines (and less)
NetBSD has always worked well for most people until misbéiggoftware is running.

18.2.2 System Services

On servers, system services have a large impact. Gettingtiheun at their best almost always requires
some sort of network level change or a fundamental speedaserin the underlying system (which of
course is what this is all about). There are instances whe Simple solutions can improve services.
One example, an ftp server is becoming slower and a new eetédise ftp server that is shipped with the
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system comes out that, just happens to run faster. By upggdlaé ftp software, a performance boost is
accomplished.

Another good example where services are concerned is theldgeestion: “To use inetd or not to use
inetd?” A great service example is pop3. Pop3 connectiongoraceivably clog up inetd. While the
pop3 service itself starts to degrade slowly, other sesvibat are multiplexed through inetd will also
degrade (in some case more than pop3). Setting up pop3 taitside of inetd and on its own may help.

18.2.3 The NetBSD Kernel

The NetBSD kernel obviously plays a key role in how well a sgsperforms, while rebuilding and
tuning the kernel is covered later in the text, it is worthcdissing in the local context from a high level.

Tuning the NetBSD kernel really involves three main areas:

1. removing unrequired drivers
2. configuring options

3. system settings

18.2.3.1 Removing Unrequired Drivers

Taking drivers out of the kernel that are not needed achigsesral results; first, the system boots faster
since the kernel is smaller, second again since the kerseiadler, more memory is free to users and
processes and third, the kernel tends to respond quicker.

18.2.3.2 Configuring Options

Configuring options such as enabling/disabling certairsgsiems, specific hardware and filesystems
can also improve performance pretty much the same way remgavirequired drivers does. A very
simple example of this is a FTP server that only hosts ftp filesthing else. On this particular server
there is no need to have anything but native filesystem stippdrperhaps a few options to help speed
things along. Why would it ever need NTFS support for examBesides, if it did, support for NTFS
could be added at some later time. In an opposite case, atatidksmay need to support a lot of
different filesystem types to share and access files.

18.2.3.3 System Settings

System wide settings are controlled by the kernel, a few gkasrare filesystem settings, network
settings and core kernel settings such as the maximum nushpescesses. Almost all system settings
can be at least looked at or modified via the sysctl faciligafEples using the sysctl facility are given
later on.
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18.3 Visual Monitoring Tools

NetBSD ships a variety of performance monitoring tools \thith system. Most of these tools are
common on all UNIX systems. In this section some exampleaisthe tools is given with
interpretation of the output.

18.3.1 The top Process Monitor

The top monitor does exactly what it says: it displays the @BYs on the system. To run the monitor,
simply type top at the prompt. Without any arguments, it $thénpk like:

load averages: 0.09, 0.12, 0.08 20:23:41
21 processes: 20 sleeping, 1 on processor
CPU states: 0.0% user, 0.0% nice, 0.0% system, 0.0% interrup t, 100% idle
Memory: 15M Act, 1104K Inact, 208K Wired, 22M Free, 129M Swap free

PID USERNAME PRI NICE SIZE RES STATE TIME  WCPU CPU COMMAND
13663 root 2 0 1552K 1836K sleep 0:08 0.00% 0.00% httpd

127 root 10 0 129M 4464K sleep 0:01 0.00% 0.00% mount_mfs
22591 root 2 0 388K 1156K sleep 0:01 0.00% 0.00% sshd

108 root 2 0 132K 472K sleep 0:01 0.00% 0.00% syslogd
22597 jrf 28 0 156K 616K onproc 0:00 0.00% 0.00% top
22592 jrf 18 0 828K 1128K sleep 0:00 0.00% 0.00% tcsh

203 root 10 0 220K 424K sleep 0:00 0.00% 0.00% cron

1 root 10 0 312K 192K sleep 0:00 0.00% 0.00% init

205 root 3 0 48K 432K sleep 0:00 0.00% 0.00% getty

206 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty

208 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty

207 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty
13667 nobody 2 0 1660K 1508K sleep 0:00 0.00% 0.00% httpd

9926 root 2 0 336K 588K sleep 0:00 0.00% 0.00% sshd

200 root 2 0 76K 456K sleep 0:00 0.00% 0.00% inetd

182 root 2 0 92K 436K sleep 0:00 0.00% 0.00% portsentry

180 root 2 0 92K 436K sleep 0:00 0.00% 0.00% portsentry
13666 nobody -4 0 1600K 1260K sleep 0:00 0.00% 0.00% httpd

The top utility is great for finding CPU hogs, runaway pro@sssr groups of processes that may be
causing problems. The output shown above indicates tteapérticular system is in good health. Now,
the next display should show some very different results:

load averages: 0.34, 0.16, 0.13 21:13:47
25 processes: 24 sleeping, 1 on processor
CPU states: 0.5% user, 0.0% nice, 9.0% system, 1.0% interrup t, 89.6% idle
Memory: 20M Act, 1712K Inact, 240K Wired, 30M Free, 129M Swap free

PID USERNAME PRI NICE SIZE RES STATE TIME WCPU CPU COMMAND
5304 jrf -5 0 56K 336K sleep 0:04 66.07% 19.53% bonnie

5294 root 2 0 412K 1176K sleep 0:02 1.01% 0.93% sshd

108 root 2 0 132K 472K sleep 1:23 0.00% 0.00% syslogd

187 root 2 0 1552K 1824K sleep 0:07 0.00% 0.00% httpd

5288 root 2 0 412K 1176K sleep 0:02 0.00% 0.00% sshd

5302 jrf 28 0 160K 620K onproc 0:00 0.00% 0.00% top
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5295 jrf 18 0 828K 1116K sleep 0:00 0.00% 0.00% tcsh
5289 jrf 18 0 828K 1112K sleep 0:00 0.00% 0.00% tcsh
127 root 10 0 129M 8388K sleep 0:00 0.00% 0.00% mount_mfs
204 root 10 0 220K 424K sleep 0:00 0.00% 0.00% cron
1 root 10 0 312K 192K sleep 0:00 0.00% 0.00% init
208 root 3 0 48K 432K sleep 0:00 0.00% 0.00% getty
210 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty
209 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty
211 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty
217 nobody 2 0 1616K 1272K sleep 0:00 0.00% 0.00% httpd
184 root 2 0 336K 580K sleep 0:00 0.00% 0.00% sshd
201 root 2 0 76K 456K sleep 0:00 0.00% 0.00% inetd

At first, it should seem rather obvious which process is hogtlie system, however, what is interesting
in this case is why. The bonnie program is a disk benchmatkibizh can write large files in a variety
of sizes and ways. What the previous output indicates is thialithe bonnie program is a CPU hog, but
not why.

18.3.1.1 Other Neat Things About Top

A careful examination of the manual page top(1) shows trexktis a lot more that can be done with top,
for example, processes can have their priority changed #led.kAdditionally, filters can be set for
looking at processes.

18.3.2 The sysstat utility

As the man page sysstat(1) indicates, the sysstat utildwsla variety of system statistics using the
curses library. While it is running the screen is shown in paots, the upper window shows the current
load average while the lower screen depends on user commimelexception to the split window view
is when vmstat display is on which takes up the whole screaliowing is what sysstat looks like on a
fairly idle system with no arguments given when it was invitke

/o /a1 /2 /3 /M4 /5 /6 [T /8 /9 J10
Load Average |

/0 /10 /20 /30 /40 /50 /60 /70 /80 /90 /100
<idle> XXXXXXXXXXXXXXHXXXXXXXKX XXX XX XXX X XXX XXX HKHKXKXX

Basically a lot of dead time there, so now have a look with sangements provided, in this case,
sysstat inet.tcpwhich looks like this:

/o /1 /g2 13 /4 /5 /6 [/ /8 /9 J10
Load Average |

0 connections initiated 19 total TCP packets sent
0 connections accepted 11 data
0 connections established 0 data (retransmit)
8  ack-only
0 connections dropped 0  window probes
0 in embryonic state 0  window updates
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0  on retransmit timeout 0 urgent data only
0 by keepalive 0 control
0 by persist
29 total TCP packets received
11 potential rtt updates 17 in sequence
11 successful rtt updates 0  completely duplicate
9 delayed acks sent 0 with some duplicate data
0 retransmit timeouts 4 out of order
0 persist timeouts 0  duplicate acks
0 keepalive probes 11  acks
0 keepalive timeouts 0  window probes

0  window updates

Now that is informative. The first poll is accumulative, s@sipossible to see quite a lot of information in
the output when sysstat is invoked. Now, while that may beresting, how about a look at the buffer
cache withsysstat bufcache

/o /a1 /g2 13 /4 /5 /6 /1 /8 /9 /10
Load Average

There are 1642 buffers using 6568 kBytes of memory.

File System Bufs used % kB in use % Bufsize kB % Utll %

/ 877 53 6171 93 6516 99 94
Ivar/tmp 5 0 17 0 28 0 60
Total: 882 53 6188 94 6544 99

Again, a pretty boring system, but great information to hawvailable. While this is all nice to look at, it

is time to put a false load on the system to see how sysstateasdu as a performance monitoring tool.
As with top, bonnie++ will be used to put a high load on the I[®%ystems and a little on the CPU. The
bufcache will be looked at again to see of there are any rattledifferences:

/0 /1 12 /3 14 /5 /6 17 /8 /9 /10
Load Average 1

There are 1642 buffers using 6568 kBytes of memory.

File System Bufs used % kB in use % Bufsize kB % Utl %
/ 811 49 6422 97 6444 98 99
Total: 811 49 6422 97 6444 98

First, notice that the load average shot up, this is to bearpef course, then, while most of the
numbers are close, notice that utilization is at 99%. Thhaud the time that bonnie++ was running the
utilization percentage remained at 99, this of course ma&ese, however, in a real troubleshooting
situation, it could be indicative of a process doing hea®@adh one particular file or filesystem.
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18.4 Monitoring Tools

In addition to screen oriented monitors and tools, the NEBXBgstem also ships with a set of command
line oriented tools. Many of the tools that ship with a NetB§Btem can be found on other UNIX and
UNIX-like systems.

18.4.1 fstat

The fstat(1) utility reports the status of open files on th&emy, while it is not what many administrators
consider a performance monitor, it can help find out if a paféir user or process is using an inordinate
amount of files, generating large files and similar inforiomti

Following is a sample of some fstat output:

USER CMD PID FD MOUNT INUM MODE SZ|DV R/W
jrf tesh 21607  wd / 29772 drwxr-xr-x 512 r

jrf tcsh 21607 3 * unix stream c057acc0<-> c0553280

jrf tesh 21607 4 x unix stream c0553280 <-> c057accO

root sshd 21597  wd / 2 drwxr-xr-x 512 r

root sshd 21597 0/ 11921 crw-rw-rw- null rw

nobody  httpd 5032 wd / 2 drwxr-xr-x 512 r

nobody  httpd 5032 0/ 11921 crw-rw-rw- null r

nobody  httpd 5032 1/ 11921 crw-rw-rw- null w

nobody  httpd 5032 2/ 15890 -rw-r--r-- 353533 rw

The fields are pretty self explanatory, again, this tool e/hibt as performance oriented as others, can
come in handy when trying to find out information about filegesa

18.4.2 iostat

The iostat(8) command does exactly what it sounds like piores the status of the 1/0 subsystems on the
system. When iostat is employed, the user typically runsth @ certain number of counts and an
interval between them like so:

$ iostat 55

tty wd0 cdo fdo md0 cpu
tin tout KB/t t/s MB/s KB/t t/s MB/s KB/t t/s MB/s KB/t t/s MB/s us ni sy in id
0 1 513 1000 000 O0O00O0 000 OOOO OO0 O0OOOO O O O O 100
0O 54 000 0000 000 OOOO 000 0000 000 00O O O O O 100
0O 18 000 0000 000 O0OO0O 000 O0O00O0 000 00O O O O O 100
0O 18 800 0000 000 O0OO0O 000 0000 000 0000 O O O O 100
0O 28 000 0000 000 OOOO 000 O0O00O0 000 00O O O O O 100

The above output is from a very quiet ftp server. The fieldsasgnt the various I/O devices, the tty
(which, ironically, is the most active because iostat iing), wd0 which is the primary IDE disk, cdO,
the cdrom drive, fd0, the floppy and the memory filesystem.

Now, let's see if we can pummel the system with some heavyeauddrst, a large ftp transaction
consisting of a tarball of netbsd-current source along thighbonnie++ disk benchmark program
running at the same time.
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$ iostat 55

tty wd0 cd0 fdo md0 cpu
tin tout KB/t t/s MB/s KB/t t/s MB/s KB/t t/s MB/s KB/t t/s MB/s us ni sy in id
0 1 568 1000 000 0000 000 O0O0OOO 000 O0O0O0OO O O O O 100
0O 54 61.03 150 892 000 O0000 000 O0O0O0O 000 0000 1 018 478
0 26 63.14 157 9.71 000 0000 000 O0O00O0O 000 0000 1 020 475
0O 204358 26 112 000 0000 000 O0O00O0 OO0 OOOO O O 9 288
0O 28 1949 82 155 000 0000 000 0000 ©00O0 O0O0O0 1 O 7 389

As can be expected, notice that wd0 is very active, what &sé@sting about this output is how the
processor’s /O seems to rise in proportion to wd0. This regdexfect sense, however, it is worth noting
that only because this ftp server is hardly being used cdrbthabserved. If, for example, the cpu I/1O
subsystem was already under a moderate load and the disksgerinavas under the same load as it is
now, it could appear that the cpu is bottlenecked when inifasbuld have been the disk. In such a case,
we can observe that "one tool" is rarely enough to completelyze a problem. A quick glance at
processes probably would tell us (after watching iostatgtvprocesses were causing problems.

18.4.3 ps

Using the ps(1) command or process status, a great deabofmafion about the system can be
discovered. Most of the time, the ps command is used to &salatarticular process by name, group,
owner etc. Invoked with no options or arguments, ps simpilytpiout information about the user
executing it.

$ ps

PID TT STAT TIME COMMAND
21560 pO Is  0:00.04 -tcsh
21564 pO I+  0:00.37 ssh jrf.odpn.net
21598 p1 Ss  0:00.12 -tcsh
21673 pl R+ 0:00.00 ps
21638 p2 Is+ 0:00.06 -tcsh

Not very exciting. The fields are self explanatory with theeption of STAT which is actually the state a
process is in. The flags are all documented in the man pageMsown the above example, | isidle, S is
sleeping, R is runnable, the + means the process is in a faradrstate, and the s means the processis a
session leader. This all makes perfect sense when lookihg &ags, for example, PID 21560 is a shell,

it is idle and (as would be expected) the shell is the proczsidr.

In most cases, someone is looking for something very speeiffee process listing. As an example,
looking at all processes is specified with -a, to see all e plus those without controlling terminals
is -ax and to get a much more verbose listing (basically gkérg plus information about the impact
processes are having) aux:

# ps aux
USER PID %CPU %MEM VSZ RSS TT STAT STARTED TIME COMMAND
root 0 0.0 9.6 0 6260 ?? DLs 16Jul02 0:01.00 (swapper)

root 23362 0.0 0.8 144 488 ?? S 12:38PM 0:00.01 ftpd -l

root 23328 0.0 04 428 280 pl S 12:34PM 0:00.04 -csh

jrf 23312 0.0 138 828 1132 pl Is  12:32PM 0:00.06 -tcsh

root 23311 0.0 1.8 388 1156 ?? S 12:32PM 0:01.60 sshd: jrf@tty pl
jrf 21951 0.0 1.7 244 1124 p0 S+ 4:22PM 0:02.90 ssh jrf.odpn.n et
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jrf 21947 0.0 1.7 828 1128 pO Is 4:21PM 0:00.04 -tcsh
root 21946 0.0 1.8 388 1156 ?? S 4:21PM 0:04.94 sshd: jrf@ttyp 0
nobody 5032 0.0 2.0 1616 1300 ?7? | 19Jul02 0:00.02 /usr/pkgls bin/httpd

Again, most of the fields are self explanatory with the exicepdf VSZ and RSS which can be a little
confusing. RSS is the real size of a process in 1024 byte whils VSZ is the virtual size. This is all
great, but again, how can ps help? Well, for one, take a lothisimodified version of the same output:

# ps aux
USER PID %CPU %MEM VSZ RSS TT STAT STARTED TIME COMMAND
root 0 0.0 9.6 0 6260 ?? DLs 16Jul02 0:01.00 (swapper)

root 23362 0.0 0.8 144 488 ?? S 12:38PM 0:00.01 ftpd -I
root 23328 0.0 04 428 280 pl1 S 12:34PM 0:00.04 -csh
jrf 23312 0.0 138 828 1132 pl Is 12:32PM 0:00.06 -tcsh

root 23311 0.0 1.8 388 1156 ?? S 12:32PM 0:01.60 sshd: jrf@tty pl
jrf 21951 0.0 1.7 244 1124 p0 S+ 4:22PM 0:02.90 ssh jrf.odpn.n et
jrf 21947 0.0 1.7 828 1128 pO Is 4:21PM 0:00.04 -tcsh

root 21946 0.0 1.8 388 1156 ?? S 4:21PM 0:04.94 sshd: jrf@ttyp 0

nobody 5032 9.0 2.0 1616 1300 ?7? | 19Jul02 0:00.02 /usr/pkg/s bin/httpd

Given that on this server, our baseline indicates a relgtiyeiet system, the PID 5032 has an unusually
large amount of %CPU. Sometimes this can also cause high Hiwiibers. The ps command can be
grepped on for PIDs, username and process hame and hendeglokldown processes that may be
experiencing problems.

18.4.4 vmstat

Using vmstat(1), information pertaining to virtual memagn be monitored and measured. Not unlike
iostat, vmstat can be invoked with a count and interval.dvalhg is some sample output using 5 5 like
the iostat example:

# vmstat 5 5
procs  memory page disks faults cpu

rbw avm fre flt re pi po fr sr w0 cO f0O mO in sy c¢s us sy id

0 7 0 17716 33160 2 0 0 0 0 0 1 0 0 0 105 15 4 0 0 100
0 7 0 17724 33156 2 0 0 0 0 0 1 0 0O 0 109 6 3 0 0 100
0 7 0 17724 33156 1 0 O 0 0 0 1 0 0O 0 105 6 3 0 0 100
0 7 0 17724 33156 1 0 O 0 0 0 0 0 0 0 107 6 3 0 0 100
0 7 0 17724 33156 1 0 O 0 0 0O 0 0 0O 0 105 6 3 0 0 100

Yet again, relatively quiet, for posterity, the exact sameelthat was put on this server in the iostat
example will be used. The load is a large file transfer and ¢mnlke benchmark program.

# vimstat 5 5
procs memory page disks faults cpu
rbw awm fre flt re pi po fr srwOcOfOmO in sy cs ussyid

1 8 0 18880 31968 2 0 O 0 0 0 1 0 0 O 105 15 4 0 0 100
0 8 0 18888 31964 2 0 0 0 0 0 130 0 O O 1804 5539 1094 31 22 47
1 7 0 18888 31964 1 0 O 0 0 0 130 0 O 0 1802 5500 1060 36 16 49
1 8 0 18888 31964 1 0 O 0 0 0160 0O O O 1849 5905 1107 21 22 57
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1 7 0 18888 31964 1 0 O 0 0 0175 0 O O 1893 6167 1082 1 25 75

Just a little different. Notice, since most of the work wa3 based, the actual memory used was not very
much. Since this system uses mfs fiarp , however, it can certainly get beat up. Have a look at this:

# vimstat 5 5
procs memory page disks faults cpu
rbw awm fre flt re pi po fr srwOcOfOmO in sy cs ussyid

0 2 0 99188 500 2 0 O 0 0 0 1 0 0 0 105 16 4 0 O 100
0 2 0111596 436 592 0 587 624 586 1210 624 O O O 741 883 1088 0 11 89
0 3 0123976 784 666 0 662 643 683 1326 702 O O O 828 993 1237 0 12 88
0 2 0134692 1236 581 0 571 563 595 1158 599 0 0 O 722 863 1066 0O 9 90
2 0 0142860 912 433 0 406 403 405 808 429 0 O O 552 602 768 0O 7 93

Pretty scary stuff. That was created by running bonnieip on a memory based filesystem. If it
continued for too long, it is possible the system could haaged thrashing. Notice that even though the
VM subsystem was taking a beating, the processors still wetrgetting too battered.

18.5 Network Tools

Sometimes a performance problem is not a particular maghiisehe network or some sort of device
on the network such as another host, a router etc. What otaehimes that provide a service or some
sort of connectivity to a particular NetBSD system do and ltlosy act can have a very large impact on
performance of the NetBSD system itself, or the perceptfgedormance by users. A really great
example of this is when a DNS server that a NetBSD machindng ssiddenly disappears. Lookups
take long and they eventually fail. Someone logged into telBSD machine who is not experienced
would undoubtedly (provided they had no other evidencahblthe NetBSD system. One of my
personal favorites, “the Internet is broke” usually meatisee DNS service or a router/gateway has
dropped offline. Whatever the case may be, a NetBSD systerasadequately armed to deal with
finding out what network issues may be cropping up whethefathk of the local system or some other
issue.

18.5.1 ping

The classic ping(8) utility can tell us if there is just pl@ionnectivity, it can also tell if host resolution
(depending on howsswitch.conf dictates) is working. Following is some typical ping outpuata
local network with a count of 3 specified:

# ping -c 3 marie
PING marie (172.16.14.12): 56 data bytes

64 bytes from 172.16.14.12: icmp_seq=0 ttI=255 time=0.571 ms
64 bytes from 172.16.14.12: icmp_seqg=1 ttI=255 time=0.361 ms
64 bytes from 172.16.14.12: icmp_seq=2 ttI=255 time=0.371 ms

----marie PING Statistics----
3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.361/0.434/0.571/0.11 8 ms
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Not only does ping tell us if a host is alive, it tells us howdahtook and gives some nice details at the
very end. If a host cannot be resolved, just the IP addresbeapecified as well:

# ping -c 1 172.16.20.5
PING ash (172.16.20.5): 56 data bytes
64 bytes from 172.16.20.5: icmp_seq=0 ttI=64 time=0.452 ms

----ash PING Statistics----
1 packets transmitted, 1 packets received, 0.0% packet loss

round-trip min/avg/max/stddev = 0.452/0.452/0.452/0.00 0 ms

Now, not unlike any other tool, the times are very subjecgpecially in regards to networking. For
example, while the times in the examples are good, take adbtile localhost ping:

# ping -c 4 |ocal host
PING localhost (127.0.0.1): 56 data bytes

64 bytes from
64 bytes from
64 bytes from
64 bytes from

127.0.0.1:
127.0.0.1:
127.0.0.1:
127.0.0.1:

icmp_seq=0 ttl=255 time=0.091
icmp_seq=1 ttI=255 time=0.129
icmp_seq=2 ttl=255 time=0.120
icmp_seq=3 ttl=255 time=0.122

ms
ms
ms
ms

----localhost PING Statistics----
4 packets transmitted, 4 packets received, 0.0% packet loss

round-trip min/avg/max/stddev = 0.091/0.115/0.129/0.01 7 ms

Much smaller because the request never left the machings Bam be used to gather information about
how well a network is performing. It is also good for problesolation, for instance, if there are three
relatively close in size NetBSD systems on a network and éttgeon simply has horrible ping times,
chances are something is wrong on that one particular machin

18.5.2 traceroute

The traceroute(8) command is great for making sure a patraitahle or detecting problems on a
particular path. As an example, here is a trace between tra@e ftp server and ftp.NetBSD.org:

# traceroute ftp. NetBSD. org

traceroute to ftp.NetBSD.org (204.152.184.75), 30 hops ma X, 40 byte packets

1 208.44.95.1 (208.44.95.1) 1.646 ms 1.492 ms 1.456 ms

2 63.144.65.170 (63.144.65.170) 7.318 ms 3.249 ms 3.854 ms

3 chcg01-edgel8.il.inet.gwest.net (65.113.85.229) 35.9 82 ms 28.667 ms 21.971 ms
4 chcg01l-coreOl.il.inet.qwest.net (205.171.20.1) 22.60 7 ms 26.242 ms 19.631 ms
5 snvaOl-coreOl.ca.inet.qwest.net (205.171.8.50) 78.58 6 ms 70585 ms 84.779 ms
6 snvaOl-core03.ca.inet.qwest.net (205.171.14.122) 69. 222 ms 85.739 ms 75.979 ms
7 paix01-brdr02.ca.inet.qwest.net (205.171.205.30) 83. 882 ms 67.739 ms 69.937 ms
8 198.32.175.3 (198.32.175.3) 72.782 ms 67.687 ms 73.320 ms

9 s0-1-0-0.orpa8.pf.isc.org (192.5.4.231) 78.007 ms 81.8 60 ms 77.069 ms

10 tunO.orrc5.pfisc.org (192.5.4.165) 70.808 ms 75.151 m s 81.485 ms

11 ftp.NetBSD.org (204.152.184.75) 69.700 ms 69.528 ms 77. 788 ms

All'in all, not bad. The trace went from the host to the localtey, then out onto the provider network
and finally out onto the Internet looking for the final destioa. How to interpret traceroutes, again, are
subjective, but abnormally high times in portions of a path mdicate a bottleneck on a piece of
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network equipment. Not unlike ping, if the host itself is gast, run traceroute from another host to the
same destination. Now, for the worst case scenario:

# traceroute www. m crosoft.com
traceroute: Warning: www.microsoft.com has multiple addr
traceroute to www.microsoft.akadns.net (207.46.230.220

esses; using 207.46.230.220
), 30 hops max, 40 byte packets

1 208.44.95.1 (208.44.95.1) 2517 ms 4.922 ms 5.987 ms

2 63.144.65.170 (63.144.65.170) 10.981 ms 3.374 ms 3.249 ms

3 chcg01-edgel8.il.inet.gwest.net (65.113.85.229) 37.8 10 ms 37.505 ms 20.795 ms
4 chcg01l1-core03.il.inet.qwest.net (205.171.20.21) 36.9 87 ms 32.320 ms 22.430 ms
5 chcg01-brdr03.il.inet.qwest.net (205.171.20.142) 33. 155 ms 32.859 ms 33.462 ms
6 205.171.1.162 (205.171.1.162) 39.265 ms 20.482 ms 26.084 ms

7  sl-bb24-chi-13-0.sprintlink.net (144.232.26.85) 26.6 8l ms 24.000 ms 28.975 ms
8 sl-bb21-sea-10-0.sprintlink.net (144.232.20.30) 65.3 29 ms 69.694 ms 76.704 ms
9 sl-bb21-tac-9-1.sprintlink.net (144.232.9.221) 65.65 9 ms 66.797 ms 74.408 ms
10 144.232.187.194 (144.232.187.194) 104.657 ms 89.958 ms 91.754 ms

11 207.46.154.1 (207.46.154.1) 89.197 ms 84.527 ms 81.629 m s

12 207.46.155.10 (207.46.155.10) 78.090 ms 91.550 ms 89.48 0 ms

13 * Kk ok

In this case, the Microsoft server cannot be found eitheabse of multiple addresses or somewhere
along the line a system or server cannot reply to the infdonaiequest. At that point, one might think to
try ping, in the Microsoft case, a ping does not reply, thditasause somewhere on their network ICMP
is most likely disabled.

18.5.3 netstat

Another problem that can crop up on a NetBSD system is rotéibig issues. These issues are not
always the systems fault. The route(8) and netstat(1) cardsiean show information about routes and
network connections (respectively).

The route command can be used to look at and modify routirlggathile netstat can display
information about network connections and routes. Firstelis some output from route show:

# route show
Routing tables

Internet:

Destination Gateway Flags
default 208.44.95.1 UG
loopback 127.0.0.1 uG
localhost 127.0.0.1 UH
172.15.13.0 172.16.14.37 uG
172.16.0.0 link#2 U
172.16.14.8 0:80:d3:cc:2c:0 UH
172.16.14.10 link#2 UH
marie 0:10:83:f9:6f:2c UH
172.16.14.37 0:5:32:8f:d2:35 UH
172.16.16.15 link#2 UH
loghost 8:0:20:a7:f0:75 UH
artemus 8:0:20:a8:d:7e UH
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ash 0:b0:d0:de:49:df  UH
208.44.95.0 link#1 U
208.44.95.1 0:4:27:3:94:20 UH
208.44.95.2 0:5:32:8f:d2:34 UH
208.44.95.25 0:c0:4f:10:79:92 UH
Internet6:

Destination Gateway Flags
default localhost UG
default localhost UG
localhost localhost UH
:127.0.0.0 localhost UG
:224.0.0.0 localhost UG
:255.0.0.0 localhost UG
+ffff:0.0.0.0 localhost UG
2002:: localhost UG
2002:7f00:: localhost UG
2002:e000:: localhost UG
2002:ff00:: localhost UG
fe80:: localhost UG
fe80::%ex0 link#1 U
fe80::%ex1 link#2 U
fe80::%l00 fe80::1%lIo0 U
fecO:: localhost UG
ffol:: localhost U
ff02::%ex0 link#1 U
ff02::%ex1 link#2 U
ff02::%I00 fe80::1%l00 U

The flags section shows the status and whether or not it isssvggt In this case we see U, Hand G (U is
up, His host and G is gateway, see the man page for additiagg)fl

Now for some netstat output using the -r (routing) and -n\ishetwork numbers) options:

Routing tables

Internet:

Destination Gateway Flags Refs Use Mtu  Interface

default 208.44.95.1 UGS 0 330309 1500 ex0

127 127.0.0.1 UGRS 0 0 33228 1Io0

127.0.0.1 127.0.0.1 UH 1 1624 33228 100

172.15.13/24 172.16.14.37 UGS 0 0 1500 exl

172.16 link#2 ucC 13 0 1500 exl

Internet6:

Destination Gateway Flags Refs Use
Mtu Interface

/104 w1 UGRS 0 0

33228 o0 =>

::/96 w1 UGRS 0 0

The above output is a little more verbose. So, how can thig?hlell, a good example is when routes
between networks get changed while users are connected thisshappen several times when someone
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was rebooting routers all day long after each change. Saveges called up saying they were getting
kicked out and it was taking very long to log back in. As it tedout, the clients connecting to the
system were redirected to another router (which took a Ty foute) to reconnect. | observed the M
flag or Modified dynamically (by redirect) on their conneatol deleted the routes, had them reconnect
and summarily followed up with the offending technician.

18.5.4 tcpdump

Last, and definitely not least is tcpdump(8), the networKenihat can retrieve a lot of information. In
this discussion, there will be some sample output and araagfibn of some of the more useful options
of tcpdump.

Following is a small snippet of tcpdump in action just asairtst:

# tcpdunp

tcpdump: listening on ex0

14:07:29.920651 mail.ssh > 208.44.95.231.3551: P 2951836 801:2951836845(44) ack 2
476972923 win 17520 <nop,nhop,timestamp 1219259 128519450 > [tos 0x10]
14:07:29.950594 12.125.61.34 > 208.44.95.16: ESP(spi=25 48773187,seq=0x3e8c) (DF)
14:07:29.983117 smtp.somecorp.com.smtp > 208.44.95.30. 42828: . ack 420285166 win
16500 (DF)

14:07:29.984406 208.44.95.30.42828 > smtp.somecorp.com .smtp: . 1:1376(1375) ack O

win 7431 (DF)

Given that the particular server is a mail server, what iswhmakes perfect sense, however, the utility
is very verbose, | prefer to initially run tcpdump with no impis and send the text output into a file for
later digestion like so:

# tcpdunp > tcpdunp. out
tcpdump: listening on ex0

So, what precisely in the mish mosh are we looking for? Intslamrything that does not seem to fit, for
example, messed up packet lengths (as in a lot of them) vaillvalp as improper lens or malformed
packets (basically garbage). If, however, we are lookimgfanething specific, tcpdump may be able to
help depending on the problem.

18.5.4.1 Specific tcpdump Usage
These are just examples of a few things one can do with tcpdump

Look for duplicate IP addresses:
tcpdunp -e host ip-address
For example:

tcpdunp -e host 192.168.0.2
Routing Problems:

tcpdunp icnp
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There are plenty of third party tools available, howevetB&D comes shipped with a good tool set for
tracking down network level performance problems.

18.6 Accounting

The NetBSD system comes equipped with a great deal of peaiscenmonitors for active monitoring,
but what about long term monitoring? Well, of course the atigd a variety of commands can be sent to
files and re-parsed later with a meaningful shell script ogpam. NetBSD does, by default, offer some
extraordinarily powerful low level monitoring tools foreélprogrammer, administrator or really astute
hobbyist.

18.6.1 Accounting

While accounting gives system usage at an almost userlaal] kernel profiling with gprof provides
explicit system call usage.

Using the accounting tools can help figure out what possiéteopmance problems may be laying in
wait, such as increased usage of compilers or network ss¥iec example.

Starting accounting is actually fairly simple, as root, tleeaccton(8) command. The syntax to start
accounting isaccton filename

Where accounting information is appended to filename, nmangely enough, the lastcomm command
which reads from an accounting output file, by default, lookisar/account/acct so | tend to just
use the default location, however, lastcomm can be tolddak &sewhere.

To stop accounting, simply type accton with no arguments.

18.6.2 Reading Accounting Information

To read accounting information, there are two tools thatlmnsed:

« lastcomm(1)

. sa(8)

18.6.2.1 lastcomm

The lastcomm command shows the last commands executeddn likd all of them. It can, however,
select by user, here is some sample output:

$ lastcomm jrf

last - jrf ttyp3 0.00 secs Tue Sep 3 14:39 (0:00:00.02)
man - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:01:49.03)
sh - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:01:49.03)
less - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:01:49.03)
lastcomm - jrf ttyp3 0.02 secs Tue Sep 3 14:38 (0:00:00.02)
stty - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:00:00.02)
tset - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:00:01.05)
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hostname - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:00:00.02)
Is - jrf ttyp0 0.00 secs Tue Sep 3 14:36 (0:00:00.00)

Pretty nice, the lastcomm command gets its information filmendefault location of /var/account/acct,
however, using the -f option, another file may be specified.

As may seem obvious, the output of lastcomm could get a hittkevy on large multi user systems. That
is where sa comes into play.

18.6.2.2 sa

The sa command (meaning "print system accounting statiytian be used to maintain information. It
can also be used interactively to create reports. Follovgittige default output of sa:

$ sa
77 18.62re 0.02cp 8avio 0Ok
3 4.27re 0.01cp 45avio Ok  ispell
2 0.68re 0.00cp 33avio Ok  mutt
2 1.09re 0.00cp 23avio Ok i
10 0.61re 0.00cp 7avio Ok **x other
2 0.01re 0.00cp 29avio Ok  exim
4 0.00re 0.00cp 8avio Ok  lastcomm
2 0.00re 0.00cp 3avio Ok  atrun
3 0.03re 0.00cp lavio Ok  cron *
5 0.02re 0.00cp 10avio Ok  exim *
10 3.98re 0.00cp 2avio Ok less
11 0.00re 0.00cp Oavio Ok Is
9 3.95re 0.00cp 12avio Ok  man
2 0.00re 0.00cp 4avio Ok sa
12 3.97re 0.00cp lavio Ok  sh

From left to right, total times called, real time in minuteam of user and system time, in minutes,
Average number of 1/0O operations per execution, size, congmame.

The sa command can also be used to create summary files otsrbpsed on some options, for example,
here is the output when specifying a sort by CPU-time avena@®ory usage:

$ sa -k

86 30.81re 0.02cp 8avio 0k

10 0.61re 0.00cp 7avio Ok **x other
2 0.00re 0.00cp 3avio Ok  atrun
3 0.03re 0.00cp lavio Ok  cron *
2 0.01re 0.00cp 29avio Ok  exim
5 0.02re 0.00cp 10avio Ok  exim *
3 4.27re 0.01cp 45avio Ok  ispell
4 0.00re 0.00cp 8avio Ok  lastcomm
12 8.04re 0.00cp 2avio Ok  less

13 0.00re 0.00cp Oavio Ok Is

11 8.01lre 0.00cp 12avio Ok  man
2 0.68re 0.00cp 33avio Ok  mutt
3 0.00re 0.00cp 4avio Ok sa
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14 8.03re 0.00cp lavio Ok  sh
2 1.09re 0.00cp 23avio Ok i

The sa command is very helpful on larger systems.

18.6.3 How to Put Accounting to Use

Accounting reports, as was mentioned earlier, offer a wayetp predict trends, for example, on a
system that has cc and make being used more and more mayténtiagin a few months some changes
will need to be made to keep the system running at an optimueh l&nother good example is web
server usage. If it begins to gradually increase, againgssort of action may need to be taken before it
becomes a problem. Luckily, with accounting tools, saidastcan be reasonably predicted and planned
for ahead of time.

18.7 Kernel Profiling

Profiling a kernel is normally employed when the goal is to pane the difference of new changes in the
kernel to a previous one or to track down some sort of low lpeeformance problem. Two sets of data
about profiled code behavior are recorded independentigtion call frequency and time spent in each
function.

18.7.1 Getting Started

First, take a look at botBection 18.@andChapter 31The only difference in procedure for setting up a
kernel with profiling enabled is when you run config add theppian. The build area is
.Jcompile/<KERNEL_NAME>.PROF , for example, a GENERIC kernel would be
../compile/GENERIC.PROF

Following is a quick summary of how to compile a kernel witlofiling enabled on the i386 port, the
assumptions are that the appropriate sources are availatdég/usr/src ~ and the GENERIC
configuration is being used, of course, that may not alwayhésituation:

l.cd /usr/src/sys/arch/i 386/ conf
2.config -p GENERIC

3.cd ../ conpil e/ GENERI C. PROF
4.make depend && nmake

5.cp /netbsd /netbsd.old

6.cp netbsd /

7.reboot

Once the new kernel is in place and the system has rebootgdinite to turn on the monitoring and start
looking at results.
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18.7.1.1 Using kgmon
To start kgmon:

$ kgnon -Db
kgmon: kernel profiling is running.

Next, send the data into the figgnon.out :

$ kgnon -p

Now, it is time to make the output readable:
$ gprof /netbsd > gprof.out

Since gmon is looking fogmon.out , it should find it in the current working directory.

By just running kgmon alone, you may not get the information need, however, if you are comparing
the differences between two different kernels, then a kngaad baseline should be used. Note that it is
generally a good idea to stress the subsystem if you know ivisatoth in the baseline and with the
newer (or different) kernel.

18.7.2 Interpretation of kgmon Output

Now that kgmon can run, collect and parse information, itnetto actually look at some of that
information. In this particular instance, a GENERIC kerigeunning with profiling enabled for about an
hour with only system processes and no adverse load, in tiftérfaertion section, the example will be
large enough that even under a minimal load detection of tblelem should be easy.

18.7.2.1 Flat Profile

The flat profile is a list of functions, the number of times thesre called and how long it took (in
seconds). Following is sample output from the quiet system:

Flat profile:

Each sample counts as 0.01 seconds.

% cumulative self self total

time seconds seconds calls ns/call ns/call name

99.77 163.87 163.87 idle

0.03 163.92 0.05 219 228310.50 228354.34 _wdc_ata_bio_sta rt
0.02 163.96 0.04 219 182648.40 391184.96 wdc_ata_bio_intr
0.01 163.98 0.02 3412 5861.66 6463.02 pmap_enter

0.01 164.00 0.02 548 36496.35 36496.35 pmap_zero_page
0.01 164.02 0.02 Xspllower
0.01 164.03 0.01 481968 20.75 20.75 gettick

0.01 164.04 0.01 6695 1493.65 1493.65 VOP_LOCK

0.01 164.05 0.01 3251 3075.98 21013.45 syscall_plain

As expected, idle was the highest in percentage, howeese there still some things going on, for
example, a little further down there is thie_lockfunction:
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0.00 164.14 0.00 6711 0.00 0.00 VOP_UNLOCK

0.00 164.14 0.00 6677 0.00 1493.65 vn_lock
0.00 164.14 0.00 6441 0.00 0.00 genfs_unlock

This is to be expected, since locking still has to take plemgardless.

18.7.2.2 Call Graph Profile

The call graph is an augmented version of the flat profile shgwubsequent calls from the listed
functions. First, here is some sample output:

Call graph (explanation follows)

granularity: each sample hit covers 4 byte(s) for 0.01% of 16 4.14 seconds
index % time self children called name
<spontaneous>
[1] 99.8 163.87 0.00 idle [1]
<spontaneous>
[2] 0.1 0.01 0.08 syscalll [2]
0.01 0.06 3251/3251 syscall_plain [7]
0.00 0.01 414/1660 trap [9]
0.00 0.09 219/219 Xintrl4 [6]
[3] 0.1 0.00 0.09 219 pciide_compat_intr [3]
0.00 0.09 219/219 wdcintr [5]

Now this can be a little confusing. The index number is magpdrbm the trailing number on the end of
the line, for example,

0.00 0.01 85/85 dofilewrite [68]
[72] 0.0 0.00 0.01 85 soo_write [72]
0.00 0.01 85/89 sosend [71]

Here we see that dofilewrite was called first, now we can lodkeindex number for 64 and see what
was happening there:

0.00 0.01 101/103 ffs_full_fsync <cycle 6> [58]
[64] 0.0 0.00 0.01 103 bawrite [64]
0.00 0.01 103/105 VOP_BWRITE [60]

And so on, in this way, a "visual trace" can be established.
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At the end of the call graph right after the terms section igdex by function name which can help
map indexes as well.

18.7.3 Putting it to Use

In this example, | have modified an area of the kernel | knowaevéate a problem that will be blatantly
obvious.

Here is the top portion of the flat profile after running thetegsfor about an hour with little interaction
from users:

Flat profile:

Each sample counts as 0.01 seconds.

% cumulative self self total

time  seconds  seconds calls us/call us/call name

93.97 139.13  139.13 idle
5.87 147.82 8.69 23 377826.09 377842.52 check_exec
0.01 147.84 0.02 243 82.30 82.30 pmap_copy_page
0.01 147.86 0.02 131 152.67 152.67 _wdc_ata_bio_start
0.01 147.88 0.02 131  152.67 271.85 wdc_ata_bio_intr
0.01 147.89 0.01 4428 2.26 2.66 uvn_findpage
0.01 147.90 0.01 4145 2.41 2.41 uvm_pageactivate
0.01 147.91 0.01 2473 4.04 3532.40 syscall_plain
0.01 147.92 0.01 1717 5.82 5.82 i486_copyout
0.01 147.93 0.01 1430 6.99 56.52 uvm_fault
0.01 147.94 0.01 1309 7.64 7.64 pool_get
0.01 147.95 0.01 673 14.86 38.43 genfs_getpages
0.01 147.96 0.01 498 20.08 20.08 pmap_zero_page
0.01 147.97 0.01 219 45.66 46.28 uvm_unmap_remove
0.01 147.98 0.01 111 90.09 90.09 selscan

As is obvious, there is a large difference in performancghRoff the bat the idle time is noticeably less.
The main difference here is that one particular functiondhksge time across the board with very few
calls. That function i€heck_exedNhile at first, this may not seem strange if a lot of commaraits h
been executed, when compared to the flat profile of the firssureanent, proportionally it does not
seem right:

0.00 164.14 0.00 37 0.00 62747.49 check_exec

The call in the first measurement is made 37 times and hasex petformance. Obviously something in
or around that function is wrong. To eliminate other funeipa look at the call graph can help, here is
the first instance ofheck exec

0.00 8.69 23/23 syscall_plain [3]
[4] 5.9 0.00 8.69 23 sys_execve [4]
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8.69 0.00 23/23 check_exec [5]
0.00 0.00 20/20 elf32_copyargs [67]

Notice how the time of 8.69 seems to affect the two previoustions. It is possible that there is
something wrong with them, however, the next instanceheick_exeseems to prove otherwise:

8.69 0.00 23/23 sys_execve [4]
[5] 5.9 8.69 0.00 23 check_exec [5]

Now we can see that the problem, most likely, resideshieck_exedOf course, problems are not always
this simple and in fact, here is the simpleton code that weesrtad right aftecheck _exe(the function is

in sys/kern/kern_exec.c ):
/= A Cheap fault insertion */
for (x = 0; x < 100000000; x++) {
y =X
}

Not exactly glamorous, but enough to register a large chauiitheprofiling.

18.7.4 Summary

Kernel profiling can be enlightening for anyone and providesuch more refined method of hunting
down performance problems that are not as easy to find usimgeotional means, it is also not nearly as
hard as most people think, if you can compile a kernel, yougeprofiling to work.

18.8 System Tuning

Now that monitoring and analysis tools have been addreggedime to look into some actual methods.
In this section, tools and methods that can affect how thiesyperforms that are applied without
recompiling the kernel are addressed, the next sectionieearkernel tuning by recompiling.

18.8.1 Using sysctl

The sysctl utility can be used to look at and in some casesslstem parameters. There are so many
parameters that can be viewed and changed they cannot &lbba $iere, however, for the first example
here is a simple usage of sysctl to look at the system PATH@mvient variable:

$ sysctl user.cs_path
user.cs_path = /usr/bin:/bin:/usr/sbin:/sbin:/usr/pkg /bin:/usr/pkg/sbin:/usr/local/bin:/usr/lo
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Fairly simple. Now something that is actually related tofpanance. As an example, lets say a system
with many users is having file open issues, by examining antgps raising the kern.maxfiles parameter
the problem may be fixed, but first, a look:

$ sysctl kern.maxfiles
kern.maxfiles = 1772

Now, to change it, as root with the -w option specified:

# sysctl -w kern. maxfil es=1972
kern.maxfiles: 1772 -> 1972

Note, when the system is rebooted, the old value will rettimere are two cures for this, first, modify
that parameter in the kernel and recompile, second (andesijrgald this line tdetc/sysctl.conf

kern.maxfiles=1972

18.8.2 memfs & softdeps

An operating system can often benefit from a few configuratitanges (along the same lines, it can also
be of great detriment). Two particular cases where systeformpeance can be changed are by using
memory based filesystems and/or soft updates.

18.8.2.1 Using memfs

When to use and not to use the memory based filesystem canderhkrge multi user systems. In
some cases, however, it makes pretty good sense, for exaonpedevelopment machine used by only
one developer at a time, the obj directory might be a goodeplaicsome of the tmp directories for
builds. In a case like that, it makes sense on machines thatehfair amount of RAM on them. On the
other side of the coin, if a system only has 16MB of RAM aved/tmp  is memfs based, there could be
severe applications issues that occur.

The GENERIC kernel has memfs enabled by default. To use itgartécular directory first determine
where the swap space is that you wish to use, in the examp@e&aslick look inetc/fstab indicates
that/dev/wd0Ob is the swap partition:

mail% cat /etc/fstab
/deviwdOa / ffs rw 1 1
/dev/iwdOb none swap sw 0 O
/kern /kern kernfs rw

This system is a mail server so | only want to usg with memfs, also on this particular system | have
linked/tmp to/varitmp to save space (they are on the same drive). All | need to dadished
following entry:

/dev/iwdOb /var/tmp mfs rw 0 O

Now, a word of warning, make sure said directories are emmpdyrething is using them when you
mount the memory file system! At this point | can eitineount -a or reboot the system.
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18.8.2.2 Using softdeps

Soft-dependencies is a mechanism that does not write na¢getaldisk immediately, but it is written in
an ordered fashion, which keeps the filesystem consistent.

Soft-dependencies can be enabled by adding softdep toekgdiem options ifetc/fstab . Let’s
look at an example oktc/fstab

/deviwdOa / ffs rw 1 1
/dev/iwdOb none swap sw 0 O
/deviwdOe /var ffs rw 1 2
/dev/iwdOf /tmp ffs rw 1 2
/deviwdOg /usr ffs rw 1 2

Suppose we want to enable soft-dependencies for all filessstexcept for the / partition. We would
change it to (changes are emphasized):

/deviwdOa / ffs rw 1 1
/dev/wdOb none swap sw 0 0

/deviwdOe /var ffs rw, softdep 1 2
/dev/wdOf /tmp ffs rw, softdep 1 2
/deviwdOg /usr ffs rw, softdep 1 2

More information about softdep capabilities can be foundhenauthor’s page
(http://www.mckusick.com/softdep/index.html).

18.8.3 LFS

LFS writes data to disk in a way that is sometimes too aggressid leads to congestion. Information
on how to throttle writing and finding the right parameteres available this
(http://mail-index.NetBSD.org/tech-perform/2007/0%/0000.html) and this
(http://mail-index.NetBSD.org/tech-perform/2007/0%/0001.html) mail.

18.9 Kernel Tuning

While many system parameters can be changed with sysctl; imganovements by using enhanced
system software, layout of the system and managing ser{riic@gng them in and out of inetd for
example) can be achieved as well. Tuning the kernel howeNigonovide better performance, even if it
appears to be marginal.

18.9.1 Preparing to Recompile a Kernel

First, get the kernel sources for the release as describ@dapter 29readingChapter 3for more
information on building the kernel is recommended. Not& ttocument can be used for -current tuning,
however, a read of the Tracking -current (http://www.NeiB&g/docs/current/) documentation should
be done first, much of the information there is repeated here.
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18.9.2 Configuring the Kernel

Configuring a kernel in NetBSD can be daunting. This is beeafisnultiple line dependencies within
the configuration file itself, however, there is a benefit is thethod and that is, all it really takes is an
ASCII editor to get a new kernel configured and some dmesgubutipe kernel configuration file is
undersrc/sys/arch/ARCH/conf where ARCH is your architecture (for example, on a SPARC it
would be undesrc/sys/arch/sparc/conf ).

After you have located your kernel config file, copy it and remfcomment out) all the entries you
don’t need. This is where dmesg(8) becomes your friend. Arctimesg(8)-output will show all of the
devices detected by the kernel at boot time. Using dmesg{@)i, the device options really needed can
be determined. For some automation, check the "adjustkeraekage.

18.9.2.1 Some example Configuration Items

In this example, an ftp server’s kernel is being reconfigioedin with the bare minimum drivers and
options and any other items that might make it run fasterifagat necessarily smaller, although it will
be). The first thing to do is take a look at some of the main cardition items. So, in
lusr/src/sys/arch/i386/conf the GENERIC file is copied to FTP, then the file FTP edited.

At the start of the file there are a bunch of options beginniitg maxusers, which will be left alone,
however, on larger multi-user systems it might be help toltaat value up a bit. Next is CPU support,
looking at the dmesg output this is seen:

cpu0: Intel Pentium ll/Celeron (Deschutes) (686-class), 4 00.93 MHz

Indicating that only the options 1686_CPU options needsstaded. In the next section, all options are
left alone except the PIC_DELAY which is recommended uniteissan older machine. In this case itis
enabled since the 686 is “relatively new.”

Between the last section all the way down to compat optioaetheally was no need to change anything
on this particular system. In the compat section, howekiergtare several options that do not need to be
enabled, again this is because this machine is strictly ageéfer, all compat options were turned off.

The next section is File systems, and again, for this semmsrfew need to be on, the following were left
on:

# File systems

file-system FFS # UFS

file-system LFS # log-structured file system

file-system MFS # memory file system

file-system CD9660 # 1SO 9660 + Rock Ridge file system
file-system FDESC # [dev/fd

file-system KERNFS # Ikern

file-system NULLFS # loopback file system

file-system PROCFS # Iproc

file-system UMAPFS # NULLFS + uid and gid remapping
options SOFTDEP # FFS soft updates support.

Next comes the network options section. The only optiortlefvere:

options INET # IP + ICMP + TCP + UDP
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options INET6 # IPV6
options IPFILTER_LOG # ipmon(8) log support

IPFILTER_LOG is a nice one to have around since the servébwitunning ipf.

The next section is verbose messages for various subsysigms this machine is already running and
had no major problems, all of them are commented out.

18.9.2.2 Some Drivers

The configurable items in the config file are relatively few aady to cover, however, device drivers are
a different story. In the following examples, two driverg @&xamined and their associated “areas” in the
file trimmed down. First, a small example: the cdrom, in dmésthe following lines:

cd0 at atapibusO drive 0: <CD-540E, , 1.0A> type 5 cdrom remov able

cd0: 32-bit data port

cd0: drive supports PIO mode 4, DMA mode 2, Ultra-DMA mode 2

pciideO: secondary channel interrupting at irq 15

cdO(pciide0:1:0): using PIO mode 4, Ultra-DMA mode 2 (using DMA data transfer

Now, it is time to track that section down in the configuratiie. Notice that the "cd"-drive is on an
atapibus and requires pciide support. The section thatiigerfest in this case is the kernel config’s "IDE
and related devices" section. It is worth noting at this pamand around the IDE section are also ISA,
PCMCIA etc., on this machine in the dmesg(8) output theranarBCMCIA devices, so it stands to
reason that all PCMCIA references can be removed. But first;ad" drive.

At the start of the IDE section is the following:

wa at atabus? drive ? flags 0x0000

atapibus * at atapi?
Well, it is pretty obvious that those lines need to be kepkth&ethis:

# ATAPI devices
# flags have the same meaning as for IDE drives.

cd* at atapibus? drive ? flags 0x0000 # ATAPI CD-ROM drives
sd* at atapibus? drive ? flags 0x0000 # ATAPI disk drives

st * at atapibus? drive ? flags 0x0000 # ATAPI tape drives

uk * at atapibus? drive ? flags 0x0000 # ATAPI unknown

The only device type that was in the dmesg(8) output was ththedest can be commented out.

The next example is slightly more difficult, network interés. This machine has two of them:

ex0 at pci0 dev 17 function 0: 3Com 3c905B-TX 10/100 Ethernet (rev. 0x64)
ex0: interrupting at irq 10
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ex0: MAC address 00:50:04:83:ff:b7

Ul 0x001018 model 0x0012 rev O at ex0 phy 24 not configured

exl at pci0 dev 19 function 0: 3Com 3c905B-TX 10/100 Ethernet (rev. 0x30)
ex1l: interrupting at irq 11

exl: MAC address 00:50:da:63:91:2e

exphyO at exl phy 24: 3Com internal media interface

exphy0: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto

At first glance it may appear that there are in fact three @syibowever, a closer look at this line:
exphy0 at exl phy 24: 3Com internal media interface

Reveals that it is only two physical cards, not unlike theocalrsimply removing names that are not in
dmesg will do the job. In the beginning of the network intega section is:

# Network Interfaces

# PCI network interfaces

anx at pci? dev ? function ? # Aironet PC4500/PC4800 (802.11)
bge * at pci? dev ? function ? # Broadcom 570x gigabit Ethernet
enx at pci? dev ? function ? # ENI/Adaptec ATM

ep* at pci? dev ? function ? # 3Com 3c59x

epic * at pci? dev ? function ? # SMC EPIC/100 Ethernet

esh * at pci? dev ? function ? # Essential HIPPI card

ex* at pci? dev ? function ? # 3Com 90x[BC]

There is the ex device. So all of the rest under the PCI secdarbe removed. Additionally, every single
line all the way down to this one:

exphy * at mii? phy ? # 3Com internal PHYs

can be commented out as well as the remaining.

18.9.2.3 Multi Pass

When | tune a kernel, | like to do it remotely in an X windowsses, in one window the dmesg output,
in the other the config file. It can sometimes take a few passesbtiild a very trimmed kernel since it is
easy to accidentally remove dependencies.

18.9.3 Building the New Kernel

Now it is time to build the kernel and put it in place. In the €directory on the ftp server, the following
command prepares the build:

$ config FTP

When it is done a message reminding me to make depend wilbgligpext:
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$ cd ../conpilel FTP
$ make depend && nake

When it is done, | backup the old kernel and drop the new onésicep

# cp /netbsd /netbsd.orig
# cp netbsd /

Now reboot. If the kernel cannot boot, stop the boot procdsswvprompted and typgeot
net bsd. ori g to boot from the previous kernel.

18.9.4 Shrinking the NetBSD kernel

When building a kernel for embedded systems, it's often s&ag to modify the Kernel binary to reduce
space or memory footprint.

18.9.4.1 Removing ELF sections and debug information

We already know how to remove Kernel support for drivers goitibos that you don’t need, thus saving
memory and space, but you can save some KiloBytes of spa@himwing debugging symbols and two
ELF sections if you don’t need thentomment and.ident . They are used for storing RCS strings
viewable with ident(1) and a gcc(1) version string. Thedaiing examples assume you have your
TOOLDIRunder/usr/src/tooldir.NetBSD-2.0-i386 and the target architecturei&sé .

$ /usr/src/tool dir.Net BSD-2. 0-i 386/ bi n/i 386--net bsdel f - obj dunp -h /netbsd

/netbsd: file format elf32-i386
Sections:
ldx Name Size VMA LMA File off Algn
0 .text 0057a374 c0100000 c0100000 00001000 2 *x 4
CONTENTS, ALLOC, LOAD, READONLY, CODE
1 .rodata 00131433 c067a380 c067a380 0057b380 2 ** 5
CONTENTS, ALLOC, LOAD, READONLY, DATA
2 .rodata.strl.1 00035ea0 c07ab7b3 c07ab7b3 006ac7b3 2 *x 0
CONTENTS, ALLOC, LOAD, READONLY, DATA
3 .rodata.strl.32 00059d13 c07e1660 c07e1660 006e2660 2 )
CONTENTS, ALLOC, LOAD, READONLY, DATA
4 link_set_malloc_types 00000198 c083b374 c083b374 0073c 374 2%« 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
5 link_set_domains 00000024 c083b50c c083b50c 0073c50c 2 *x 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
6 link_set_pools 00000158 ¢083b530 c083b530 0073c530 2 *x 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
7 link_set_sysctl_funcs 000000f0 c083b688 c083b688 0073c 688 2+ 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
8 link_set_vfsops 00000044 c083b778 ¢c083b778 0073c778 2 *k D
CONTENTS, ALLOC, LOAD, READONLY, DATA
9 link_set_dkwedge_methods 00000004 c083b7bc c083b7bc 00 73c7bc 2 #* 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
10 link_set_bufg_strats 0000000c c083b7cO0 c083b7c0 0073c 7c0 2%« 2
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CONTENTS, ALLOC, LOAD, READONLY, DATA

11 link_set_evcnts 00000030 ¢083b7cc c083b7cc 0073c7cc 2 *x 2
CONTENTS, ALLOC, LOAD, READONLY, DATA

12 .data 00048ae4 c083c800 c083c800 0073c800 2 ** 5
CONTENTS, ALLOC, LOAD, DATA

13 .bss 00058974 c0885300 ¢0885300 00785300 2 ** 5
ALLOC

14 .comment 0000cda0 00000000 00000000 00785300 2 ** 0
CONTENTS, READONLY

15 .ident 000119e4 00000000 00000000 007920a0 2 ** 0

CONTENTS, READONLY

On the third column we can see the size of the sections in leekadl form. By summingcomment
and.ident  sizes we know how much we're going to save with their remasaund 120KB (= 52640
+ 72164 = Oxcda0 + 0x119e4). To remove the sections and detmggmbols that may be present,
we’re going to use strip(1):

# cp /netbsd /netbsd.orig

# Jusr/src/tooldir.NetBSD 2. 0-i 386/ bin/i386--netbsdelf-strip -S -R .ident -R .coment /netbsd
# |Is -1 /netbsd /netbsd.orig

-rwxr-xr-x 1 root wheel 8590668 Apr 30 15:56 netbsd

-rwxr-xr-x 1 root wheel 8757547 Apr 30 15:56 netbsd.orig

Since we also removed debugging symbols, the total amoudiskfpace saved is around 160KB.

18.9.4.2 Compressing the Kernel

On some architectures, the bootloader can boot a comprksssal. You can save several MegaBytes of
disk space by using this method, but the bootloader will takger to load the Kernel.

# cp /netbsd /netbsd. plain
# gzip -9 /netbsd

To see how much space we've saved:

$ Is -1 /netbsd.plain /netbsd. gz

-rwxr-xr-x 1 root wheel 8757547 Apr 29 18:05 /netbsd.plain
-rwxr-xr-x 1 root wheel 3987769 Apr 29 18:05 /netbsd.gz

Note that you can only use gzip coding, by using gzip(1), imot supported by the NetBSD
bootloaders!
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NetBSD Veriexec subsystem

Veriexec is NetBSD's file integrity subsystem. It's kernabled, hence can provide some protection even
in the case of a root compromise. This chapter applies orMiet®SD 3.0 and onwards.

19.1 How it works

Veriexec works by loading a specification file, also callegldignatures filg to the kernel. This file
contains information about files Veriexec should monitemell as their digital fingerprint (along with
the hashing algorithm used to produce this fingerprint) \ar@bus flags that will be discussed later.

At the moment, the following hashing algorithms are supgmbtty VeriexecMD5, SHA1, SHA256,
SHA384, SHA512 andRMD160.

19.2 Signatures file

An entry in the Veriexec signatures file looks like this:
/path/to/file algorithm fingerprint flags

Where the first element, the path, must always be an absdadtlie phe algorithm is one of the
algorithms listed above, and fingerprint is the ASCII fingerp

19.3 Generating fingerprints

You can generate ASCII fingerprints for each algorithm usiregfollowing tools:

Table 19-1. Veriexec fingerprints tools

Algorithm Tool

MD5 {usr/bin/cksum -a md5
SHA1 lusr/bin/cksum -a shal
SHA256 lusr/bin/cksum -a sha256
SHA384 lusr/bin/cksum -a sha384
SHA512 lusr/bin/cksum -a sha512
RMD160 {usr/bin/cksum -a rmd160

For example, to generate a MD5 fingerprint fiain/Is
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% cksum -a nd5 < /bin/ls
a8h525da46e758778564308ed9b1e493

And to generate a SHA512 fingerprint fbin/ps

% cksum -a sha512 < /bin/ps
381d4ad64fd47800897446a2026ecad42151e03adeael58db5a3 4d12¢529559113d928a9fef9a7¢4615d257688d 1

Each entry may be associated with zero or more flags. Cuyréimtise flags indicate how the file the
entry is describing should be accessed. Note that this sitges is enforced only in strict level 2 (IPS
mode) and above.

The access types you can use are “DIRECT”, “INDIRECT”, antL&=.

- DIRECT access means that the file is executed directly, and noté&uvag an interpreter for some
script, or opened with an editor. Usually, most programsyseiwill be accessed using this mode:

% ls /tnp
% cp ~/foo /tnp/bar
% rm ~/foo

- INDIRECT access means that the file is executed indirectly, and i&k&d/to interpret a script. This
happens usually when scripts have a #! magic as their fiest ior example, if you have a script with
the following as its first line:

#!/bin/sh
And you run it as:
% ./script.sh
Then/bin/sh  will be executed indirectly -- it will be invoked to intergréhe script.

« FILE entries refer to everything which is not (or should not) beeaecutable. This includes shared
libraries, configuration files, etc.

Some examples for Veriexec signature file entries:

/bin/ls MD5 dc2el4dc84bdefff4bfo777958c1b20b DIRECT
/usr/bin/perl MD5 914aa8aa47ebd79ccd7909a09ed61f81 IND IRECT
/etc/pf.conf MD5 950e1dd6fch3f27dflbf6éaccf7029f7d FILE

Veriexec allows you to specify more than one way to access &fén entry. For example, even though
{ust/bin/perl is mostly used as an interpreter, it may be desired to be algeecute it directly, too:

lusr/bin/perl MD5 914aa8aa47ebd79ccd7909a09ed61f81 DIR ECT, INDIRECT

Shell scripts using #! magic to be “executable” also reqvi@ access types: We need them to be
“DIRECT” so we can execute them, and we need them to be “Fllc&hat the kernel can feed their
contents to the interpreter they define:

/usr/src/build.sh MD5 e80dbb4c047ecc1d84053174c1e9264 a DIRECT, FILE

To make it easier to create signature files, and to make thatsice files themselves more readable,
Veriexec allows you to use the following aliases:
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Table 19-2. Veriexec access type aliases

Alias Expansion
PROGRAM DIRECT
INTERPRETER INDIRECT
SCRIPT DIRECT, FILE
LIBRARY FILE

Sample scripts for generating fingerprints are availablesrishare/examples/veriexecctl
After you've generated a signatures file, you should save/#te/signatures , and enable Veriexec
in rc.conf

veriexec=YES

19.4 Strict levels

Since different people might want to use Veriexec for défgrpurposes, we also define four strict levels,
ranging 0-3, and named “learning”, “IDS”, “IPS”, and “loctnedn” modes.

In strict level O, learning mode, Veriexec will act passively and simply wabiout any anomalies.
Combined with verbose level 1, running the system in this eah help you fine-tune the signatures
file. This is also the only strict level in which you can loadwentries to the kernel.

Strict level 1, or IDS mode, will deny access to files with a fingerprint misthaThis mode suits mostly
to users who simply want to prevent access to files which rivigleen maliciously modified by an
attacker.

Strict level 2, IPS mode, takes a step towards trying to protect the iritegfimonitored files. In
addition to preventing access to files with a fingerprint natrh, it will also deny write access and
prevent the removal of monitored files, and enforce the wagitoed files are accessed. (as the
signatures file specifies).

Lockdown modegtrict level 3) can be used in highly critical situations such as customemad
special-purpose machines, or as a last line of defenseaaftattacker compromised the system and we
want to prevent traces from being removed, so we can perfostiportem analysis. It will prevent the
creation of new files, and deny access to files not monitoredebigxec.

It's recommended to first run Veriexec in strict level 0 andbase level 1 to fine-tune your signatures
file, ensuring that desired applications run correctly, anlg then raise the strict level (and lower the
verbosity level). You can ugetc/sysctl.conf to auto raise the strict level to the desired level after a
reboot:

kern.veriexec.strict=1

19.5 Veriexec and layered file systems

Veriexec can be used on NFS file systems on the client sideratayered file systems such as the union
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file system. The files residing on these file systems need engpbcified in théetc/signatures file
and that the file systems be mounted prior to the fingerpriitsgdoaded.

If you are going to use layered file systems then you must erthat you include the fingerprint for files
you want protected at every layer. If you fail to do this som&oould overwrite a file protected by
Veriexec by using a different layer in a layered file systeatlst This limitation may be removed in later
versions of NetBSD.

It's recommended that if you are not going to use layered yiesns nor NFS then these features should
be disabled in they kernel configuration. If you need to ugeriad file systems then you must follow the
instructions in the previous paragraph and ensure thatléseyibu want protected have fingerprints at all
layers. Also you should raise securelevel to 2 after all nioare done:

kern.securelevel=2

To prevent new layers being mounted which could comproméséeXec’s protection.

19.6 Kernel configuration

To use Veriexec, aside from creating a signatures file, youlslenable (uncomment) it in your kernel’s
config file: (e.g/usr/src/sys/arch/i386/conf/GENERIC ):

pseudo-device veriexec
Then, you need to enable the hashing algorithms you wishpgpastt

options VERIFIED_EXEC_FP_MD5
options VERIFIED_EXEC_FP_SHA1

options VERIFIED_EXEC_FP_RMD160
options VERIFIED_EXEC_FP_SHA512
options VERIFIED EXEC_FP_SHA384
options VERIFIED_EXEC_FP_SHA256

Depending on your operating system version and platforesdimay already be enable. Once done,
rebuild and reinstall your kernel, s€&hapter 3¥or further instructions.

If you do not have the Veriexec devigdev/veriexec  , you can create it manually by running the
following command:

# cd /dev
# sh MAKEDEV veriexec
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Bluetooth on NetBSD

20.1 Introduction

Bluetooth is a digital radio protocol used for short ranged kv power communications. NetBSD 4.0
introduced support for the Bluetooth protocol stack, andesintegration of service profiles into the
NetBSD device framework.

The lower layers of the Bluetooth protocol stack pertairimgctual radio links between devices are
handled inside the Bluetooth Controller, which commurgsatith the Host computer using the “Host
Controller Interface” (HCI) protocol which can be accessgieda raw packet BTPROTO_HCI socket
interface.

Most of the Bluetooth protocols or services layer atop thieKlLayer Control and Adaptation Protocol”
(L2CAP), which can be accessed via a BTPROTO_L2CAP sockatfate. This provides sequential
packet connections to remote devices, with up to 64k chanwWéien an L2CAP channel is opened, the
protocol or service that is required is identified by a “PoaiéService Multiplexer” (PSM) value.

Service Discovery in the Bluetooth environment is provittacby the sdp(3) library and the sdpd(8)
daemon (both ported from FreeBSD), which allow programetpster services and makes the
information available to remote devices performing querieémited queries can be made with the
sdpquery(1) program.

Security on Bluetooth links can be enabled by encryptionaritientication options to btconfig(8)

which apply to all baseband links that a controller makegrmryption and authentication can be
enabled for individual RFCOMM and L2CAP links as requirech& authentication is requested, a PIN
is presented by each side (generally entered by the opgesatoe limited input devices have a fixed
PIN). The controller uses this PIN to generate a Link Key ambrts this to the Host which may be
asked to produce it to authenticate subsequent connecBon¥etBSD, the bthcid(8) daemon is
responsible for storing link keys and responding to Link RBquests, and also provides an interface to
allow unprivileged users to specify a PIN with a PIN clienick as btpin(1).

20.2 Supported Hardware

Because Bluetooth controllers normally use the standardar@@ocol as specified in the “Bluetooth 2.0
Core” documentation to communicate with the host, the NBXB&ietooth stack is compatible with
most controllers, only requiring an interface driver, wiitie following drivers available in NetBSD 4.0:

« bt3c(4) provides an interface to the 3Com Bluetooth PC Gaatjel 3SCRWB6096-A.

- ubt(4) interfaces to all USB Bluetooth controllers confargito the “HCI USB Transport Layer”
specification.
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If support for the NetBSD Bluetooth stack is enabled in thenkk autoconfiguration messages will
show up in thedmesgoutput, for example:

bt3cO at pcmcia0 function 0: <3COM, 3CRWBG60-A, Bluetooth PC Card>

ubt0 at uhubl port 4 configuration 1 interface 0
ubt0: Cambridge Silicon Radio Bluetooth USB Adapter, rev 2. 00/19.58, addr 4

ubtl at uhubl port 2 configuration 1 interface 0
ubtl: Broadcom Belkin Bluetooth Device, rev 1.10/0.01, add r5

When support is not already compiled in, it can be added t&éheel configuration file for any platform
that supports USB and/or PCMCIA (s8ection 18.9 using the following declarations, as required:

# Bluetooth Controller and Device support

# Bluetooth PCMCIA Controllers
bt3c » at pcmcia? function ? # 3Com 3CRWB6096-A

# Bluetooth USB Controllers
ubt *» at uhub? port ?

# Bluetooth Device Hub
bthub » at bt3c?
bthub * at ubt?

# Bluetooth HID support
bthidev =+ at bthub?

# Bluetooth Mouse
btms * at bthidev? reportid ?
wsmouse* at btms? mux 0

# Bluetooth Keyboard
btkbd * at bthidev? reportid ?
wskbd* at btkbd? console ? mux 1

# Bluetooth Audio support
btsco * at bthub?
audio * at btsco?

Some older USB Bluetooth dongles based on the Broadcom B@®120ip require firmware to be
loaded before they can function, and these devices will taela¢d to ugen(4). Use the “sysutils/bcmfw”
package from the NetBSD Package Collection, to load firmwackenable these.
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20.3 System Configuration

To fully enable Bluetooth services on NetBSD, the followlimgs should be added to the
letc/rc.conf file.

btconfig=YES

btconfig_args="up pscan switch class 0x02010c"
btdevcti=YES

bthcid=YES

sdpd=YES

and either reboot, or execute the following commands:

# /etc/rc.d/btconfig start
# /etc/rc.d/bthcid start
# /etc/rc.d/ btdevetl start
# /etc/rc.d/sdpd start

Note: Configuration of Bluetooth controllers is done with the btconfig(8) program, and the above
argument provides only basic functionality, see the manual page for other useful options.

Important: bthcid(8) must be running in order to make authenticated connections with remote
devices, and authentication may be requested by either device.

20.4 Human Interface Devices

Support for “Human Interface Devices” (HIDs), which operasing the USB HID protocol over a pair
of L2CAP channels is provided by the bthidev(4) driver. @utty, keyboards and mice are catered for,
and attach to wscons(4) as normal.

20.4.1 Mice
Bluetooth Mice can be attached to the system with the btnus{4ér, using btdevctl(8).

First, you must discover the BDADDR of the device. This mayhated on the box, but the easiest way
is to place the device into discoverable mode and perfornvizeléquiry with the appropriate
controller:

% btconfig ubtO inquiry
Device Discovery on ubtO .... 1 response
1: bdaddr 00:14:51:c1:b9:2d (unknown)
: name "Mighty Mouse"
. class: [0x002580] Peripheral Mouse <Limited Discoverabl e>
: page scan rep mode 0x01
: page scan period mode 0x02
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. page scan mode 0x00
. clock offset 6944

For ease of use, you may want to add the address teetitieluetooth/nosts

refer to the mouse by alias:

# echo "00:14:51:cl: b9: 2d nouse" >>/etc/ bl uetooth/hosts

file, so that you can

Now, you can query the mouse, which will likely request aatfeation before it accepts connections.
The fixed PIN should be listed in the documentation, thoudl9@® is often used. Set the PIN first using

the btpin(1) program:

% btpin -d ubt0 -a nmouse -p 0000

# btdevctl -d ubtO -a nouse -s H D

local bdaddr: 00:08:1b:8d:ba:6d

remote bdaddr: 00:14:51:c1:b9:2d

link mode: auth

device type: bthidev

control psm: 0x0011

interrupt psm: 0x0013

Collection page=Generic_Desktop usage=Mouse
Input id=2 size=1 count=1 page=Button usage=Button_1 Vari
Input id=2 size=1 count=1 page=Button usage=Button_2 Vari
Input id=2 size=1 count=1 page=Button usage=Button_3 Vari
Input id=2 size=1 count=1 page=Button usage=Button_4 Vari
Input id=2 size=4 count=1 page=0x0000 usage=0x0000 Const V

Collection page=Generic_Desktop usage=Pointer
Input id=2 size=8 count=1 page=Generic_Desktop usage=X Va
Input id=2 size=8 count=1 page=Generic_Desktop usage=Y Va
Input id=2 size=8 count=1 page=Consumer usage=AC_Pan Vari
Input id=2 size=8 count=1 page=Generic_Desktop usage=Whe

End collection
Input id=2 size=8 count=1 page=0x00ff usage=0x00cO Variab

Feature id=71 size=8 count=1 page=0x0006 usage=0x0020 Var

End collection

able, logical range
able, logical range
able, logical range
able, logical range
ariable, logical range 0..1

ocooo
RN

riable Relative, logical range

riable Relative, logical range

able Relative, logical range -127..127
el Variable Relative, logical range

le, logical range -127..127
iable NoPref Volatile, logical range

This tells you that the mouse has responded to an SDP quelthamevice capabilities are shown. Note
that authentication is enabled by default for Bluetoothenkbu may now attach to the system:

# btdevct! -d ubtO -a nouse -s HID-A

which should generate some messages on the system console:

bthidevO at bthubO remote-bdaddr 00:14:51:c1:b9:2d link-
btms0 at bthidevl reportid 2: 4 buttons, W and Z dirs.
wsmousel at btmsO mux 0

bthidevl: reportid 71 not configured

bthidevl: connected

mode auth
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and the mouse should work.

The device capabilities are cached by btdevctl(8), andatiaeh the mouse at system startup, place an
entry in/etc/bluetooth/btdevctl.conf and ensure thaétc/rc.conf containsbtdevctl=YES

The bthidev(4) driver will attempt to connect once, thoughewiill usually be sleeping and may require
a tap on the shoulder to awake, in which case they shouldt@ithe connection to the host computer.

20.4.2 Keyboards
Bluetooth Keyboards can be attached to the system with #ielpt) driver, using btdevctl(8).

First, you must discover the BDADDR of the device. This mayhated on the box, but the easiest way
is to place the device into discoverable mode and perfornvizel@quiry with the appropriate
controller:

% btconfig ubtO inquiry
Device Discovery on ubtO .... 1 response
1: bdaddr 00:0a:95:45:a4:a0 (unknown)
: name "Apple Wireless Keyboard"
. class: [0x002540] Peripheral Keyboard <Limited Discover able>
. page scan rep mode 0x01
: page scan period mode 0x00
. page scan mode 0x00
. clock offset 18604

For ease of use, you may want to add the address tletitibluetooth/hosts file, so that you can
refer to the keyboard by alias:

# echo "00:0a: 95: 45: a4: a0 keyboard" >>/etc/ bl uetooth/hosts

Now, you can query the keyboard, which will likely requestreantication before it accepts connections.
The PIN will need to be entered on the keyboard, and we carrgien@ random PIN, using the btpin(1)
program.

% btpin -d ubtO -a keyboard -r -1 8
PIN: 18799632
# btdevctl -d ubtO -a keyboard -s H D

< ENTER PIN ON BLUETOOTH KEYBOARD NOW >

local bdaddr: 00:08:1b:8d:ba:6d

remote bdaddr: 00:0a:95:45:a4:a0

link mode: encrypt

device type: bthidev

control psm: 0x0011

interrupt psm: 0x0013

Collection page=Generic_Desktop usage=Keyboard

Input id=1 size=1 count=1 page=Keyboard usage=Keyboard L eftControl Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard_L eftShift Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard L eftAlt Variable, logical range
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Input id=1 size=1 count=1 page=Keyboard usage=Keyboard L eft GUI Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard_R ightControl Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard_R ightShift Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard_R ightAlt Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard_R ight_GUI Variable, logical range
Input id=1 size=8 count=1 page=0x0000 usage=0x0000 Const, logical range 0..1

Output id=1 size=1 count=1 page=LEDs usage=Num_Lock Varia ble, logical range 0..1

Output id=1 size=1 count=1 page=LEDs usage=Caps_Lock Vari able, logical range 0..1

Output id=1 size=1 count=1 page=LEDs usage=Scroll_Lock Va riable, logical range 0..1

Output id=1 size=1 count=1 page=LEDs usage=Compose Variab le, logical range 0..1

Output id=1 size=1 count=1 page=LEDs usage=Kana Variable, logical range 0..1

Output id=1 size=3 count=1 page=0x0000 usage=0x0000 Const , logical range 0..1

Input id=1 size=8 count=6 page=Keyboard usage=No_Event, | ogical range 0..255

Input id=1 size=1 count=1 page=Consumer usage=Eject Varia ble Relative, logical range 0..1
Input id=1 size=1 count=1 page=Consumer usage=Mute Variab le Relative, logical range 0..1
Input id=1 size=1 count=1 page=Consumer usage=Volume_Up V ariable, logical range 0..1
Input id=1 size=1 count=1 page=Consumer usage=Volume_Dow n Variable, logical range 0..1
Input id=1 size=1 count=4 page=0x0000 usage=0x0000 Const, logical range 0..1

End collection

This tells you that the keyboard has responded to an SDP aradyhe device capabilities are shown.
Note that encryption is enabled by default, since encrypteshection support is mandatory for
Bluetooth keyboards. You may now attach to the system:

# btdevctl -d ubtO -a keyboard -s HD-A

which should generate some messages on the system console:

bthidevl at bthubO remote-bdaddr 00:0a:95:45:a4:a0 link- mode encrypt
btkbd0 at bthidevO reportid 1

wskbdl at btkbd0 mux 1

wskbdl1: connecting to wsdisplayO

bthidevl: connected

and the keyboard should work.

The device capabilities are cached by btdevctl(8), anddtiaeh the keyboard at system startup, place an
entry in/etc/bluetooth/btdevctl.conf and ensure thdétc/rc.conf containstdevctl=YES

The bthidev(4) driver will attempt to connect once whendted, but if the keyboard is not available at
that time, you may find that pressing a key will cause it to waend initiate a connection to the last
paired host.

20.5 Personal Area Networking

Personal Area Networking services over Bluetooth are piexvby the btpand(8) daemon which can
assume all roles from the PAN profile and connects remotecdsvo the system through a tap(4) virtual
Ethernet interface.
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20.5.1 Personal Area Networking User

The "Personal Area Networking User" role is the client thatesses Network services on another
device. For instance, in order to connect to the Interneavdmart phone with the NAP profile, make
sure that the the phone is discoverable, then:

% btconfig ubtO inquiry
Device Discovery from device: ubtO .... 1 response

1: bdaddr 00:17:83:30:bd:5e (unknown)

: name "HTC Touch"

. class: [0x5a020c] Smart Phone <Networking> <Capturing> < Object Transfer>
<Telephony>

: page scan rep mode 0x01

. clock offset 9769

:rssi -42

# echo "00:17:83: 30: bd: 5e phone" >>/etc/bl uetooth/hosts

You will see that the phone should have the <Networking> fitdgrsthe Class of Device. Checking for
the NAP service:

% sdpquery -a phone search NAP

Record Handle: 0x00010000
Service Class ID List:
0x00001116-0000-1000-8000-00805f9b34fb
Protocol Descriptor List:
L2CAP (0x0100)
Protocol specific parameter #1: u/int/uuid16 15
BNEP (0x000f)
Protocol specific parameter #1: u/int/uuid16 256
Protocol specific parameter #2: 0x09 0x08 00 0x09 0x08 0x06 O x09 0x86 Oxdd
Bluetooth Profile Descriptor List:
0x00001116-0000-1000-8000-00805f9b34fb ver. 1.0

reveals to the experienced eye that the NAP service is &laitan PSM 15 and that it provides the
protocol types 0x0800 (IPv4), 0x0806 (ARP) and 0x86dd ()Pv6

Most likely, the phone will request authentication befdraliows connections to the NAP service, so
before you make the first connection you may need to providé&lawhich can be randomly generated.
Then start btpand(8):

% btpin -d ubtO -a phone -r -1 6
PIN: 862048
# btpand -d ubt0 -a phone -s NAP

< ENTER PIN ON PHONE NOW >
Searching for NAP service at 00:17:83:30:bd:5e
Found PSM 15 for service NAP

Opening connection to service 0x1116 at 00:17:83:30:bd:5e
Using interface tapO with addr 00:10:60:e1:50:3d
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Finally, you will need to configure the tap(4) interface, the phone should have a DHCP server so
dhclient(8) will do that for you.

# dhclient -q -0 -w -nw tap0

Now you can surf the World Wide Web, but watch your data usaess you have a comprehensive data
plan.

20.6 Serial Connections

Serial connections over Bluetooth are provided for by th€RMM protocol, which provides up to 30
channels multiplexed over a single L2ZCAP channel. Thisastred data protocol can be accessed using
the BTPROTO_RFCOMM socket interface, or via the rfcomm déppprogram.

For instance, you can make a serial connection to the “DiaNefvorking” (DUN) service of a mobile
phone in order to connect to the Internet with PPP. First ymukl discover the BDADDR of the phone,
and add this to youletc/bluetooth/hosts for ease of use. Place the phone into Discoverable mode,
and perform an inquiry from the appropriate controller:

% btconfig ubtO inquiry
Device Discovery from device: ubtO ..... 1 response
1: bdaddr 00:16:bc:00:e8:48 (unknown)
: name "Nokia 6103"
. class: [0x520204] Cellular Phone <Networking> <Object Tr ansfer> <Telephony>
: page scan rep mode 0x01
: page scan period mode 0x02
. page scan mode 0x00
. clock offset 30269

# echo "00: 16: bc: 00: €8: 48 phone" >>/etc/ bl uetooth/hosts

Now, you can query the phone to confirm that it supports the pufile:

% sdpquery -d ubtO -a phone search DUN

Record Handle: 0x00010000
Service Class ID List:

Dial-Up Networking (0x1103)

Generic Networking (0x1201)
Protocol Descriptor List:

L2CAP (0x0100)

RFCOMM (0x0003)

Protocol specific parameter #1: u/int8/bool 1

Bluetooth Profile Descriptor List:

Dial-Up Networking (0x1103) ver. 1.0
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Most likely, the phone will request authentication befdraliows connections to the DUN service, so
before you make the first connection you may need to providé&lawhich can be randomly generated.
You can usefcomm_sppdin stdio mode to check that the connection is working ok, ptesto
disconnect and return to the shell, for example:

% btpin -d ubtO -a phone -r -1 6
PIN: 904046
% rfcomm sppd -d ubt0 -a phone -s DUN

< ENTER PIN ON PHONE NOW >

rfcomm_sppd[24635]: Starting on stdio...
at

OK

ati

Nokia

OK
ati 3
Nokia 6103

OK

at &

ACTIVE PROFILE:

E1 Q0 V1 X5 &C1 &D2 &S0 &YO

+CMEE=0 +CSTA=129 +CBST=0,0,1 +CRLP=61,61,48,6 +CR=0 +CR C=0 +CLIP=0,2
+CLIR=0,2 +CSNS=0 +CVHU=1 +DS=0,0,2048,32 +DR=0 +ILRR=0

+CHSN=0,0,0,0 +CHSR=0 +CPBS="SM"

S00:000 S01:000 S02:043 S03:013 S04:010 S05:008 S07:060 SO 8:002
S10:100 S12:050 S25:000

OK
~C
rfcomm_sppd[24635]: Completed on stdio

To have pppd(8) connect to the DUN service of your phone aatigaily when making outbound
connections, add the following line to thetc/ppp/options file in place of the normal tty declaration:

pty "rfcomm_sppd -d ubtO0 -a phone -s DUN -m encrypt"

20.7 Audio

Isochronous (SCO) Audio connections may be created on daadeadio link using either the
BTPROTO_SCO socket interface, or the btsco(4) audio delriwer. While the specification says that
up to three such links can be made between devices, the tBitertooth stack can only handle one
with any dignity.
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Important: When using SCO Audio with USB Bluetooth controllers, you will need to enable
isochronous data, and calculate the MTU that the device will use, see ubt(4) and btconfig(8).

Note: SCO Audio does not work properly with the bt3c(4) driver, use a USB controller for best results.

Note: SCO Audio will not work with ehci(4) USB controllers, since support for Isochronous data over
EHCI is missing in NetBSD.

20.7.1 SCO Audio Headsets

Audio connections to Bluetooth Headsets are possible ukmbtsco(4) audio driver, and the bthset(1)
program. First, you need to discover the BDADDR of the heidsel will probably wish to make an
alias in youretc/bluetooth/hosts file for ease of use. Place the headset into discoverable mode
and perform an inquiry with the appropriate controller:

% btconfig ubtO inquiry
Device Discovery from device: ubtO ..... 1 response
1: bdaddr 00:07:a4:23:10:83 (unknown)
: name "JABRA 250"
. class: [0x200404] Wearable Headset <Audio>
. page scan rep mode 0x01
. page scan period mode 0x00
. page scan mode 0x00
. clock offset 147

# echo "00:07:a4:23:10: 83 headset" >>/etc/ bl uetooth/hosts

You will need to pair with the headset the first time you cortbe fixed PIN should be listed in the
manual (often, “0000” is used). btdevctl(8) will query thevite and attach the btsco(4) audio driver.

% btpin -d ubtO -a headset -p 0000

# btdevctl -d ubtO -a headset -s HSET -A
local bdaddr: 00:08:1b:8d:ba:6d

remote bdaddr: 00:07:a4:23:10:83

link mode: none

device type: btsco

mode: connect

channel: 1

which should generate some messages on the system console:

btsco0 at bthubO remote-bdaddr 00:07:a4:23:10:83 channel 1
audiol at btscoO: full duplex
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In order to use the audio device, you will need to open a cbatmenection with bthset(1) which conveys
volume information to the mixer device.

% bthset -d /dev/mxerl -v
Headset Info:
mixer: /dev/mixerl
laddr: 00:08:1b:8d:ba:6d
raddr: 00:07:a4:23:10:83
channel: 1
vgs.dev: 0, vgm.dev: 1

and you should now be able to transfer 8khz samples to and/éierfaudiol  using any program that
supports audio, such as audioplay(1) or audiorecord(Jjusticig the mixer values should work when
playing though you may find that when opening a connectianhtradset will reset the volume to the
last known settings.

% audi orecord -d /dev/audi ol voice. au
< TALK NONSENSE NOW >

~C
% audi opl ay -d /dev/audio voice. au

< THATS REALLY WHAT YOU SOUND LIKE >
% audi opl ay -d /dev/audi ol voice. au

< IN THE HEADSET >

The device capabilities are cached by btdevctl(8), andatiaeh the btsco(4) driver at system startup,
add an entry tdetc/bluetooth/btdevctl.conf and ensure thdétc/rc.conf contains
btdevctl=YES

20.7.2 SCO Audio Handsfree

Audio connections to Bluetooth mobile phones using the Idtied profile are possible with the
“comms/bthfp” program from the NetBSD Package Collection.

First, you need to discover the BDADDR of the phone, and wiilqably wish to make an alias in your
/etc/bluetooth/hosts file for ease of use. Place the phone into discoverable madipenfiorm an
inquiry with the appropriate controller:

% btconfig ubtO inquiry
Device Discovery from device: ubtO ..... 1 response
1: bdaddr 00:16:bc:00:€8:48 (unknown)
: name "Nokia 6103"
. class: [0x520204] Cellular Phone <Networking;gt; <Objec t Transfer;gt; <Telephony;gt;
. page scan rep mode 0x01
: page scan period mode 0x02
. page scan mode 0x00
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. clock offset 10131

# echo "00: 16: bc: 00: €8: 48 phone" >>/etc/ bl uet oot h/ hosts

Now, you should be able to query the phone to confirm that ipstis the Handsfree profile:

% sdpquery -d ubtO -a phone search HF

Record Handle: 0x00010003
Service Class ID List:

Handsfree Audio Gateway (0x111f)

Generic Audio (0x1203)
Protocol Descriptor List:

L2CAP (0x0100)

RFCOMM (0x0003)

Protocol specific parameter #1: u/int8/bool 13

Bluetooth Profile Descriptor List:

Handsfree (Ox111e) ver. 1.1

and you will be able to use the bthfp program to access the $te®lprofile. The first time you connect,
you may need to use a PIN to pair with the phone, which can bergeed randomly by btpin(1):

% btpin -d ubtO -a phone -r -1 6
PIN: 349163
% bthfp -d ubt0 -a phone -v

< ENTER PIN ON PHONE NOW >
Handsfree channel: 13
Press ? for commands
Connecting.. ok
< AT+BRSF=20
> +BRSF: 47
Features: [0x002f] <3 way calling> <EC/NR> <Voice Recognit ion> <In-band ringtone> <reject
OK
AT+CIND=?
+CIND: (“"call",(0,1)),("service",(0,1)),("call_setu p",(0-3)),("callsetup”,(0-3))
OK
AT+CIND?
+CIND: 0,1,0,0
OK
AT+CMER=3,0,0,1
OK
AT+CLIP=1
OK
Service Level established

V NV ANV V AV V AV

When the phone rings, just presso answer, and audio should be routed throughdb@audio
device. Note that you will need a microphone connected ieiot@ speak to the remote party.
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20.8 Object Exchange

NetBSD does not currently have any native OBEX capabilég, the “comms/obexapp” or
“comms/obexftp” packages from the NetBSD Package Coblecti

20.9 Troubleshooting

When nothing seems to be happening, it may be useful to trigalteimp program from the
“sysutils/hcidump” package in the NetBSD Package ColtectThis has the capability to dump packets
entering and leaving Bluetooth controllers on NetBSD, whggreatly helpful in pinpointing problems.

218



Chapter 21
Miscellaneous operations

This chapter collects various topics, in sparse order

21.1 Installing the boot manager

Sysinst, the NetBSD installation program usually instddks NetBSD boot manager on the hard disk.
The boot manager can also be installed or reconfigured atrtiate, if needed, with thiisk
command. For example:

# fdisk -B wd0

If NetBSD doesn’t boot from the hard disk, you can boot it frtra installation floppy and start the
kernel on the hard disk. Insert the installation disk andhatoot prompt, give the following command:

> boot wdOa: net bsd

This boots the kernel on the hard disk (use the correct defdcexample sdOa for a SCSI disk).

Note: Sometimes fdisk -B doesn’t give the expected result (at least it happened to me), probably if
you install/remove other operating systems like Windows 95 or Linux with LILO. In this case, try
running fdisk -i (which is known as fdisk /mbr from DOS) and then run again fdisk from NetBSD.

21.2 Deleting the disklabel

Though this is not an operation that you need to perform featy, it can be useful to know how to do it
in case of need. Please be sure to know exactly what you amg efore performing this kind of
operation. For example:

# dd if=/dev/zero of=/dev/rwdOc bs=8k count=1

The previous command deletes the disklabel (not the MBRtjoartable). To completely delete the
disk, the whole devicevd0d must be used. For example:

# dd if=/dev/zero of=/dev/rwd0d bs=8k

The commands above will only work as expected on the i386 eritbd ports of NetBSD. On other
ports, the whole device will end in ¢, not d (ergdOc ).
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21.3 Speaker

| found this tip on a mailing list (I don’t remember the authdio output a sound from the speaker (for
example at the end of a long script) thekrdriver can be used in the kernel config, which is mapped on
I/devispeaker . For example:

echo 'BPBPBPBPBP’ > /dev/speaker

Note: The spkr device is not enabled in the generic kernel; a customized kernel is needed.

21.4 Forgot root password?

If you forget root’s password, not all is lost and you carl séi€over the system with the following steps:
boot single user, mount/ and change root’s password. Irldeta

1. Boot single user: when the boot prompt appears and thedoansls countdown starts, give the
following command:

> boot -s

2. At the following prompt
Enter pathname of shell or RETURN for sh:
press Enter.

3. Write the following commands:

# fsck -y [/
# mount -u /
# fsck -y /usr
# mount /usr

4. Change root’s password:

# passwd root

Changing local password for root.
New password: (not echoed)

Retype new password: (not echoed)
#

5. Exit the shell to go to multiuser mode.

# exit

If you get the error “Password file is busy”, please see thésebelow.

21.5 Password file is busy?

If you try to modify a password and you get the mysterious mgssPassword file is busy”, it probably
means that the fileetc/ptmp  has not been deleted from the system. This file is a tempoogy af the
/etc/master.passwd file; check that you are not losing important information éimeh delete it:
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# rm/etc/ptnp

Note: If the file /etc/ptmp  exists you can also receive a warning message at system startup. For
example:

root: password file may be incorrect - /etc/ptmp exists

21.6 Adding a new hard disk

This section describes how to add a new hard disk to an alneadsing NetBSD system. In the
following example a new SCSI controller and a new hard disknected to the controller, will be added.
If you don’t need to add a new controller, skip the relevamt pad go to the hard disk configuration. The
installation of an IDE hard disk is identical; only the dexvitame will be differentd# instead ofksd# ).

As always, before buying new hardware, consult the harde@mgatibility list of NetBSD and make
sure that the new device is supported by the system.

When the SCSI controller has been physically installed ésyystem and the new hard disk has been
connected, it's time to restart the computer and check tieatievice is correctly detected, using the
dmesgcommand. This is the sample output for an NCR-875 controller

ncrO at pci0 dev 15 function O: ncr 53c875 fast20 wide scsi

ncrO: interrupting at irq 10

ncr0: minsync=12, maxsync=137, maxoffs=16, 128 dwords bur st, large dma fifo
ncrO: single-ended, open drain IRQ driver, using on-chip SR AM

ncrO: restart (scsi reset).

scsibusO at ncrO: 16 targets, 8 luns per target

sd0(ncr0:2:0): 20.0 MB/s (50 ns, offset 15)

sd0: 2063MB, 8188 cyl, 3 head, 172 sec, 512 bytes/sect x 42267 25 sectors

If the device doesn’t appear in the output, check that it gpsuted by the kernel that you are using; if
necessary, compile a customized kernel (Skapter 3L

Now the partitions can be created using ftiek command. First, check the current status of the disk:

# fdisk sdO
NetBSD disklabel disk geometry:
cylinders: 8188 heads: 3 sectors/track: 172 (516 sectors/c ylinder)

BIOS disk geometry:
cylinders: 524 heads: 128 sectors/track: 63 (8064 sectors/ cylinder)

Partition table:
0: sysid 6 (Primary 'big’ DOS, 16-bit FAT (> 32MB))
start 63, size 4225473 (2063 MB), flag 0x0

beg: cylinder 0, head 1, sector 1
end: cylinder 523, head 127, sector 63

1. <UNUSED>

2: <UNUSED>

3: <UNUSED>
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In this example the hard disk already contains a DOS pattitidnich will be deleted and replaced with a
native NetBSD partition. The commaifdisk -u sd0 allows to modify interactively the partitions. The
modified data will be written on the disk only before exitingdefdisk will request a confirmation before

writing, so you can work relaxedly.

Disk geometries

The geometry of the disk reported by fdisk can appear confu§imesg reports 4226725
sectors with 8188/3/172 for C/H/S, but 8188*3*172 gives 3228 and not 4226725. What
happens is that most modern disks don’t have a fixed geomedrth@ number of sectors
per track changes depending on the cylinder: the only istiexgparameter is the number pf
sectors. The disk reports the C/H/S values but it's a fictfigeometry: the value 172 is thle
result of the total number of sectors (4226725) divided b§384nd then by 3.

To make things more confusing, the BIOS uses yet anothee*fgkometry (C/H/S
524/128/63) which gives a total of 4225536, a value whichbgter approximation to the
real one than 425008. To partition the disk we will use the 8g2ometry, to maintain
compatibility with other operating systems, although wé lebse some sectors (4226725
4225536 = 1189 sectors = 594 KB).

To create the BIOS partitions the commdditk -u must be used; the result is the following:

Partition table:
0: sysid 169 (NetBSD)
start 63, size 4225473 (2063 MB), flag Ox0

beg: cylinder 0, head 1, sector 1
end: cylinder 523, head 127, sector 63

1. <UNUSED>

2: <UNUSED>

3: <UNUSED>

Now it's time to create the disklabel for the NetBSD partitid@ he correct steps to do this are:
# di skl abel sdO > tenpfile

# vi tenpfile
# disklabel -R -r sdO tenpfile

If you try to create the disklabel directly with
# di skl abel -e sdO
you get the following message

disklabel: ioctl DIOCWDINFO: No disk label on disk;
use "disklabel -I" to install initial label

because the disklabel does not yet exist on the disk.

Now we create some disklabel partitions, editingtérepfile  as already explained. The result is:
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size offset  fstype [fsize bsize
2048004 63 4.2BSD 1024

4226662 63 unused
4226725 0 unused

2178658 2048067  4.2BSD 1024
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16 # (Cyl. 0 - 3969 *)
# (Cyl. 0  *- 8191 «)
# (Cyl. 0 - 8191 %)
16 # (Cyl. 3969 - 8191 *)

Note: When the disklabel has been created it is possible to optimize it studying the output of the
command newfs -N /dev/rsd0Oa , which warns about the existence of unallocated sectors at the end
of a disklabel partition. The values reported by newfs can be used to adjust the sizes of the partitions

with an iterative process.

The final operation is the creation of the file systems for &Iy defined partitionsg(ande).

# newfs /dev/rsdOa
# newfs /dev/rsdOe

The disk is now ready for usage, and the two partitions candented. For example:

#

mount /dev/sdOa / mt

If this succeeds, you may want to put an entry for the partititto /etc/fstab

21.7 How to rebuild the devices in /dev

First shutdown to single user, partitions still mounted

fread-write); You can do that by just typing

shutdown nowwhile you are in multi user mode, or reboot with tise option and makeé and/dev
read-writable by doing.

#
#

mount -u /
mount -u /dev

Then:

H OH R HOH W H

nkdi r / newdev

cd / newdev

cp / dev/ MAKEDEV*
sh ./ MAKEDEV al |
cd /

nv dev ol ddev
m/ newdev dev
rm-r ol ddev

Or if you fetched all the sources insr/src

H o R K R

nkdi r / newdev

cd / newdev

cp /usr/src/etc/ MAKEDEV. | ocal

( cd /usr/src/etc ; make MAKEDEV )
cp /usr/src/etc/obj*/ MAKEDEV .

sh ./ MAKEDEV al |
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# cd /

# nmv dev ol ddev; nmv newdev dev
# rm-r ol ddev

You can determine $arch by

# uname -m

or

# sysctl hw nachi ne_arch
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Chapter 22

Introduction to TCP/IP
Networking

22.1 Audience

This section explains various aspects of networking. hiended to help people with little knowledge
about networks to get started. It is divided into three biggaVe start by giving a general overview of
how networking works and introduce the basic concepts. T¥®go into details for setting up various
types of networking in the second parts, and the third pattt@hetworking section covers a number of
“advanced” topics that go beyond the basic operation asdoted in the first two sections.

The reader is assumed to know about basic system admiigattasks: how to become root, edit files,
change permissions, stop processes, etc. See the othésrshaithis NetBSD guide and e.g.
AeleenFriscHor further information on this topic. Besides that, you glidoknow how to handle the
utilities we’re going to set up here, i.e. you should know Howse telnet, FTP, ... | will not explain the
basic features of those utilities, please refer to the gpate man-pages, the references listed or of
course the other parts of this document instead.

This introduction to TCP/IP Networking was written with timéention in mind to give starters a basic
knowledge. If you really want to know what it's all about, dg@raigHunt This book does not only cover

the basics, but goes on and explains all the concepts, ssraitd how to set them up in detail. It's great,
I loveit! :-)

22.2 Supported Networking Protocols

There are several protocol suites supported by NetBSD, afeghich were inherited from NetBSD'’s
predecessor, 4.4BSD, and subsequently enhanced and idpiidwe first and most important one today
is DARPA’s Transmission Control Protocol/Internet Pratb@ CP/IP). Other protocol suites available in
NetBSD include the Xerox Network System (XNS) which was dniplemented at UCB to connect
isolated machines to the net, Apple’s AppleTalk protocdesand the ISO protocol suite, CCITT X.25
and ARGO TP. They are only used in some special applicatiasetdays.

Today, TCP/IP is the most widespread protocol of the onedioreed above. It is implemented on
almost every hardware and operating system, and it is atsmtist-used protocol in heterogenous
environments. So, if you just want to connect your computaning NetBSD to some other machine at
home or you want to integrate it into your company’s or ursigis network, TCP/IP is the right choice.
Besides the "old" IP version 4, NetBSD also supports the "nBwersion 6 (IPv6) since NetBSD 1.5,
thanks to code contributed by the KAME project.
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There are other protocol suites such as DECNET, Novell'd8PX or Microsoft's NetBIOS, but these
are not currently supported by NetBSD. These protocolediforn TCP/IP in that they are proprietary,
in contrast to the others, which are well-defined in seveRC&and other open standards.

22.3 Supported Media

The TCP/IP protocol stack behaves the same regardless ofttezlying media used, and NetBSD
supports a wide range of these, among them are EtherneOQ/QA0O0MBd), Arcnet, serial line, ATM,
FDDI, Fiber Channel, USB, HIPPI, FireWire (IEEE 1394), TakRing, and serial lines.

22.3.1 Serial Line

There are a couple of reasons for using TCP/IP over a seral i

- If your remote host is only reachable via telephone, you c@naumodem to access it.
- Many computers have a serial port, and the cable neededer ctieap.

The disadvantage of a serial connection is that it's slowan bther methods. NetBSD can use at most
115200 bit/s, making it a lot slower than e.g. Ethernet'simiim 10 Mbit/s and Arcnet’s 4 Mbit/s.

There are two possible protocols to connect a host runninB$@ to another host using a serial line
(possibly over a phone-line):

« Serial Line IP (SLIP)
- Point to Point Protocol (PPP)

The choice here depends on whether you use a dial-up coandletbugh a modem or if you use a static
connection (null-modem or leased line). If you dial up fouydP connection, it's wise to use PPP as it
offers some possibilities to auto-negotiate IP-addreasdsoutes, which can be quite painful to do by
hand. If you want to connect to another machine which is diyeonnected, use SLIP, as this is
supported by about every operating system and more easyup s4th fixed addresses and routes.

PPP on a direct connection is a bit difficult to setup, as @syeto timeout the initial handshake; with
SLIP, there’s no such initial handshake, i.e. you start upgide, and when the other site has its first
packet, it will send it over the line.

RFC1331andRFC1332describe PPP and TCP/IP over PPP. SLIP is defin€&F@G1055

22.3.2 Ethernet

Ethernet is the medium commonly used to build local area oidsv(LANS) of interconnected machines
within a limited area such as an office, company or univegiypus. Ethernet is based on a bus
structure to which many machines can connect to, and conuation always happens between two
nodes at a time. When two or more nodes want to talk at the samelioth will restart communication
after some timeout. The technical term for this is CSMA/CRui@r Sense w/ Multiple Access and
Collision Detection).

Initially, Ethernet hardware consisted of a thick (yellav@pble that machines tapped into using special
connectors that poked through the cable’s outer shieldihg.successor of this was called 10base5,

227



Chapter 22 Introduction to TCP/IP Networking

which used BNC-type connectors for tapping in special Tramtors and terminators on both ends of the
bus. Today, ethernet is mostly used with twisted pair linb&tvare used in a collapsed bus system that
are contained in switches or hubs. The twisted pair lines tiis type of media its name - 10baseT for
10 Mbit/s networks, and 100baseT for 100 MBit/s ones. Inalvatl environments there’s also the
distinction if communication between the node and the $wéem happen in half- or in full duplex mode.

22.4 TCP/IP Address Format

TCP/IP uses 4-byte (32-bit) addresses in the current imgheations (IPv4), also called IP-numbers
(Internet-Protocol numbers), to address hosts.

TCP/IP allows any two machines to communicate directly. ot this all hosts on a given network
must have a unique IP address. To assure this, IP addressedministrated by one central organisation,
the InterNIC. They give certain ranges of addresses (né&taddresses) directly to sites which want to
participate in the internet or to internet-providers, vihigve the addresses to their customers.

If your university or company is connected to the Interrtdiais (at least) one such network-address for
its own use, usually not assigned by the InterNIC directly,rhther through an Internet Service Provider
(ISP).

If you just want to run your private network at home, see babovhow to “build” your own IP
addresses. However, if you want to connect your machinestéréal :-) Internet, you should get an IP
addresses from your local network-administrator or -pexi

IP addresses are usually written in “dotted quad”-notatitve four bytes are written down in decimal
(most significant byte first), separated by dots. For exam@2.199.15.99 would be a valid address.
Another way to write down IP-addresses would be as one 3Relsiword, e.g. 0x84c70f63. This is not
as convenient as the dotted-quad, but quite useful at tifmes(See below!)

Being assigned a network means nothing else but setting ebthe above-mentioned 32 address-bits to
certain values. These bits that are used for identifyingiétevork are called network-bits. The

remaining bits can be used to address hosts on that netweriefore they are called host-bits.

Figure 22-1lillustrates the separation.

Figure 22-1. IPv4-addresses are divided into more significd network- and less significant hostbits

n netbits 32-n hostbits

In the above example, the network-address is 132.199.640-fits are set to 0 in network-addresses)
and the host’s address is 15.99 on that network.

How do you know that the host's address is 16 bit wide? Wel, ighassigned by the provider from
which you get your network-addresses. In the classlessduain routing (CIDR) used today, host
fields are usually between as little as 2 to 16 bits wide, aadhtimber of network-bits is written after the
network address, separated by a “/”, e.g. 132.199.0.0lkgHat the network in question has 16
network-bits. When talking about the “size” of a networls itsual to only talk about it as “/16”, “/24”,
etc.

Before CIDR was used, there used to be four classes of neswlgdch one starts with a certain
bit-pattern identifying it. Here are the four classes:

228



Chapter 22 Introduction to TCP/IP Networking

« Class A starts with “0” as most significant bit. The next seliég of a class A address identify the
network, the remaining 24 bit can be used to address hostsitin one class A network there can
be Z2*hosts. It's not very likely that you (or your university, asrmapany, or whatever) will get a whole
class A address.

The CIDR notation for a class A network with its eight netwbits is an “/8”.

« Class B starts with “10” as most significant bits. The next itd &re used for the networks address
and the remaining 16 bits can be used to address more thaf 66686. Class B addresses are very
rarely given out today, they used to be common for compamidsiaiversities before IPv4 address
space went scarce.

The CIDR notation for a class B network with its 16 networlsh# an “/16”.

Returning to our above example, you can see that 132.199.1& 0x84c¢70f63, which is more
appropriate here!) is on a class B network, as 0x841069... (base 2).

Therefore, the address 132.199.15.99 can be split intotavorieaddress of 132.199.0.0 and a
host-address of 15.99.

« Class C is identified by the MSBs being “110”, allowing only62&ctually: only 254, see below) hosts
on each of the 2 possible class C networks. Class C addresses are usuatly &nsmall) companies.

The CIDR notation for a class C network with its 24 networlslistan “/24”.

« There are also other addresses, starting with “111”. Thaseased for special purposes (e. g.
multicast-addresses) and are not of interest here.

Please note that the bits which are used for identifying #tevark-class are part of the network-address.

When separating host-addresses from network-addrebsesatmask” comes in handy. In this mask,
all the network-bits are set to “1”, the host-bits are “0”.uBhputting together IP-address and netmask
with a logical AND-function, the network-address remains.

To continue our example, 255.255.0.0 is a possible netnask32.199.15.99. When applying this
mask, the network-address 132.199.0.0 remains.

For addresses in CIDR notation, the number of network-itsrgalso says how many of the most
significant bits of the address must be set to “1” to get thenask for the corresponding network. For
classful addressing, every network-class has a fixed defatrhask assigned:

« Class A (/8): default-netmask: 255.0.0.0, first byte of addr 1-127
« Class B (/16): default-netmask: 255.255.0.0, first bytedafrass: 128-191
« Class C (/24): default-netmask: 255.255.255.0, first bjsddress: 192-223

Another thing to mention here is the “broadcast-addressielsending to this addresd], hosts on the
corresponding network will receive the message sent. Thadwast address is characterized by having
all host-bits set to “1”.

Taking 132.199.15.99 with its netmask 255.255.0.0 aghabtoadcast-address would result in
132.199.255.255.

You'll ask now: But what if | want a host’s address to be alkbi®” or “1"? Well, this doesn’t work, as
network- and broadcast-address must be present! Becatlss,af class B (/16) network can contain at
most 2°-2 hosts, a class C (/24) network can hold no more tHeh 2254 hosts.
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Besides all those categories of addresses, there’s theakipeaddress 127.0.0.1 which always refers to
the “local” host, i.e. if you talk to 127.0.0.1 you'll talk tpourself without starting any network-activity.
This is sometimes useful to use services installed on yoarraachine or to play around if you don't
have other hosts to put on your network.

Let's put together the things we've introduced in this satti

IP-address

32 bit-address, with network- and host-bits.

Network-address

IP-address with all host bits set to “0”.

Netmask

32-bit mask with “1” for network- and “0” for host-bits.

Broadcast

IP-address with all host bits set “1”.

localhost’s address

The local host’s IP address is always 127.0.0.1.

22.5 Subnetting and Routing

After talking so much about netmasks, network-, host- ahéroaddresses, | have to admit that this is
not the whole truth.

Imagine the situation at your university, which usually hadass B (/16) address, allowing it to have up
to 2*¢ ~= 65534 hosts on that net. Maybe it would be a nice thing t@ ladithose hosts on one single
network, but it's simply not possible due to limitations frettransport media commonly used today.

For example, when using thinwire ethernet, the maximumtlengfithe cable is 185 meters. Even with
repeaters in between, which refresh the signals, this ismoagh to cover all the locations where
machines are located. Besides that, there is a maximum mohb@24 hosts on one ethernet wire, and
you'll loose quite a bit of performance if you go to this limit

So, are you hosed now? Having an address which allows manes®@00 hosts, but being bound to
media which allows far less than that limit?

Well, of course not! :-)

The idea is to divide the “big” class B net into several snralletworks, commonly called sub-networks
or simply subnets. Those subnets are only allowed to haye254 hosts on them (i.e. you divide one
big class B network into several class C networks!).

To do this, you adjust your netmask to have more network- esslhost-bits on it. This is usually done
on a byte-boundary, but you're not forced to do it there. ®mmonly your netmask will not be
255.255.0.0 as supposed by a class B network, but it will beds255.255.255.0.

In CIDR notation, you now write a “/24” instead of the “/16” shiow that 24 bits of the address are used
for identifying the network and subnet, instead of the 16 ¥ere used before.
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This gives you one additional network-byte to assign to €pblysical!) network. All the 254 hosts on
that subnet can now talk directly to each other, and you céd B&6 such class C nets. This should fit
your needs.

To explain this better, let’s continue our above examplg.&a host 132.199.15.99 (I'll call him dusk
from now; we'll talk about assigning hostnames later) hastanask of 255.255.255.0 and thus is on the
subnet 132.199.15.0/24. Let's furthermore introduce soraee hosts so we have something to play
around with, se€igure 22-2

Figure 22-2. Our demo-network

ftp
132.199.1.202

cisco
132.199.1.8

Subnet 132.199.1.0
Broadcast 132.199.1.255
Netmask 255,255.255.05

132.199.1.33

rzi
132.199.15.1

Subnet 132.199.15.0
Broadcast 132.199.15.28
a Netmask 255.255.255.0

132.199.15.98

132.199.15.100 132.199.15.99
dawn dusk

132.199.15.97
noon

SLIP

In the above network, dusk can talk directly to dawn, as thieyoath on the same subnet. (There are
other hosts attached to the 132.199.15.0/24-subnet buttieenot of importance for us now)

But what if dusk wants to talk to a host on another subnet?

Well, the traffic will then go through one or more gatewaysi(ess), which are attached to two subnets.
Because of this, a router always has two different addreesedor each of the subnets it is on. The
router is functionally transparent, i.e. you don't haveddiss it to reach hosts on the “other” side.
Instead, you address that host directly and the packetbevibuted to it correctly.

Example. Let's say dusk wants to get some files from the ldpasérver. As dusk can’t reach ftp directly
(because it's on a different subnet), all its packets wilfdo@varded to its "defaultrouter" rzi
(132.199.15.1), which knows where to forward the packets.

Dusk knows the address of its defaultrouter in its netwazk (r32.199.15.1), and it will forward any
packets to it which are not on the same subnet, i.e. it wilvBod all IP-packets in which the third
address-byte isn’t 15.

The (default)router then gives the packets to the apprigphiast, as it's also on the FTP-server’s
network.

In this exampleall packets are forwarded to the 132.199.1.0/24-network, Igitmgrause it's the
network’s backbone, the most important part of the netwatkich carries all the traffic that passes
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between several subnets. Almost all other networks begi82499.15.0/24 are attached to the
backbone in a similar manner.

But what if we had hooked up another subnet to 132.199.1%i082ead of 132.199.1.0/24? Maybe
something the situation displayedhigure 22-3

Figure 22-3. Attaching one subnet to another one

Subnet 132.199.1.0
(Backbone)

132.199.1.33

rzi
132.199.15.1

Subnet 132.199.15.C
132.199.15.2 132.199.15.9
route2 dusk
132.199.16.1

When we now want to reach a host which is located in the 132189%/24-subnet from dusk, it won’t
work routing it to rzi, but you'll have to send it directly toute2 (132.199.15.2). Dusk will have to know
to forward those packets to route2 and send all the othems.to r

Subnet 132.199.16:6

When configuring dusk, you tell it to forward all packets foet132.199.16.0/24-subnet to route2, and
all others to rzi. Instead of specifying this default as 188.1.0/24,132.199.2.0/24, etc., 0.0.0.0 can be
used to set the default-route.

Returning toFigure 22-2there’s a similar problem when dawn wants to send to nooichwk

connected to dusk via a serial line running. When lookingnatP-addresses, noon seems to be attached
to the 132.199.15.0-network, but it isn’t really. Insteddsk is used as gateway, and dawn will have to
send its packets to dusk, which will forward them to noon thére way dusk is forced into accepting
packets that aren’t destined at it but for a different hosb) instead is called “proxy arp”.

The same goes when hosts from other subnets want to sendrioTtogy have to send their packets to
dusk (possibly routed via rzi),

22.6 Name Service Concepts

In the previous sections, when we talked about hosts, wereeféo them by their IP-addresses. This was
necessary to introduce the different kinds of addresseeriiiking about hosts in general, it's more
convenient to give them “names”, as we did when talking abouting.

Most applications don’t care whether you give them an IP @sklor a hostname. However, they’ll use IP
addresses internally, and there are several methods fortthenap hostnames to IP addresses, each one
with its own way of configuration. In this section we’ll intlace the idea behind each method, in the
next chapter, we’'ll talk about the configuration-part.

The mapping from hostnames (and domainnames) to IP-a@drissgdone by a piece of software called
the “resolver”. This is not an extra service, but some liprautines which are linked to every
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application using networking-calls. The resolver will they to resolve (hence the name ;-) the
hostnames you give into IP addresses. BEE1034andRFC1035for details on the resolver.

Hostnames are usually up to 256 characters long, and cdattgrs, numbers and dashes (“-"); case is
ignored.

Just as with networks and subnets, it's possible (and d#e)ro group hosts into domains and
subdomains. When getting your network-address, you ysakib obtain a domainname by your
provider. As with subnets, it's up to you to introduce subdam. Other as with IP-addresses,
(sub)domains are not directly related to (sub)nets; fongxa, one domain can contain hosts from
several subnets.

Figure 22-2shows this: Both subnets 132.199.1.0/24 and 132.1992¢6(8hd others) are part of the
subdomain “rz.uni-regensburg.de”. The domain the Unitxec$ Regensburg got from its IP-provider is
“uni-regensburg.de” (“.de” is for Deutschland, Germanlyg subdomain “rz” is for Rechenzentrum,
computing center.

Hostnames, subdomain- and domainnames are separatedst(y.jott’s also possible to use more than
one stage of subdomains, although this is not very commomexample would be
fox_in.socs.uts.edu.au.

A hostname which includes the (sub)domain is also calledladualified domain name (FQDN). For
example, the IP-address 132.199.15.99 belongs to the lithsthe FQDN dusk.rz.uni-regensburg.de.

Further above I told you that the IP-address 127.0.0.1 ave&jongs to the local host, regardless what’s
the “real” IP-address of the host. Therefore, 127.0.0.wsygs mapped to the name “localhost”.

The three different ways to translate hostnames into |Pesdéss ardetc/hosts  , the Domain Name
Service (DNS) and the Network Information Service (NIS).

22.6.1/etc/ hosts

The first and simplest way to translate hostnames into |IPegdds is by using a table telling which IP
address belongs to which hostname(s). This table is storémifile/etc/hosts  and has the following
format:

IP-address hostname [nickname [...]]
Lines starting with a hash mark#™) are treated as comments. The other lines contain one difeasd
and the corresponding hostname(s).

It's not possible for a hosthame to belong to several IP e even if | made you think so when
talking about routing. rzi for example has really two distinames for each of its two addresses: rzi and
rzia (but please don’t ask me which name belongs to whichesdy.

Giving a host several nicknames can be convenient if you teespecify your favorite host providing a
special service with that name, as is commonly done with B&iRers. The first (leftmost) name is
usually the real (canonical) name of the host.

Besides giving nicknames, it's also convenient to give a'ei@idll name (including domain) as its
canonical name, and using only its hostname (without doy@aim nickname.

Important: Theremustbe an entry mapping localhost to 127.0.0.1eie/hosts !
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22.6.2 Domain Name Service (DNS)

letc/hosts  bears an inherent problem, especially in big networks: wdrenhost is added or one
host's address changes, all tee/hosts  files on all machines have to be changed! This is not only
time-consuming, it’s also very likely that there will be semrrors and inconsistencies, leading to
problems.

Another approach is to hold only one hostnames-table (pdats) for a network, and make all the clients
query that “nameserver”. Updates will be made only on theasarver.

This is the basic idea behind the Domain Name Service (DNS).

Usually, there’s one nameserver for each domain (hence Did)every host (client) in that domain
knows which domain it is in and which nameserver to queryt®domain.

When the DNS gets a query about a host which is not in its dontaiill forward the query to a DNS

which is either the DNS of the domain in question or knows WHIXNS to ask for the specified domain.
If the DNS forwarded the query doesn’t know how to handlé iill forward that query again to a DNS
one step higher. This is not ad infinitum, there are seveoalt"rservers, which know about any domain.

SeeChapter 250r details on DNS.

22.6.3 Network Information Service (NIS/YP)

Yellow Pages (YP) was invented by Sun Microsystems. The nasdeen changed into Network
Information Service (NIS) because YP was already a tradeofahe British telecom. So, when I'm
talking about NIS you'll know what | mean. ;-)

There are quite some configuration files on a Unix-systempéted it's desired to maintain only one set
of those files for a couple of hosts. Those hosts are groupgditer in a NIS-domain (which hasthing
to do with the domains built by using DNS!) and are usuallytaored in one workstation cluster.

Examples for the config-files shared among those hostietatgasswd |, /etc/group  and - last but
not least Jetc/hosts

So, you can “abuse” NIS for getting a unique name-to-adetressslation on all hosts throughout one
(NIS-)domain.

There’s only one drawback, which prevents NIS from actuadliing used for that translation: In contrast
to the DNS, NIS provides no way to resolve hostnames whichatre the hosts-table. There’s no hosts
“one level up” which the NIS-server can query, and so thesliation will fail! Suns NIS+ takes measures
against that problem, but as NIS+ is only available on Selgyistems, this is of little use for us now.

Don’t get me wrong: NIS is a fine thing for managing e.g. uséofimation (etc/passwd , ...) in
workstation-clusters, it's simply not too useful for resaoly hostnames.

22.6.4 Other

The name resolving methods described above are what’s osatianly today to resolve hostnames into
IP addresses, but they aren’t the only ones. Basicallyyaaiabase mechanism would do, but none is
implemented in NetBSD. Let’s have a quick look what you magcemter.

With NIS lacking hierarchy in data structures, NIS+ is irded to help out in that field. Tables can be
setup in a way so that if a query cannot be answered by a dosrssnier, there can be another domain
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“above” that might be able to do so. E.g. you could choose te laadomain that lists all the hosts (users,
groups, ...) that are valid in the whole company, one thahdsfihe same for each division, etc. NIS+ is
not used a lot today, even Sun went back to ship back NIS bytefa

Last century, the X.500 standard was designed to accommbd#t simple databases likgc/hosts

as well as complex, hierarchical systems as can be fountheDiNS today. X.500 wasn’t really a
success, mostly due to the fact that it tried to do too mucheasame time. A cut-down version is
available today as the Lightweight Directory Access ProtdcDAP), which is becoming popular in the
last years to manage data like users but also hosts and attsensll to medium sized organisations.

22.7 Next generation Internet protocol - IPv6

22.7.1 The Future of the Internet

According to experts, the Internet as we know it will face aases problem in a few years. Due to its
rapid growth and the limitations in its design, there willdpoint at which no more free addresses are
available for connecting new hosts. At that point, no morg web servers can be set up, no more users
can sign up for accounts at ISPs, no more new machines cafupetsaccess the web or participate in
online games - some people may call this a serious problem.

Several approaches have been made to solve the problemy Aegular one is to not assign a
worldwide unique address to every user’s machine, but rath@ssign them “private” addresses, and
hide several machines behind one official, globally unicggress. This approach is called “Network
Address Translation” (NAT, also known as IP Masqueraditidg)as problems, as the machines hidden
behind the global address can't be addressed, and as aokthudt, opening connections to them - which
is used in online gaming, peer to peer networking, etc. - ipnsasible. For a more in-depth discussion
of the drawbacks of NAT, seRFC3027

A different approach to the problem of internet addressésgescarce is to abandon the old Internet
protocol with its limited addressing capabilities, and aseew protocol that does not have these
limitations. The protocol - or actually, a set of protocoissed by machines connected to form today’s
Internet is know as the TCP/IP (Transmission Control Pralidoternet Protocol) suite, and version 4
currently in use has all the problems described above. Bingjdo a different protocol version that does
not have these problems of course requires for a 'bettesi@rito be available, which actually is.
Version 6 of the Internet Protocol (IPv6) does fulfill any pitde future demands on address space, and
also addresses further features such as privacy, enanygtial better support of mobile computing.

Assuming a basic understanding of how today’s IPv4 works,téxt is intended as an introduction to the
IPv6 protocol. The changes in address formats and namautiesore covered. With the background
given hereSection 23.9vill show how to use IPv6 even if your ISP doesn't offer it byngsa simple yet
efficient transition mechanism called 6to4. The goal is toogdine with IPv6, giving example
configuration for NetBSD.

22.7.2 What good is IPv6?

When telling people to migrate from IPv4 to IPv6, the quasiiou usually hear is “why?”. There are
actually a few good reasons to move to the new version:
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- Bigger address space
- Support for mobile devices

« Built-in security

22.7.2.1 Bigger Address Space

The bigger address space that IPv6 offers is the most obeithencement it has over IPv4. While
today’s internet architecture is based on 32-bit wide agkibg, the new version has 128 bit available for
addressing. Thanks to the enlarged address space, warkertike NAT don’t have to be used any
more. This allows full, unconstrained IP connectivity foday’s IP based machines as well as upcoming
mobile devices like PDAs and cell phones will benefit from fRlaccess through GPRS and UMTS.

22.7.2.2 Mobility

When mentioning mobile devices and IP, another importaimtfio note is that some special protocol is
needed to support mobility, and implementing this proteaalled “Mobile IP” - is one of the
requirements for every IPv6 stack. Thus, if you have IPvéigpyou have support for roaming between
different networks, with everyone being updated when yaudeone network and enter the other one.
Support for roaming is possible with IPv4 too, but there aneiiaber of hoops that need to be jumped in
order to get things working. With IPv6, there’s no need fasths support for mobility was one of the
design requirements for IPv6. SBEC3024for some more information on the issues that need to be
addressed with Mobile IP on IPv4.

22.7.2.3 Security

Besides support for mobility, security was another requnést for the successor to today’s Internet
Protocol version. As a result, IPv6 protocol stacks areireduo include IPsec. IPsec allows
authentication, encryption and compression of any IP trdffnlike application level protocols like SSL
or SSH, all IP traffic between two nodes can be handled, withdjusting any applications. The benefit
of this is that all applications on a machine can benefit froergption and authentication, and that
policies can be set on a per-host (or even per-network) bas@er application/service. An introduction
to IPsec with a roadmap to the documentation can be fouRdFD2411 the core protocol is described
in RFC2401

22.7.3 Changes to IPv4

After giving a brief overview of all the important featuresIBv6, we’'ll go into the details of the basics
of IPv6 here. A brief understanding of how IPv4 works is assdnand the changes in IPv6 will be
highlighted. Starting with IPv6 addresses and how thegti sp we’ll go into the various types of
addresses there are, what became of broadcasts, thenisdtesging the IP layer go into changes for
name resolving and what's new in DNS for IPv6.

22.7.3.1 Addressing

An IPv4 address is a 32 bit value, that’s usually written inttdd quad” representation, where each
“quad” represents a byte value between 0 and 255, for example
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127.0.0.1

This allows a theoretical number or ~4 billion hosts to be connected on the internet today. Due
grouping, not all addresses are available today.

IPv6 addresses use 128 bit, which results'ffitheoretically addressable hosts. This allows for a Really
Big number of machines to addressed, and it sure fits all @fjtsdequirements plus all those nifty
PDAs and cell phones with IP phones in the near future withoytsweat. When writing IPv6
addresses, they are usually divided into groups of 16 bitsaenras four hex digits, and the groups are
separated by colons. An example is:

fe80::2a0:d2ff:fea5:e9f5

This shows a special thing - a number of consecutive zerobeafbreviated by a single “::” once in the
IPv6 address. The above address is thus equivalent to f880000:2a0:d2ff:fea5:e9f5 - leading zeros
within groups can be omitted, and only one “::” can be useditPa6 address.

To make addresses manageable, they are split in two paiitsh ate the bits identifying the network a
machine is on, and the bits that identify a machine on a (&tbjork. The bits are known as netbits and
hostbits, and in both IPv4 and IPv6, the netbits are the™/lefost significant bits of an IP address, and
the host bits are the “right”, least significant bits, as shawFigure 22-4

Figure 22-4. IPv6-addresses are divided into more significa network- and less significant hostbits,
too

n netbits 128-n hostbits

In IPv4, the border is drawn with the aid of the netmask, witigh be used to mask all net/host bits.
Typical examples are 255.255.0.0 that uses 16 bit for adifrgshe network, and 16 bit for the machine,
or 255.255.255.0 which takes another 8 bit to allow addngs®b6 subnets on e.g. a class B net.

When addressing switched from classful addressing to CliRiRng, the borders between net and host
bits stopped being on 8 bit boundaries, and as a result theasks started looking ugly and not really
manageable. As a replacement, the number of network bited for a given address, to denote the
border, e.g.

10.0.0.0/24
is the same as a netmask of 255.255.255.0 (24 1-bits). The sameme is used in IPv6:
2001:638:a01:2::/64

tells us that the address used here has the first (leftmosif$dsed as the network address, and the last
(rightmost) 64 bits are used to identify the machine on thevak. The network bits are commonly
referred to as (network) “prefix”, and the “prefixlen” herewid be 64 bits.

Common addressing schemes found in IPv4 are the (old) classiBlass C nets. With a class C
network (/24), you get 24 bits assigned by your provider,iatehves 8 bits to be assigned by you. If
you want to add any subnetting to that, you end up with “unémetmasks that are a bit nifty to deal
with. Easier for such cases are class B networks (/16), wdnithhave 16 bits assigned by the provider,
and that allow subnetting, i.e. splitting of the rightmois$ into two parts. One to address the on-site
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subnet, and one to address the hosts on that subnet. Ushiallig, done on byte (8 bit) boundaries.
Using a netmask of 255.255.255.0 (or a /24 prefix) allowsflexnanagement even of bigger networks
here. Of course there is the upper limit of 254 machines panet,and 256 subnets.

With 128 bits available for addressing in IPv6, the schenmeroonly used is the same, only the fields
are wider. Providers usually assign /48 networks, whictided 6 bits for a subnetting and 64 hostbits.

Figure 22-5. IPv6-addresses have a similar structure to cks B addresses

IPv4: | 16:bit ‘8bit‘8bit|

IPV6: | 48:bit \ 16:bit \ 64:1bit‘

Provider—assigned network—bits

Self-assigned subnet-bits

D Host-bits

Now while the space for network and subnets here is prettyhrokicusing 64 bits for addressing hosts
seems like a waste. It's unlikely that you will want to haveesal billion hosts on a single subnet, so
what is the idea behind this?

The idea behind fixed width 64 bit wide host identifiers is tihaly aren’t assigned manually as it's
usually done for IPv4 nowadays. Instead, IPv6 host addsesgerecommended (not mandatory!) to be
built from so-called EUI64 addresses. EUI64 addressesas¢he name says - 64 bit wide, and derived
from MAC addresses of the underlying network interface. Eagethernet, the 6 byte (48 bit) MAC
address is usually filled with the hex bits “fffe” in the mieéddnd a bit is set to mark the address as
unigue (which is true for Ethernet), e.g. the MAC address

01:23:45:67:89:ab

results in the EUI64 address

03:23:45:ff:fe:67:89:ab

which again gives the host bits for the IPv6 address as
1:0323:45ff:fe67:89ab

These host bits can now be used to automatically assign I6@sses to hosts, which supports
autoconfiguration of IPv6 hosts - all that's needed to getrafiete IPv6 address is the first (net/subnet)
bits, and IPv6 also offers a solution to assign them autaalyi

When on a network of machines speaking IP, there’s usuatyroater which acts as the gateway to
outside networks. In IPv6 land, this router will send “rawevertisement” information, which clients

are expected to either receive during operation or to sal@dn system startup. The router advertisement
information includes data on the router’s address, andwhidltress prefix it routes. With this

information and the host-generated EUI64 address, an fi@géean calculate its IP address, and there is
no need for manual address assignment. Of course routeresiil some configuration.
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The router advertisement information they create are gadineoNeighbor Discovery Protocol (NDP, see
RFC246), which is the successor to IPv4’s ARP protocol. In conttagtRP, NDP does not only do
lookup of IPv6 addresses for MAC addresses (the neighbmitation/advertisement part), but also does
a similar service for routers and the prefixes they serveghvisi used for autoconfiguration of IPv6 hosts
as described in the previous paragraph.

22.7.3.2 Multiple Addresses

In IPv4, a host usually has one IP address per network iedaeven per machine if the IP stack
supports it. Only very rare applications like web servessittin machines having more than one IP
address. In IPv6, this is different. For each interfacerglienot only a globally unique IP address, but
there are two other addresses that are of interest: Thedog#t &ddress, and the site local address. The
link local address has a prefix of fe80::/64, and the hostsaduilt from the interface’s EUI64 address.
The link local address is used for contacting hosts and reatethe same network only, the addresses
are not visible or reachable from different subnets. If vednthere’s the choice of either using global
addresses (as assigned by a provider), or using site lode¢sgks. Site local addresses are assigned the
network address fec0::/10, and subnets and hosts can besaddrjust as for provider-assigned
networks. The only difference is, that the addresses wilbeovisible to outside machines, as these are
on a different network, and their “site local” addressesiaredifferent physical net (if assigned at all).
As with the 10/8 network in IPv4, site local addresses candee Lbut don't have to. For IPv6 it's most
common to have hosts assigned a link-local and a global IReaddSite local addresses are rather
uncommon today, and are no substitute for globally uniquisesses if global connectivity is required.

22.7.3.3 Multicasting

In IP land, there are three ways to talk to a host: unicasgdrast and multicast. The most common one
is by talking to it directly, using its unicast address. In4Pthe unicast address is the “normal” IP
address assigned to a single host, with all address bigreski The broadcast address used to address all
hosts in the same IP subnet has the network bits set to thereaddress, and all host bits set to “1”
(which can be easily done using the netmask and some bittigresa Multicast addresses are used to
reach a number of hosts in the same multicast group, whiclbeanachines spread over the whole
internet. Machines must join multicast groups explicityparticipate, and there are special IPv4
addresses used for multicast addresses, allocated froP2#18 subnet. Multicast isn’t used very much

in IPv4, and only few applications like the MBone audio andea broadcast utilities use it.

In IPv6, unicast addresses are used the same as in IPv4,pressuthere - all the network and host bits
are assigned to identify the target network and machineadirasts are no longer available in IPv6 in the
way they were in IPv4, this is where multicasting comes id&ypAddresses in the ff::/8 network are
reserved for multicast applications, and there are twoiapeuwilticast addresses that supersede the
broadcast addresses from IPv4. One is the “all routers”ioast address, the others is for “all hosts”.
The addresses are specific to the subnet, i.e. a router dedrtedwo different subnets can address all
hosts/routers on any of the subnets it's connected to. Adéschere are:

. ffOX::1 for all hosts and

. ffOX::2 for all routers,
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where X" is the scope ID of the link here, identifying the network.uadly this starts from “1” for the

“node local” scope, “2” for the first link, etc. Note that ifgrfectly ok for two network interfaces to be
attached to one link, thus resulting in double bandwidth:

Figure 22-6. Several interfaces attached to a link result ironly one scope ID for the link

node

~<— 200MBps

One use of the “all hosts” multicast is in the neighbor stditon code of NDP, where any machine that
wants to communicate with another machine sends out a retguibe “all hosts” group, and the
machine in question is expected to respond.

22.7.3.4 Name Resolving in IPv6

After talking a lot about addressing in IPv6, anyone stillheill hope that there’s a proper way to
abstract all these long & ugly IPv6 addresses with some rosénlames as one can do in IPv4, and of
course there is.

Hostname to IP address resolving in IPv4 is usually done enafithree ways: using a simple table in
letc/hosts  , by using the Network Information Service (NIS, formerly )Yét via the Domain Name
System (DNS).

As of this writing, NIS/NIS+ over IPv6 is currently only avable on Solaris 8, for both database
contents and transport, using a RPC extension.

Having a simple address<->name map liéde/hosts  is supported in all IPv6 stacks. With the KAME
implementation used in NetBSktc/hosts  contains IPv6 addresses as well as IPv4 addresses. A
simple example is the “localhost” entry in the default NefBi&stallation:

127.0.0.1 localhost
1 localhost

For DNS, there are no fundamentally new concepts. IPv6 naswwving is done with AAAA records
that - as the name implies - point to an entity that’s four 8rttee size of an A record. The AAAA record
takes a hostname on the left side, just as A does, and on thtesiitg there’s an IPv6 address, e.g.

noon IN AAAA 3ffe:400:430:2:240:95ff:fe40:4385

For reverse resolving, IPv4 uses the in-addr.arpa zonehealogy that it writes the bytes (in decimal) in
reversed order, i.e. more significant bytes are more rigittI®v6 this is similar, only that hex digits
representing 4 bits are used instead of decimal numberghandsource records are also under a
different domain, ip6.int.

So to have the reverse resolving for the above host, you wautlghto your/etc/named.conf
something like:

zone "0.3.4.0.0.0.4.0.e.f.f.3.IP6.INT" {
type master;
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file "db.reverse";

I3
and in the zone file db.reverse you put (besides the usualdgtike SOA and NS):

5.8.3.4.0.4.e.f.££5.9.0.4.2.0.2.0.0.0 IN PTR noon.ip v6.example.com.

The address is reversed here, and written down one hex #igithe other, starting with the least
significant (rightmost) one, separating the hex digits wlitis, as usual in zone files.

One thing to note when setting up DNS for IPv6 is to take catb®DNS software version in use.

BIND 8.x does understand AAAA records, but it does not off@me resolving via IPv6. You need

BIND 9.x for that. Beyond that, BIND 9.x supports a numberegaurce records that are currently being
discussed but not officially introduced yet. The most neatitie one here is the A6 record which allows
easier provider/prefix changing.

To sum up, this section talked about the technical diffeesrietween IPv4 and IPv6 for addressing and
name resolving. Some details like IP header options, QoSlawd were deliberately left out to not
make this document more complex than necessary.
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Setting up TCP/IP on NetBSD In

practice

23.1 A walk through the kernel configuration

Before we dive into configuring various aspects of netwotlsewe want to walk through the necessary
bits that have to or can be present in the kernel.Geapter 3¥or more details on compiling the kernel,
we will concentrate on the configuration of the kernel here.Will take the i386/GENERIC config file

as an example here. Config files for other platforms shoultb@osimilar information, the comments in
the config files give additional hints. Besides the informativen here, each kernel option is also
documented in the options(4) manpage, and there is usuailbngage for each driver too, e.g. tip(4).

The first line of each config file shows the version. It can beluse&eompare against other versions via
CVS, or when reporting bugs.

options NTP # NTP phase/frequency locked loop

If you want to run the Network Time Protocol (NTP), this optican be enabled for maximum precision.
If the option is not present, NTP will still work. See ntpd{8) more information.

file-system NFS # Network File System client

If you want to use another machine’s hard disk via the Netvlk System (NFS), this option is needed.
Section 28.1ives more information on NFS.

options NFSSERVER # Network File System server

This option includes the server side of the NFS remote fileisharotocol. Enable if you want to allow
other machines to use your hard diSkection 28.Xontains more information on NFS.

#options GATEWAY # packet forwarding

If you want to setup a router that forwards packets betwesmarks or network interfaces, setting this
option is needed. If doesn’t only switch on packet forwagdiout also increases some buffers. See
options(4) for details.

options INET # IP + ICMP + TCP + UDP

This enables the TCP/IP code in the kernel. Even if you doatituse networking, you will still need
this for machine-internal communication of subsystems tie X Window System. See inet(4) for more
details.
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options INET6 # IPV6

If you want to use IPv®6, this is your option. If you don’t waRM6, which is part of NetBSD since the
1.5 release, you can remove/comment out that option. Seeet&{4) manpage arBection 22.%or
more information on the next generation Internet protocol.

#options IPSEC # IP security

Includes support for the IPsec protocol, including key aolicy management, authentication and
compression. This option can be used without the previotis{NET®, if you just want to use IPsec
with IPv4, which is possible. See ipsec(4) for more inforiomat

#options IPSEC_ESP # IP security (encryption part; define w /IPSEC)
This option is needed in addition to IPSEC if encryption iswea in IPsec.
#options MROUTING # IP multicast routing

If multicast services like the MBone services should beeduthis option needs to be included. Note
that the routing itself is controlled by the mrouted(8) daem

options NS # XNS
#options NSIP # XNS tunneling over IP

These options enable the Xerox Network Systems(TM) pratacaily. It's not related to the TCP/IP
protocol stack, and in rare use today. The ns(4) manpagehas details.

options ISO, TPIP # OSI
#options EON # OSI tunneling over IP

These options include the OSI protocol stack, which wasfeaid long time to be the future of
networking. It's mostly history these days. :-) See the43afanpage for more information.

options CCITT,LLC,HDLC # X.25

These options enable the X.25 protocol set for transmissidata over serial lines. It is/was used
mostly in conjunction with the OSI protocols and in WAN netking.

options NETATALK # AppleTalk networking protocols

Include support for the AppleTalk protocol stack. Userlardver programs are needed to make use of
that. See pkgsrc/net/netatalk and pkgsrc/net/netatalk-for such packages. More information on the
AppleTalk protocol and protocol stack are available in ttzk#4) manpage.

options PPP_BSDCOMP # BSD-Compress compression support fo r PPP
options PPP_DEFLATE # Deflate compression support for PPP
options PPP_FILTER # Active filter support for PPP (require s bpf)

These options tune various aspects of the Point-to-Poibpol. The first two determine the
compression algorithms used and available, while the tiielenables code to filter some packets.

options PFIL_HOOKS # pfil(9) packet filter hooks
options IPFILTER_LOG # ipmon(8) log support
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These options enable firewalling in NetBSD, using IPFilsme the ipf(4) and ipf(8) manpages for more
information on operation of IPFilter, arection 23.5.%or a configuration example.

# Compatibility with 4.2BSD implementation of TCP/IP. Not r ecommended.
#options TCP_COMPAT_42

This option is only needed if you have machines on the netwakstill run 4.2BSD or a network stack
derived from it. If you've got one or more 4.2BSD-systems oniynetwork, you've to pay attention to
set the right broadcast-address, as 4.2BSD has a bug intenkéng code, concerning the broadcast
address. This bug forces you to set all host-bits in the lwrastdaddress to “0”. The TCP_COMPAT_42
option helps you ensuring this.

options NFS_BOOT_DHCP,NFS_BOOT_BOOTPARAM

These options enable lookup of data via DHCP or the BOOTPARAMocol if the kernel is told to use
a NFS root file system. See the diskless(8) manpage for mfmneriation.

# Kernel root file system and dump configuration.

config netbsd root on ? type ?
#config netbsd root on sdOa type ffs
#config netbsd root on ? type nfs

These lines tell where the kernel looks for its root file sgstand which filesystem type it is expected to
have. If you want to make a kernel that uses a NFS root filesysta the tlp0 interface, you can do this
with “root on tlp0 type nfs ". Ifa ? is used instead of a device/type, the kernel tries to figues on
out on its own.

# ISA serial interfaces

comO at isa? port 0x3f8 irq 4 # Standard PC serial ports
coml at isa? port 0x2f8 irq 3
comz2 at isa? port 0x3e8 irq 5

If you want to use PPP or SLIP, you will need some serial (cart@rfaces. Others with attachment on
USB, PCMCIA or PUC will do as well.

# Network Interfaces

This rather long list contains all sorts of network drivé?kease pick the one that matches your hardware,
according to the comments. For most drivers, there’s alsarsual page available, e.g. tip(4), ne(4), etc.

# MII/PHY support

This section lists media independent interfaces for nétwards. Pick one that matches your hardware.
If in doubt, enable them all and see what the kernel picks tis&enii(4) manpage for more information.

# USB Ethernet adapters

aue * at uhub? port ? # ADMtek AN986 Pegasus based adapters
cue * at uhub? port ? # CATC USB-EL1201A based adapters
kue * at uhub? port ? # Kawasaki LSI KL5KUSB101B based adapters

USB-ethernet adapters only have about 2MBit/s bandwidthtHey are very convenient to use. Of
course this needs other USB related options which we wonkicbere, as well as the necessary
hardware. See the corresponding manpages for more infiomat
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# network pseudo-devices
pseudo-device  bpfilter 8 # Berkeley packet filter

This pseudo-device allows sniffing packets of all sorts.rigeded for tcpdump, but also rarpd and some
other applications that need to know about network traffée Bpf(4) for more information.

pseudo-device ipfilter # IP filter (firewall) and NAT

This one enables the IPFilter’s packet filtering kernelrii@ee used for firewalling, NAT (1P
Masquerading) etc. See ipf(4) aBection 23.5.for more information.

pseudo-device loop # network loopback

This is the “lo0” software loopback network device which ged by some programs these days, as well
as for routing things. It should not be omitted. See lo(4)fare details.

pseudo-device ppp 2 # Point-to-Point Protocol

If you want to use PPP either over a serial interface or ett€dRPPOE), you will need this option. See
ppp(4) for details on this interface.

pseudo-device sl 2 # Serial Line IP

Serial Line IP is a simple encapsulation for IP over (wellejial lines. It does not include negotiation of
IP addresses and other options, which is the reason thabith widespread use today any more. See
sl(4).

pseudo-device  strip 2 # Starmode Radio IP (Metricom)

If you happen to have one of the old Metricom Ricochet pack@iorwireless network devices, use this
pseudo-device to use it. See the strip(4) manpage for ddtmformation.

pseudo-device  tun 2 # network tunneling over tty

This network device can be used to tunnel network packetslavize file /dev/itun = . Packets routed
to the tunO interface can be read fragav/tun0 , and data written tédev/tun0  will be sent out the
tunO network interface. This can be used to implement e.& @ating in userland. See tun(4) for
details.

pseudo-device  gre 2 # generic L3 over IP tunnel

The GRE encapsulation can be used to tunnel arbitrary lapacBets over IP, e.g. to implement VPNSs.
See gre(4) for more.

pseudo-device ipip 2 # IP Encapsulation within IP (RFC 2003)

Another IP-in-IP encapsulation device, with a different@psulation format. See the ipip(4) manpage
for details.

pseudo-device  gif 4 # IPv[46] over IPv[46] tunnel (RFC 1933)
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Using the GIF interface allows to tunnel e.g. IPv6 over IRvHich can be used to get IPv6 connectivity
if no IPv6-capable uplink (ISP) is available. Other mixe@pérations are possible, too. See the gif(4)
manpage for some examples.

#pseudo-device faith 1 # IPv[46] tcp relay translation if

The faith interface captures IPv6 TCP traffic, for implenieguserland IPv6-to-1Pv4 TCP relays e.g.
for protocol transitions. See the faith(4) manpage for nu@tails on this device.

#pseudo-device  stf 1 # 6tod IPv6 over IPv4 encapsulation

This adds a network device that can be used to tunnel IPv6lBvérwithout setting up a configured
tunnel before. The source address of outgoing packetsiosrite IPv4 address, which allows routing
replies back via IPv4. See the stf(4) manpage 3action 23.90r more details.

pseudo-device  vlan # |EEE 802.1q encapsulation

This interface provides support for IEEE 802.1Q Virtual L&Nvhich allows tagging Ethernet frames
with a “vlan” ID. Using properly configured switches (thasalhave to support VLAN, of course), this
can be used to build virtual LANs where one set of machinesmlosee traffic from the other (broadcast
and other). The vlan(4) manpage tells more about this.

23.2 Overview of the network configuration files

The following is a list of the files used to configure the netvdihe usage of these files, some of which
have already been met the first chapters, will be describttkifollowing sections.

/etc/hosts
Local hosts database file. Each line contains informatiganging a known host and contains the
internet address, the host's name and the aliases. Smathrkstcan be configured using only the
hosts file, without aname server

/etc/resolv.conf
This file specifies how the routines which provide accesseddriternet Domain Name System
should operate. Generally it contains the addresses ofiime iservers.

/etclifconfig.xxx

This file is used for the automatic configuration of the netneard at boot.

/etc/mygate

Contains the IP address of the gateway.

letc/nsswitch.conf

Name service switch configuration file. It controls how a gsxlooks up various databases
containing information regarding hosts, users, grougs,Sgtecifically, this file defines the order to
look up the databases. For example, the line:

hosts: files dns
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specifies that the hosts database comes from two sofiitesgthe local/etc/hosts  file) and
DNS (the Internet Domain Name System) and that the local filesearched before the DNS.

It is usually not necessary to modify this file.

23.3 Connecting to the Internet with a modem

There are many types of Internet connections: this sectiptams how to connect to a provider using a
modem over a telephone line using the PPP protocol, a verynmomsetup. In order to have a working
connection, the following steps must be done:

Get the necessary information from the provider.

Edit the file/etc/resolv.conf and checletc/nsswitch.conf

Create the directoridstc/ppp  and/etc/ppp/peers if they don't exist.
Create the connection script, the chat file and the pppdroptile.

o~ w0 bd e

Created the user-password authentication file.

Judging from the previous list it looks like a complicatedgedure that requires a lot of work. Actually,
the single steps are very easy: it's just a matter of modifyaneating or simply checking some small
text files. In the following example it will be assumed that thodem is connected to the second serial
port/devitty0l ~ (COM2 in DOS).

A few words on the difference betweenom COM andtty. For NetBSD, “com” is the name of the serial
port driver (the one that is displayed Hynesg and “tty” is the name of the port. Since numbering starts
at 0, comO is the driver for the first serial port, named tty@i@he DOS world, instead, COML1 refers to
the first serial port (usually located at 0x3f8), COM2 to tkeand, and so on. Therefore COM1 (DOS)
corresponds tédev/tty0o0  (NetBSD).

Besides external modems connected to COM ports (Ugiwgty0[012] on i386,/devi/tty[ab]
on sparc, ...) modems on USRI¢v/ttyU ) and pcmcia/cardbugdev/tty0[012] ) can be used.

23.3.1 Getting the connection information

The first thing to do is ask the provider the necessary inftiondor the connection, which means:

« The phone number of the nearest POP.
« The authentication method to be used.
« The username and password for the connection.

- The IP addresses of the name servers.

23.3.2resol v. conf and nsswi t ch. conf

The/etc/resolv.conf file must be configured using the information supplied by tfovidler,
especially the addresses of the DNS. In this example the ™8 Dill be “194.109.123.2” and
“191.200.4.52".
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Example 23-1resol v. conf

nameserver 194.109.123.2
nameserver 191.200.4.52

And now an example of thietc/nsswitch.conf file.

Example 23-2.nsswi t ch. conf

# letc/nsswitch.conf

group: compat

group_compat: nis

hosts: files dns

netgroup: files [notfound=return] nis
networks: files

passwd: compat
passwd_compat: nis

shells: files

The defaults of doing hostname lookups Xé&e/hosts ~ followed by the DNS works fine and there’s
usually no need to modify this.

23.3.3 Creating the directories for pppd

The directoriegetc/ppp  and/etc/ppp/peers will contain the configuration files for the PPP
connection. After a fresh install of NetBSD they don't exdstd must be created (chmod 700).

# nkdir /etc/ppp
# nkdir /etc/ppp/ peers

23.3.4 Connection script and chat file

The connection script will be used as a parameter on the pppd@and line; it is located in
/etc/ppp/peers and has usually the name of the provider. For example, if tbeigher's name is

BigNet and your user name for the connection to the provilatan, an example connection script could
be:

Example 23-3. Connection script

# letc/ppp/peers/bignet

connect ’'/usr/shin/chat -v -f /etc/ppp/peers/bignet.cha t
noauth

user alan

remotename bignet.it

In the previous example, the script specifiehat fileto be used for the connection. The options in the
script are detailed in the pppd(8) man page.
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Note: If you are experiencing connection problems, add the following two lines to the connection

script

debug
kdebug 4

You will get a log of the operations performed when the system tries to connect. See pppd(8),
syslog.conf(5).

The connection script calls the chat application to deah Wit physical connection (modem
initialization, dialing, ...) The parameters to chat carspecified inline in the connection script, but it is
better to put them in a separate file. If, for example, thepted@e number of the POP to call is 02
99999999, an example chat script could be:

Example 23-4. Chat file

# letc/ppp/peers/bignet.chat
ABORT BUSY

ABORT "NO CARRIER"
ABORT "NO DIALTONE"
" ATDT0299999999
CONNECT ”

Note: If you have problems with the chat file, you can try connecting manually to the POP with the
cu(1) program and verify the exact strings that you are receiving.

23.3.5 Authentication

During authentication each of the two systems verifies thatity of the other system, although in
practice you are not supposed to authenticate the proyideonly to be verified by him, using one of
the following methods:

« PAP/CHAP
- login

Most providers use a PAP/CHAP authentication.

23.3.5.1 PAP/CHAP authentication

The authentication information (speak: password) is storehe/etc/ppp/pap-secrets for PAP
and in/etc/ppp/chap-secrets for CHAP. The lines have the following format:

user * password
For example:

alan * pZY9o
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For security reasons thpap-secrets  andchap-secrets  files should be owned bpot and have
permissions “600".

chown root /etc/ppp/pap-secrets
chown root /etc/ppp/chap-secrets
chnmod 600 /etc/ ppp/ pap-secrets
chnod 600 /etc/ppp/ chap-secrets

H oH H H#

23.3.5.2 Login authentication

This type of authentication is not widely used today; if tmevider uses login authentication, user name
and password must be supplied in the chat file instead of tiREEGAAP files, because the chat file
simulates an interactive login. In this case, set up apjtppermissions for the chat file.

The following is an example chat file with login authentiocati

Example 23-5. Chat file with login

# letc/ppp/peers/bignet.chat
ABORT BUSY

ABORT "NO CARRIER"
ABORT "NO DIALTONE"
" ATDT0299999999
CONNECT ”

TIMEOUT 50

ogin: alan

ssword: pZY9o

23.3.6 pppd options

The only thing left to do is the creation of tipppd options file, which igetc/ppp/options (chmod
644).

Example 23-6./ et ¢/ ppp/ opt i ons

/dev/tty01
lock

crtscts
57600
modem
defaultroute
noipdefault

Check the pppd(8) man page for the meaning of the options.
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23.3.7 Testing the modem

Before activating the link it is a good idea to make a quick eradest, in order to verify that the
physical connection and the communication with the modemksvd-or the test the cu(1) program can
be used, as in the following example.

1. Create the filéetc/uucp/port with the following lines:

type modem
port modem
device /dev/tty01
speed 115200

(substitute the correct device in place/ddv/tty01 ).

2. Write the commandu -p modemto start sending commands to the modem. For example:

# cu -p nodem
Connected.
ATZ

OK

Disconnected.
#

In the previous example the reset command (ATZ) was sentetontidem, which replied with OK:
the communication works. To exit cu(1), writg(tilde) followed by. (dot), as in the example.

If the modem doesn’t work, check that it is connected to thresmb port (i.e. you are using the right port
with cu(1). Cables are a frequent cause of trouble, too.

When you start cu(1) and a message saying “Permission deapeéars, check who is the owner of the
I/devitty  ## device, it must be "uucp". For example:

$1s -1 /dev/tty00
CrW------- 1 uucp wheel 8, 0 Mar 22 20:39 /dev/tty0O

If the owner is root, the following happens:

$ Is -1 /dev/tty00

CrwW------- 1 root wheel 8, 0 Mar 22 20:39 /dev/tty00
$ cu -p nodem

cu: open (/dev/tty00): Permission denied

cu: All matching ports in use

23.3.8 Activating the link

At last everything is ready to connect to the provider with thllowing command:
# pppd call bignet

wherebignet is the name of the already described connection script. &theeconnection messages of
pppd, give the following command:
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# tail -f [var/log/nessages
To disconnect, do kill -HUP of pppd.

# pkill -HUP pppd

23.3.9 Using a script for connection and disconnection

When the connection works correctly, it's time to write a pleuof scripts to avoid repeating the
commands every time. These two scripts can be named, for@&gmp-start  andppp-stop

ppp-start  is used to connect to the provider:

Example 23-7.ppp- st art

#!/bin/sh

MODEM-=tty01

POP=bignet

if [ -f /var/spool/lock/LCK..$MODEM 1]; then
echo ppp is already running...

else

pppd call $POP

tail -f /var/log/messages

fi

ppp-stop is used to close the connection:

Example 23-8.ppp- st op

#!/bin/sh

MODEM=tty01

if [ -f /var/spool/lock/LCK..$MODEM 1]; then
echo -f killing pppd...

kill -HUP ‘cat /var/spool/lock/LCK..$MODEM’
echo done

else

echo ppp is not active

fi

The two scripts take advantage of the fact that whyepd is active, it creates the fileCK..tty01  in the
Ivar/spool/lock directory. This file contains the process Ipid) of thepppd process.

The two scripts must be executable:

# chnod u+x ppp-start ppp-stop
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23.3.10 Running commands after dialin

If you find yourself to always run the same set of commands ga@hyou dial in, you can put them in a
script/etc/ppp/ip-up which will be called by pppd(8) after successful dial-ink&iwise, before the
connection is closed dowrgtc/ppp/ip-down is executed. Both scripts are expected to be executable.
See pppd(8) for more detalils.

23.4 Creating a small home network

Networking is one of the main strengths of Unix and NetBSDdgrception: networking is both
powerful and easy to set up and inexpensive too, becauseitheo need to buy additional software to
communicate or to build a serv&ection 23.%xplains how to configure a NetBSD machine to act as a
gateway for a network: with IPNAT all the hosts of the netwoak reach the Internet with a single
connection to a provider made by the gateway machine. Thetbimg to be checked before creating the
network is to buy network cards supported by NetBSD (cheekNBTALL. = files for a list of

supported devices).

First, the network cards must be installed and connectedhtdaswitch or directly (seEigure 23-).

Next, check that the network cards are recognized by theskestudying the output of thémesg
command. In the following example the kernel recognizedesity an NE2000 clone:

ne0 at isa0 port 0x280-0x29f irq 9
ne0: NE2000 Ethernet
ne0: Ethernet address 00:c2:dd:c1:d1:21

If the card is not recognized by the kernel, check that it eded in the kernel configuration file and
then that the card’s IRQ matches the one that the kernel exgear example, this is the isa NE200O line
in the configuration file; the kernel expects the card to b&&x 9.

ne0 at isa? port 0x280 irg 9 # NE[12]000 ethernet cards

If the card’s configuration is different, it will probably hbe found at boot. In this case, either change
the line in the kernel configuration file and compile a new kéor change the card’s setup (usually
through a setup disk or, for old cards, a jumper on the card).

The following command shows the network card’s current gurition:

# ifconfig ne0

ne0: flags=8822<BROADCAST,NOTRAILERS,SIMPLEX,MULTICA ST> mtu 1500
address: 00:50:ba:aa:a7:7f

media: Ethernet autoselect (10baseT)

inet6 fe80::250:baff:feaa:a77f%ne0 prefixlen 64 scopeid 0x1

The software configuration of the network card is very eabg [P address “192.168.1.1” is assigned to
the card.
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# ifconfig ne0 inet 192.168.1.1 netmask OxffffffO0O

Note that the networks 10.0.0.0/8 and 192.168.0.0/16 arxved for private networks, which is what
we’re setting up here.

Repeating the previous command now gives a different result

# ifconfig ne0

ne0: flags=8863<UP,BROADCAST,NOTRAILERS,RUNNING,SIMP LEX,MULTICAST> mtu 1500
address: 00:50:ba:aa:a7:7f

media: Ethernet autoselect (10baseT)

inet 192.168.1.1 netmask Oxffffff00 broadcast 192.168.1. 255

inet6 fe80::250:baff:feaa:a77f%ne0 prefixlen 64 scopeid 0x1

The output offconfig has now changed: the IP address is now printed and there areetwflags, “UP”
and “RUNNING” If the interface isn’t “UP”, it will not be usebly the system to send packets.

The host was given the IP address 192.168.1.1, which betorthe set of addresses reserved for
internal networks which are not reachable from the Inteffle¢ configuration is finished and must now
be tested,; if there is another active host on the netwopka@can be tried. For example, if 192.168.1.2
is the address of the active host:

# ping 192.168.1.2

PING ape (192.168.1.2): 56 data bytes

64 bytes from 192.168.1.2: icmp_seq=0 ttI=255 time=1.286 m

64 bytes from 192.168.1.2: icmp_seq=1 ttI=255 time=0.649 m

64 bytes from 192.168.1.2: icmp_seq=2 ttI=255 time=0.681 m

64 bytes from 192.168.1.2: icmp_seq=3 ttI=255 time=0.656 m

~C

----ape PING Statistics----

4 packets transmitted, 4 packets received, 0.0% packet loss

round-trip min/avg/max/stddev = 0.649/0.818/1.286/0.31 2 ms

n u n n

With the current setup, at the next boot it will be necessangpeat the configuration of the network
card. In order to avoid repeating the card’s configuraticgeah boot, add the following lines to
letc/rc.conf

auto_ifconfig=yes
ifconfig_neO="inet 192.168.1.1 netmask Oxffffff00"

In this example the variabié&onfig_ne0 was set because the network card was recognizad@sy
the kernel; if you are using a different adapter, substittigeappropriate name in place of neO.
At the next boot the network card will be configured autonelyc

If you have a router that is connected to the internet, yowsant as default router, which will handle
all your packets. To do so, sé¢faultroute to the router’s IP address iatc/rc.conf

defaultroute=192.168.0.254

Be sure to use the default router’s IP address instead of riaroase your DNS server is beyond the
default router. In that case, the DNS server couldn’t behreddo resolve the default router’'s hostname
and vice versa, creating a chicken-and-egg problem.
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To reach hosts on your local network, and assuming you reallg very few hosts, adjustc/hosts
to contain the addresses of all the hosts belonging to tkeenat network. For example:

Example 23-9./ et ¢/ host s

Host Database

This file should contain the addresses and aliases
for local hosts that share this file.

It is used only for "ifconfig" and other operations
before the nameserver is started.

HOH K KR H HHH

127.0.0.1 localhost

a1 localhost

#

# RFC 1918 specifies that these networks are "internal".
# 10.0.0.0 10.255.255.255

# 172.16.0.0 172.31.255.255

# 192.168.0.0 192.168.255.255

192.168.1.1  ape.insetti.net ape
192.168.1.2  vespa.insetti.net vespa
192.168.1.0  insetti.net

If you are dialed in via an Internet Service Provider, or itiftave a local Domain Name Server (DNS)
running, you may want to use it to resolve hostnames to |Pesdéds, possibly in addition to

fetc/hosts , which would only know your own hosts. To configure a machin®AalS client, you need
to edit/etc/resolv.conf , and enter the DNS server’s address, in addition to an ogltaomain name
that will be appended to hosts with no domain, in order toterad&=QDN for resolving. Assuming your
DNS server’s IP address is 192.168.1.2 and it is setup tedervhome.net", put the following into
/etc/resolv.conf

# letc/resolv.conf
domain home.net
nameserver 192.168.1.2

The/etc/nsswitch.conf file should be checked as explainedgrample 23-2

Summing up, to configure the network the following must beeddhe network adapters must be
installed and physically connected. Next they must be cardig) (withifconfig) and, finally, the file
/etc/rc.conf must be modified to configure the interface and possibly diefauter, and
/etc/resolv.conf and/etc/nsswitch.conf should be adjusted if DNS should be used. This type
of network management is sufficient for small networks with&ophisticated needs.

23.5 Setting up an Internet gateway with IPNAT

The mysterious acronym IPNAT hides the Internet Protocaisek Address Translation, which enables
the routing of an internal network (e.g. your home networklescribed irSection 23.%on a real
network (Internet). This means that with only one “real”dftic or dynamic, belonging to a gateway
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running IPNAT, it is possible to create simultaneous cotinas to the Internet for all the hosts of the
internal network.

Some usage examples of IPNAT can be found in the subdirettevghare/examples/ipf :look at
the filesBASIC.NAT andnat-setup

The setup for the example described in this section is @et@ilFigure 23-1 host 1can connect to the
Internet calling a provider with a modem and getting a dymrdffiaddresshost 2andhost 3can’t
communicate with the Internet with a normal setup: IPNADwaHl them to do it: host 1 will act as a
Internet gateway for hosts 2 and 3. Using host 1 as defauitrduwosts 2 and 3 will be able to access the
Internet.

Figure 23-1. Network with gateway

local net 192.168.1.0

: Gat eway static/dynamic IP :

' host 3 host 2 host 1 ' m

' ppp0 modem : | SP —
: O |3
, ne0 ne0 ne0 . g
' 192.168.1.3 192.168.1.2 192.168.1.1 : m
. !

. !

23.5.1 Configuring the gateway/firewall
To use IPNAT, the “pseudo-device ipfilter” must be compiletbithe kernel, and IP packet forwarding
must be enabled in the kernel. To check, run:

# sysctl net.inet.ip.forwarding
net.inet.ip.forwarding = 1

If the result is “1” as in the previous example, the optionnalgled, otherwise, if the result is “0” the
option is disabled. You can do two things:

1. Compile a new kernel, with the GATEWAY option enabled.
2. Enable the option in the current kernel with the followaggmmand:
# sysctl -w net.inet.ip.forwardi ng=1

You can add sysctl settings tetc/sysctl.conf to have them set automatically at boot. In this
case you would want to add

net.inet.ip.forwarding=1

The rest of this section explains how to create an IPNAT caondition that is automatically started every
time that a connection to the provider is activated with tR€Hnk. With this configuration all the host
of a home network (for example) will be able to connect to titerinet through the gateway machine,
even if they don't use NetBSD.

For the setup, first, create tfec/ipnat.conf file containing the following rules:
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map ppp0 192.168.1.0/24 -> 0/32 proxy port ftp ftp/tcp
map ppp0 192.168.1.0/24 -> 0/32 portmap tcp/udp 40000:6000 0
map ppp0 192.168.1.0/24 -> 0/32

192.168.1.0/24 are the network addresses that should bgadaphe first line of the configuration file is
optional: it enables active FTP to work through the gatewasg second line is used to handle correctly
tcp and udp packets; the portmapping is necessary becattsemfny to one relationship). The third
line is used to enable ICMP, ping, etc.

Next, create théetc/ppp/ip-up file; it will be called automatically every time that the PR#klis
activated:

#!/bin/sh
# letc/ppplip-up
/etc/rc.d/ipnat forcestart

Create the fildetc/ppp/ip-down ; it will be called automatically when the PPP link is closed:

#!/bin/sh
# letc/ppplip-down
/etc/rc.d/ipnat forcestop

Bothip-up andip-down must be executable:
# chnmod u+x ip-up ip-down

The gateway machine is now ready.

23.5.2 Configuring the clients

Create detc/resolv.conf file like the one on the gateway machine, to make the clierdsszcthe
same DNS server as the gateway.

Next, make all clients use the gateway as their default routge the following command:
# route add default 192.168.1.1

192.168.1.1is the address of the gateway machine configutbd previous section.

Of course you don’t want to give this command every time, 'sdoietter to define the “defaultroute”
entry in the/etc/rc.conf file: the default route will be set automatically during gymstinitialization,
using the defaultroute option as an argument tarthiee add default command.

If the client machine is not using NetBSD, the configuratiathbe different. On Windows PC’s you
need to set the gateway property of the TCP/IP protocol téRleldress of the NetBSD gateway.

That's all that needs to be done on the client machines.

23.5.3 Some useful commands

The following commands can be useful for diagnosing proktem

257



Chapter 23 Setting up TCP/IP on NetBSD in practice

ping

netstat -r

Displays the routing tables (similar toute show).

traceroute

On the client it shows the route followed by the packets tdr ttestination.

tcpdump

Use on the gateway to monitor TCP/IP traffic.

23.6 Setting up a network bridge device

A bridge can be used to combine different physical netwaris @ne logical network, i.e. connect them
at layer 2 of the ISO-OSI model, not at layer 3, which is what@er would do. The NetBSD “bridge”
driver provides bridge functionality on NetBSD systems.

23.6.1 Bridge example

In this example two physical networks are going to be combinene logical network, 192.168.1.0,
using a NetBSD bridge. The NetBSD machine which is going t@adridge has two interfaces, ne0
and nel, which are each connected to one physical network.

The first step is to make sure support for the “bridge” is cdetpin the running kernel. Support is
included in the GENERIC kernel.

When the system is ready the bridge can be created, this cdoneeusing thérconfig(8) command.
First of a bridge interface has to be created. With the falhgyifconfig command the “bridge0” interface
will be created:

$ ifconfig bridge0O create

Please make sure that at this point both the ne0 and nelaoésrére up. The next step is to add the ne0
and nel interfaces to the bridge.

$ brconfig bridge0 add ne0 add nel up

This configuration can be automatically set up by creating@rifconfig.interface file, in this
caseletc/ifconfig.bridge0 , with the following contents:
create

Ibrconfig $int add ne0 add nel up

After setting up the bridge the bridge configuration can Ispldiyed using thbrconfig -a command.
Remember that if you want to give the bridge machine an IPessdyou can only allocate an IP address
to one of the interfaces which are part of the bridge.
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23.7 A common LAN setup

The small home network discussed in the previous sectiotagwd many items that were configured
manually. In bigger LANs that are centrally managed, oneeguect Internet connectivity being
available via some router, a DNS server being available paost important, a DHCP server which
hands out IP addresses to clients on request. To make a NatlB®iDrun in such an environment, it's
usually enough to set

dhclient=yes

in /etc/rc.conf , and the IP address will be set automaticady;/resolv.conf will be created
and routing setup to the default router.

23.8 Connecting two PCs through a serial line

If you need to transfer files between two PCs which are notowimd there is a simple solution which is
particularly handy when copying the files to a floppy is notical: the two machines can be networked
with a serial cable (aull modentable). The following sections describe some configuration

23.8.1 Connecting NetBSD with BSD or Linux

The easiest case is when both machines run NetBSD: makingreection with the SLIP protocol is
very easy. On the first machine write the following commands:

# slattach /dev/tty00
# ifconfig sl0 inet 192.168.1.1 192.168.1.2

On the second machine write the following commands:

# slattach /dev/tty00
# ifconfig sl0 inet 192.168.1.2 192.168.1.1

Now you can test the connection wiping; for example, on the second PC write:
# ping 192.168.1.1

If everything worked there is now an active network conrethetween the two machines and ftp, telnet
and other similar commands can be executed. The textuakal@f the machines can be written in the
/etc/hosts file.

- In the previous example both PC’s used the first serial pdetfty0 ). Substitute the appropriate
device if you are using another port.

- |P addresses like 192.168.x.x are reserved for “internetfvorks. The first PC has address
192.168.1.1 and the second 192.168.1.2.

- To achieve a faster connection tise speed option toslattach can be specified.

- ftp can be used to transfer files only if inetd is active and the $grver is enabled.
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Linux: If one of the two PC's runs Linux, the commands are slightly different (on the Linux machine
only). If the Linux machine gets the 192.168.1.2 address, the following commands are needed:

# slattach -p slip -s 115200 /dev/ttySO &
# ifconfig sl0 192.168.1.2 pointopoint 192.168.1.1 up
# route add 192.168.1.1 dev slO

Don't forget the “&” in the first command.

23.8.2 Connecting NetBSD and Windows NT

NetBSD and Windows NT can be (almost) easily networked wikrgalnull modencable. Basically
what needs to be done is to create a “Remote Access” conneatiter Windows NT and to start pppd
on NetBSD.

Start pppd as root after having create@@prc in/root . Use the following example as a template.

connect ’'/usr/sbin/chat -v CLIENT CLIENTSERVER’
local

tty00

115200

crtscts

lock

noauth

nodefaultroute

:192.168.1.2

The meaning of the first line will be explained later in thistéen; 192.168.1.2 is the IP address that will
be assigned by NetBSD to the Windows NT hatsQ0 is the serial port used for the connection (first
serial port).

On the NT side aull modendevice must be installed from the Control Panel (Modem i@ng) a
Remote Access connection using this modem must be crediechdlll modem driver is standard under
Windows NT 4 but it's not a 100% null modem: when the link isieatied, NT sends the string CLIENT
and expects to receive the answer CLIENTSERVER. This is th@mmg of the first line of theppprc

file: chat must answer to NT when the connection is activated or theextion will fail.

In the configuration of the Remote Access connection theviolig must be specified: use the null
modem, telephone number “1” (it's not used, anyway), PPPeseenable only TCP/IP protocol, use IP
address and nameservers from the server (NetBSD in thiy &edect the hardware control flow and set
the port to 115200 8N1.

Now everything is ready to activate the connection.

- Connect the serial ports of the two machines with the null emodable.
- Launchpppd on NetBSD. To see the messages of pppil-f /var/log/messages

- Activate the Remote Access connection on Windows NT.
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23.8.3 Connecting NetBSD and Windows 95

The setup for Windows 95 is similar to the one for Windows N&nfidte Access on Windows 95 and the
PPP server on NetBSD will be used. Most (if not all) Windowg@&lgases don't have thrull modem
driver, which makes things a little more complicated. Thgiest solution is to find one of the available
null modem drivers on the Internet (it's a smalF file) and repeat the same steps as for Windows NT.
The only difference is that the first line of th@prc file (the one that callshat) can be removed.

If you can'’t find a real null modem driver for Windows 95 it'slispossible to use a little trick:

- Create a Remote Access connection like the one descrilfelction 23.8.Dut using the “Standard
Modem”.

- In .ppprc substitute the line that calshat with the following line
connect ’/usr/sbin/chat -v ATH OK AT OK ATEOV1 OK AT OK ATDT CO NNECT’

- Activate the connection as describeddaction 23.8.2

In this way thechat program, called when the connection is activated, emulales Windows 95 thinks
is a standard modem, returning to Windows 95 the same anghagra standard modem would return.
Whenever Windows 95 sends a modem command stcimaf,returns OK.

23.9 IPv6 Connectivity & Transition via 6to4

This section will concentrate on how to get network conmgtfor IPv6 and - as that is rarely available
directly - talk at length about the alternatives to nativedleonnectivity as a transitional method until
native IPv6 peers are available.

Finding an ISP that offers IPv6 natively needs quite somk.M¢hat you need next is a router that will
be able to handle the traffic. To date, not all router manufacs offer IPv6 or hardware accelerated
IPv6 features, and gateway NAT boxes only rarely suppor® léhd also block IPv6 tunnels. An
alternative approach involves configuring a standard P@ingrNetBSD to act as a router. The base
NetBSD system contains a complete IPv6 routing solutiod fanspecial routing needs software like
Zebra can provide additional routing protocols. This soluts rather common for sites that want IPv6
connectivity today. The drawbacks are that you need an I&Fstipports IPv6 and that you may need a
dedicated uplink only for IPv6.

IPv6 to-the-door may be rare, but you can still get IPv6 catinity by using tunnels. Instead of talking
IPv6 on the wire, the IPv6 packets are encapsulated in IPekgts, as shown iRigure 23-2 Using the
existing IPv4 infrastructure, the encapsulated packetsant to a IPv6-capable uplink that will then
remove the encapsulation, and forward the IPv6 packets.

Figure 23-2. A frequently used method for transition is tunreling IPv6 in IPv4 packets

local v6 gate ve

encapsulatiol
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local v4
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When using tunnels, there are two possibilities. One is ¢oauso-called “configured” tunnel, the other is
called an “automatic” tunnel. A “configured” tunnel is onathequired preparation from both ends of
the tunnel, usually connected with some kind of registratdexchange setup information. An example
for such a configured tunnel is the IPv6-over-1Pv4 encapismaescribed irRFC1933 and that's
implemented e.g. by the gif(4) device found in NetBSD.

An “automatic” tunnel consists of a public server that hasedind of IPv6 connectivity, e.g. via

6Bone. That server has made its connectivity data publitatso runs a tunneling protocol that does not
require an explicit registration of the sites using it agniplA well-used example of such a protocol is
the 6to4 mechanism describedRFC3056 and that is implemented in the stf(4) device found in
NetBSD’s. Another mechanism that does not require redistraf IPv6-information is the 6over4
mechanism, which implements transporting of IPv6 over aticasgt-enabled IPv4 network, instead of
e.g. ethernet or FDDI. 6over4 is documente®iRC2529 It's main drawback is that you do need
existing multicast infrastructure. If you don't have thsgfting it up is about as much effort as setting up
a configured IPv6 tunnel directly, so it's usually not worttthering in that case.

23.9.1 Getting 6to4 IPv6 up & running

6to4 is an easy way to get IPv6 connectivity for hosts thay bialve an IPv4 uplink, especially if you
have the background given 8ection 22.71t can be used with static as well as dynamically assigned
IPv4 addresses, e.g. as found in modem dialup scenariog ¥een using dynamic IPv4 addresses, a
change of IP addresses will be a problem for incoming traféicyou can’t run persistent servers.

Example configurations given in this section is for NetBSB.2..

23.9.2 Obtaining IPv6 Address Space for 6to4

The 6to4 IPv6 setup on your side doesn’t consist of a singté Heldress; Instead, you get a whole /48
network! The IPv6 addresses are derived from your (single} laddress. The address prefix “2002:” is
reserved for 6to4 based addresses (i.e. IPv6 addressesdiedm IPv4 addresses). The next 32 bits are
your IPv4 address. This results in a /48 network that you c&for your very own purpose. It leaves 16
bits space for Z IPv6 subnets, which can take up t Bodes eactFigure 23-3llustrates the building

of your IPv6 address (range) from your IPv4 address.

Thanks to the 6to4 prefix and your worldwide unique IPv4 aslglrehis address block is unique, and it’s
mapped to your machine carrying the IPv4 address in question

Figure 23-3. 6to4 derives an IPv6 from an IPv4 address

Your IPv4 address: /62./157.9.98
Decimal: 62 157 9 98
Hex: 3e \ //
Your IPv6 address: 0023e9d0962 001::1
6tod 80 hit
prefix address spac

262



Chapter 23 Setting up TCP/IP on NetBSD in practice

23.9.3 How to get connected

In contrast to the configured “IPv6-over-1Pv4 tunnel” setypu do not have to register at a
6bone-gateway, which would only then forward your IPv6ficagdncapsulated in IPv4. Instead, as your
IPv6 address is derived from your IPv4 address, inbounfidredn be sent through the nearest 6to4
relay router. De-encapsulation of the packet is done vi@é-6apable network interface, which then
forwards the resulting IPv6 packet according to your ragisatup (in case you have more than one
machine connected on your 6to4 assigned network).

To transmit IPv6 packets, the 6to4 router will encapsula¢et inside IPv4 packets; a system performing
these functions is called a 6to4 border router. These patieste a default route to ti&d@o4 relay anycast
prefix This anycast prefix will route the tunnel t&&o4 relay router Figure 23-4illustrates this.

Figure 23-4. Request and reply can be routed via different ggaways in 6to4

other6to4gate IPV6_EnabIE'
/ Internet
upstream
myhost my6todgate (6 Bone . )

%
yetanother6to4gate

23.9.4 Security Considerations

In contrast to the “configured tunnel” setup, you usually'tsetup packet filters to block 6to4-packets
from unauthorized sources, as this is exactly how (and wing &orks at all. As such, malicious users
can send packets with invalid/hazardous IPv6 payload.ufdan’t already filter on your border
gateways anyways, packets with the following charactesisthould not be allowed as valid 6to4
packets, and some firewalling seems to be justified for them:

- unspecified IPv4 source/destination address: 0.0.0.0/8

- loopback address in outer (v4) source/destination: 12008

+ IPv4 multicast in source/destination: 224.0.0.0/4

« limited broadcasts: 255.0.0.0/8

+ subnet broadcast address as source/destination: depepdardPv4 setup

The NetBSD stf(4) manual page documents some common coatigumistakes intercepted by default
by the KAME stack as well as some further advice on filtering,keep in mind that because of the
requirement of these filters, 6to4 is not perfectly secuti#, forged 6to4 packets become a problem,
you can use IPsec authentication to ensure the IPv6 padieet®@amodified.

263



Chapter 23 Setting up TCP/IP on NetBSD in practice

23.9.5 Data Needed for 6t04 Setup

In order to setup and configure IPv6 over 6to4, a few bits ofigonation data must be known in
advance. These are:

« Your local IPv4 address. It can be determined using eitheeiiftonfig -a’ or ’ netstat - commands
on most Unix systems. If you use a NATing gateway or somethirgure to use the official,
outside-visible address, not your private (10/8 or 192/168one.

We will use 62.224.57.114 as the local IPv4 address in oungia&
« Your local IPv6 address, as derived from the IPv4 addressFgeire 23-3on how to do that.

For our example, this is 2002:3ee0:3972:0001::1 (62.224 1% == 0x3ee03972, 0001::1 arbitrarily
chosen).

« The6to4 IPv6 relay anycast addresshich is 2002:c058:6301::, or the IPv6 address of a spegiifid
relay router you want to use. The IPv6 address will do, asd abntains the IPv4 address in the usual
6to4 translation.

23.9.6 Kernel Preparation

To process 6to4 packets, the operating system kernel ne&dsw about them. For that a driver has to
be compiled in that knows about 6to4, and how to handle it.étB$D 4.0 and newer, the driver is
already present in GENERIC kernel configurations, so thegatare below is usually unnecessary.

For a NetBSD kernel, put the following into your kernel corffig to prepare it for using IPv6 and 6to4,
e.g. on NetBSD use:

options INET6 # IPv6
pseudo-device stf # 6to4 IPv6 over IPv4 encapsulation

Note that the stf(4) device is not enabled by default on N&tB&eases older than 4.0. Rebuild your
kernel, then reboot your system to use the new kernel. PteasultChapter 3Xor further information
on configuring, building and installing a new kernel!

23.9.7 6104 Setup

This section describes the commands to setup 6to4. In shersteps performed here are:

1. Configure interface
2. Set default route
3. Setup Router Advertisement, if wanted

The first step in setting up 6to4 is creating the 6to4 interfad assigning an IPv6 address to it. This is
achieved with the ifconfig(8) command. Assuming the exaraptdiguration above, the commands for
NetBSD are:

# ifconfig stfO create
# ifconfig stfO inet6 2002: 3ee0:3972:1::1 prefixlen 16 alias
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After configuring the 6to4 device with these commands, r@utieeds to be setup, to forward all
tunneled IPv6 traffic to the 6to4 relay router. The best wagdahis is by setting a default route, the
command to do so is, for NetBSD:

# route add -inet6 default 2002:c058: 6301::

Note that NetBSD's stf(4) device determines the IPv4 addoéshe 6to4 uplink from the routing table.
Using this feature, it is easy to setup your own 6to4 (upliokieway if you have an IPv6 uplink, e.g. via
6Bone.

After these commands, you are connected to the IPv6-enaldgd - Congratulations! Assuming name
resolution is still done via IPv4, you can now ping an IPvigtike www.kame.net or
www6.NetBSD.org:

# [ sbin/ping6 wwmv kanme. net

As a final step in setting up IPv6 via 6to4, you will want to geRouter Advertisement if you have
several hosts on your network. While it is possible to setiog 6n each node, doing so will result in

very expensive routing from one node to the other - packdtbeisent to the remote 6to4 gateway,
which will then route the packets back to the neighbor noagelad, setting up 6to4 on one machine and
talking native IPv6 on-wire is the preferred method of hamglthings.

The first step to do so is to assign an IPv6-address to yourrethén the following example we will
assume subnet “2” of the IPv6-net is used for the local etiteand the MAC address of the ethernet
interface is 12:34:56:78:9a:bc, i.e. your local gatewaitgernet interface’s IP address will be
2002:3ee0:3972:2:1234:56ff:fe78:9abc. Assign this esislto your ethernet interface, e.g.

# ifconfig ne0 inet6 alias 2002: 3ee0: 3972: 2: 1234: 56f f: f e78: 9abc

Here, “ne0” is an example for your ethernet card interfa¢es Will most likely be different for your
setup, depending on what kind of card is used.

Next thing that needs to be ensured for setting up the rositeat it will actually forward packets from
the local 6to4 device to the ethernet device and back. Tolem@ab6 packet forwarding, set
“ipémode=router” in NetBSD'¢etc/rc.conf , which will result in the “net.inet6.ip6.forwarding”
sysctl being set to “1":

# sysctl -w net.inet6.ip6.forwardi ng=1
Figure 23-5. Enabling packet forwarding is needed for a 6to4outer

6to4 interface () IPV6
router .
ethernet interface forwarding

To setup router advertisement on BSD, the /fite/rtadvd.conf needs to be checked. It allows
configuration of many things, but usually the default configat containing any data is ok. With that
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default, IPv6 addresses found on all of the router’s netvimeefaces will be advertised.

After checking the router advertisement configuration isext and IPv6 forwarding is turned on, the
daemon handling it can be started. Under NetBSD, it is cattadivd’. Start it up either manually (for
testing it the first time) or via the system'’s startup scripted see all your local nodes automagically
configure the advertised subnet address in addition to alreiady-existing link local address.

# rtadvd

23.9.8 Quickstart using pkgsrc/net/hf6to4

So far, we have described how 6to4 works and how to set it upuaignFor an automated way to make
everything happen e.g. when going online, the 'hf6to4’ @ayekis convenient. It will determine your
IPv6 address from the IPv4 address you got assigned by youidear, then set things up that you are
connected.

Steps to setup the pkgsrc/net/hf6to4 package are:

1. Install the package either by compiling it from pkgsrchgipkg_adding the 6to4-1.2 package.

# cd /usr/pkgsrc/net/hf6to4
# make install

2. Make sure you have the stf(4) pseudo-device in your keseel above.

3. Configure the ’hf6to4’ package. First, cofgr/pkg/share/examples/hf6to4/hf6to4.conf
to /usr/pkg/etc/hf6to4.conf , then adjust the variables. Note that the file is in /bin/shtay.

# cd /usr/pkg/etc
# cp ../share/ exanpl es/ hf 6t 04/ hf 6t 04. conf hf 6t 04. conf
# vi hf 6t o4. conf

Please see the hf6to4(8) manpage for an explanation ofeallatiables you can set in

hf6tod.conf . If you have dialup IP via PPP, and don’t want to run Router éxtizing for other
IPv6 machines on your home or office network, you don’t neazbtdigure anything. If you want to
setup Router Advertising, you need to setithéf  to the internal (ethernet) interface, e.g.

$in_if="rtk0"; # Inside (ethernet) interface
4. Now dial up, then start the 6to4 command manually:
# [ usr/pkg/sbin/hf6to4 start
5. After that, you should be connected, use ping6(8): tofseeerything works:

# ping6 www. Net BSD. org

PING6(56=40+8+8 bytes) 2002:d954:110b:1::1 --> 2001:4f8 :4:7:2e0:81ff:fe52:9a6b

16 bytes from 2001:4f8:4:7:2e0:81ff:fe52:9a6b, icmp_seq =0 hlim=60 time=250.234 ms
16 bytes from 2001:48:4:7:2e0:81ff:fe52:9a6b, icmp_seq =1 hlim=60 time=255.652 ms
16 bytes from 2001:4f8:4:7:2e0:81ff:fe52:9a6b, icmp_seq =2 hlim=60 time=251.237 ms
"C

--- www.NetBSD.org ping6 statistics ---
3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max/std-dev = 250.234/252.374/255.6 52/2.354 ms

# traceroute6 ww. Net BSD. or g
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traceroute6 to www.NetBSD.org (2001:4f8:4:7:2e0:81ff:f e52:9a6b)
from 2002:d954:110b:1::1, 64 hops max, 12 byte packets

1 2002:c25f:6¢cbf:1::1 66.31 ms 66.382 ms 69.062 ms

2 nr-erll.6win.dfn.de 76.134 ms * 76.87 ms

3 nr-fral.6win.dfn.de 76.371 ms 80.709 ms 79.482 ms

4 dfn.de6.de.6bnet.org 92.763 ms 90.863 ms 94.322 ms

5 de.nl6.nl.6net.org 116.115 ms 93.463 ms 96.331 ms

6 nluk6.uk.6net.org 103.347 ms 99.334 ms 100.803 ms

7 ukl.uk6l.uk.6net.org 99.481 ms 100.421 ms 100.119 ms

8 2001:798:28:300::2 89.711 ms 90.435 ms 90.035 ms

9 ge-1-0-0-2.r20.londen03.uk.bb.verio.net 179.671 ms 18 5.141 ms 185.86 ms
10 pl6-0-0-0.r81.nycmny01.us.bb.verio.net 177.067 ms 17 9.086 ms 178.05 ms
11  pl16-1-1-3.r20.nycmny01.us.bb.verio.net 178.04 ms 179 727 ms 184.165 ms
12 pl6-0-1-1.r20.mlpsca0l.us.bb.verio.net 249.856 ms 24 7.476 ms 249.012 ms
13 p64-0-0-0.r21.snjsca04.us.bb.verio.net 239.691 ms 24 1.404 ms 240.998 ms
14 p64-0-0-0.r21.plalca0l.us.bb.verio.net 247.541 ms 24 6.661 ms 246.359 ms
15 xe-0-2-0.r20.plalca0l1.us.bb.verio.net 240.987 ms 239 .056 ms 241.251 ms
16 ge-6-1.a0l.snfcca05.us.ra.verio.net 240.868 ms 241.2 9 ms 242.337 ms

17 fa-5-2.a0l1.snfcca05.us.ce.verio.net 249.477 ms 250.4 ms 256.035 ms

18 2001:4f8:4:7:2e0:81ff:fe52:9a6b 268.164 ms 252.97 ms 2 52.366 ms

Please note thataceroute6 shows the v6 hops only, any underlying tunnels are invisibie thus
not displayed.

. If this works, you can put the following lines into yoletc/ppp/ip-up script to run the
command each time you go online:

logger -p user.info -t ip-up Configuring 6to4 IPv6
/usr/pkg/sbin/hf6to4 stop
lusr/pkg/shin/hf6to4 start

. If you want to route IPv6 for your LAN, you can instrugtio4.plto setup Router Advertising for
you too:

# [ usr/pkg/sbin/hf6to4 rtadvd-start
You can put that command intetc/ppp/ip-up as well to make it permanent.

. If you have changeftc/ppp/ip-up to setup 6to4 automatically, you will most likely want to
changé@etc/ppp/ip-down too, to shut it down when you go offline. Here’s what to put into
letc/ppp/ip-down
logger -p user.info -t ip-down Shutting down 6to4 IPv6

Jusr/pkg/shin/hf6to4 rtadvd-stop
/usr/pkg/sbin/hf6to4 stop

23.9.9 Known 6to4 Relay Routers

It is normally not necessary to pick a specific 6to4 relay eguiut if necessary, you may find a list of
known working routers at http://www.kfu.com/~nsayer#tdn tests, only 6to4.kfu.com and
6to4.ipv6.microsoft.com were found working. Cisco has thrad requires registration, see
http://lwww.cisco.com/ipv6/.
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There’s also an experimental 6to4 server located in Gernaog.ipv6.fh-regensburg.de. This server
runs under NetBSD 1.6 and was setup using the configuragps stescribed above. The whole
configuration of the machine can be seen at http://www.feyed Pv6/netstart.local.

23.9.10 Tunneling 6to4 through an IPFilter firewall

The 6to4 protocol encapsulates IPv6 packets in IPv4, aresghem their own IP type, which most
firewalls block as unknown, as their payload type is dire€HigP", "UDP" or "ICMP". Usually, you
want to setup your 6to4 gateway on the same machine thagistljiconnected to the (IPv4) internet,
and which usually runs the firewall. For the case that you wanin your 6to4 gateway behind a
firewall, you need to drill a hole into the firewall, to let 6tpdckets through. Here is how to do this!

The example assumes that you use the "ppp0" interface orfiyewall to connect to the Internet.

Put the following lines intdetc/ipf.conf to allow your IPFilter firewall let all 6to4 packets pass
(lines broken with \ due to space restrictions; please mrnthnes continued that way all in one line):

# Handle traffic by different rulesets
block in quick on pppO all head 1
block out quick on pppO all head 2

### Incoming packets:

# allow some IPv4:

pass in log quick on pppO proto tcp from any to any \
port = www flags S keep state keep frags group 1

pass in quick on ppp0 proto tcp from any to any \

port = ssh keep state group 1

pass in quick on ppp0 proto tcp from any to any \

port = mail keep state group 1

pass in log quick on pppO proto tcp from any to any \

port = ftp keep state group 1

pass in log quick on pppO proto tcp from any to any \

port = ftp-data keep state group 1

pass in log quick on pppO proto icmp from any to any group 1

# allow all IPv6:

pass in quick on ppp0 proto ipv6 from any to any group 1

pass in log quick on pppO proto ipv6-route from any to any grou p1
pass in log quick on pppO proto ipv6-frag from any to any group 1
pass in log quick on ppp0 proto ipv6-icmp from any to any group 1
pass in log quick on pppO proto ipv6-nonxt from any to any grou p1
pass in log quick on pppO proto ipv6-opts from any to any group 1
# block rest:

blockin log quick on ppp0 all group 1

### Outgoing packets:
# allow usual stuff:

pass out quick on ppp0 proto tcp from any to any flags S \
keep state keep frags group 2

pass out quick on ppp0 proto udp from any to any \
keep state keep frags group 2

pass out quick on ppp0 proto icmp from any to any \
keep state group 2
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# allow all IPv6:

pass out quick on ppp0 proto ipv6 from any to any group 2
pass out log quick on pppO proto ipv6-route from any to any gro u
pass out log quick on pppO proto ipv6-frag from any to any grou

pass out log quick on pppO proto ipv6-icmp from any to any grou

pass out log quick on pppO proto ipv6-nonxt from any to any gro u
pass out log quick on pppO proto ipv6-opts from any to any grou

# block rest:

block out log quick on pppO all group 2

T © T T ©
NNDNDNDDN

Now any host on your network can send (the "out" rules) andiveqthe "in" rules) v4-encapsulated
IPv6 packets, allowing setup of any of them as a 6to4 gate@bgourse you only want to do this on one
host and use native IPv6 between your hosts, and you may alsttavenforce this with more restrictive
rulesets, please see ipf.conf(5) for more information driltér rules.

After your firewall lets pass encapsulated IPv6 packets,igay want to set up your 6to4 gateway to
monitor the IPv6 traffic, or even restrict it. To do so, youdé@ setup IPFilter on your 6to4 gateway as
well. For basic monitoring, enable "ipfilter=yes" fgtc/rc.conf and put the following into
letc/ipf6.conf

pass in log quick on stf0 from any to any
pass out log quick on stf0 from any to any

This logs all (IPv6) traffic going in and out of your "stf0" tneling interface. You can add filter rules as
well if needed.

If you are more interested in traffic stats than a generaha@erof your network traffic, using MRTG in
conjunction with the "net-snmp" package is recommendeeéausof analyzing IPFilter log files.

23.9.11 Conclusion & Further Reading

Compared to where IPv4 is today, IPv6 is still in its earlypstdt is working, there are all sort of
services and clients available, only the userbase is ngiskiis hoped the information provided here
helps people better understand what IPv6 is, and to stasingjavith it.

A few links should be mentioned here for interested parties:

- An example script to setup 6to4 on BSD based machines issiaiat
http://www.NetBSD.org/packages/net/hf6to4/. The dadigtermines your IPv6 address and sets up
6to4 and (if wanted) router advertising. It was designedaokvin dialup setups with changing IPv4
addresses.

- Given that there isn't a standard for IPv6 in Linux land todagre are different setup instructions for
most distributions. The setup of IPv6 on Debian GNU/Linux ba found at
http://people.debian.org/~csmall/ipv6/setup.html.

« The BSD Unix implementations have their own IPv6 documémmatach, interesting URLSs are
http://www.NetBSD.org/docs/network/ipv6/ for NetBSD,
http://www.freebsd.org/doc/en_US.ISO8859-1/booksdtmok/network-ipv6.html for FreeBSD.

« Projects working on implementing IPv6 protocol stacks feefUnix like operating systems are
KAME for BSD and USAGI for Linux. Their web sites can be fourtchép://www.kame.net/ and
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http://www.linux-ipv6.org/. A list of host and router imgainentations can be found at
http://playground.sun.com/pub/ipng/html/ipng-implemations.html.

Besides the official RFC archive at ftp://ftp.isi.edu/iotes, information on IPv6 can be found at
several web sites. First and foremost, the 6Bone’s web paujtpa//www.6bone.net/ must be
mentioned. 6Bone was started as the testbed for IPv6, ammhisin important part of the
IPv6-connected world. Other web pages that contain IPi&8e@ contents include
http://www.ipv6.org/, http://playground.sun.com/pipig/html/ and http://www.ipv6forum.com/.
Most of these sites carry further links - be sure to have allook
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Chapter 24
The Internet Super Server inetd

The "internet super server", or inetd(8), is available dtJaix(like) systems, providing many of the
basic network services available. This chapter descrimeeiationship between the daemon and several
of the config files in theetc/  directory.

24.1 Overview

In this document we will look at a simple definition of inetdl(Bow several files that relate to inetd(8)
work (not that these files are not related to other softwéi@);, to add a service to inetd(8) and some
considerations both to use inetd(8) for a particular sergied times when a service might be better off
running outside of inetd(8).

24.2 What is inetd?

In traditional Unix scenarios, one server (daemon) prosegshes for connections on a particular port,
and handles incoming requests. Now if a machine offers maryces, many daemon processes would
be needed, mostly running idle but still wasting resourit@srhemory. The internet super server, inetd,
is an approach to this problem. It listens on a number of partd when it receives a request it then
determines which program to run to handle the request ants stainstance of that program.

Following is a very simple diagram to illustrate inetd(8):

ftpd ------- | INETD | ---- Internet / DMZ / Switch / Whatever. .

cvsupserver - |

In the above diagram you can see the general idea. The in@ia(@:ss receives a request and then starts
the appropriate server process. What inetd(8) is doingfitazace multiplexing. An important note here,
regarding security: On many other UNIX-like systems, a paekcalled tcpwrappers is used as a security
enhancement for inetd(8). On NetBSD the tcpwrapper funetity is built into inetd(8) using libwrap.

24.3 Configuring inetd - /etc/inetd. conf

The operation of inetd(8) is controlled by its own config fderprisingly namedktc/inetd.conf ,
see inetd.conf(5). Thieetd.conf file basically provides enabling and mapping of servicestrstems
administrator would like to have multiplexed through in@ indicating which program should be
started for incoming requests on which port.
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inetd.conf(5) is an ascii file containing one service pee liand several fields per line. The basic field
layout is:

service-name socket-type protocol wait/nowait user:grou p server-program arguments

service-name:

The service name indicates the port inetd(8) should listeritds either a decimal number, or a
name matching a service name giverieit/services

socket-type:

The communications socket type, the different types aredst" for a TCP stream, "dgram” for an
UDP service, "raw" for a raw socket, "rdm" for reliably dedhed message and "seqpacket" for a
sequenced packet socket. The most common socket typegraaisand "dgram”.

protocol

The protocol used, mostly "tcp”, "tcp6”, "udp" and "udp6l #iream-oriented services via the
Transmission Control Protocol, or datagram-orientediseswia the User Datagram Protocol. It is
worth noting that "tcp" and "udp" mean they use the defaultr@ntly IPv4), "tcp4" specifically
means communication via IPv4 only, and "tcp6" and "udp6'1Bé-only. In addition to those,
protocols based on Remote Procedure Calls (RPC) can bdisgexs either "rpc/tcp” or "rpc/udp”.

wait/nowait

This field tells inetd(8) if it should wait for a server progrdo return or to continue processing new
connections immediately. Many connections to server mse®require answers after data transfers
are complete, where other types can keep transmitting onmection continuously, the latter is a
"nowait" and the former "wait". In most cases, this entryresponds to the socket-type, for
example a streaming connection would (most of the time) hdvewait" value in this field.
user[:group]
This field gives the user name and optionally a group nametieaterver process which inetd(8)
starts up runs as.
server-program

This field is the full path of the program that gets started.

program-arguments

This field contains the argument vector argv[] of the progsaanted, including the program name
and additional arguments the systems administrator may toegpecify for the server program that
is started.

That is all a lot to digest and there are other things the systdministrator can do with some of the
fields. Here is a sample line from &retd.conf  file:

ftp stream tcp nowait root  /usr/libexec/ftpd ftpd -l

From the left, the service-name is "ftp", socket-type ise€ain", protocol is "tcp", inetd(8) won't wait for
the server process to terminate ("nowait"), the process asruser "root", path issr/libexec/ftpd
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and program name and arguments are "ftpd -IlI". Notice indisefield, the program name is different
from the service-name.

24.4 Services - / et c/ servi ces

The next file to consider is the service name data base thditeckound invetc/services . This file
basically contains information mapping a service name toramumber. The format of the
/etc/services file is:

service-name port-number/protocol-name [aliases]

"service-name" is the name of the service, "port-numbeitiesport number assigned to the service,
"protocol-name" is either "tcp” or "udp”, and if alias nanfie@sa port are needed, they can be added as
"aliases", separated by white spaces. Comments may be attded hash mark (#).

Let’s take a look at the "ssh" entries as an example:

ssh 22/tcp # Secure Shell
ssh 22/udp

As we can see, from the left, the service name is "ssh", themponber is "22", the protocols are both
"tcp" and "udp". Notice that there is a separate entry forepeotocol a service can use (even on the
same port).

24.5 Protocols - /etc/ protocols

Another file read by inetd(8) igtc/protocols . This file has the information pertaining to DARPA
Internet protocols. The format of the protocols name dase s

protocol-name number [aliases]

where "protocol-name" describes the payload of an IP paekgt"tcp” or "udp”. "number" is the official
protocol number assigned by IANA, and optional alias nanaesie added after that.

Let’s look at the seventh entry in thetc/protocols db as an example:
tcp 6 TCP # transmission control protocol

Starting from the left, we see that the protocol name is 'ttpg number is "6" and the only aliases listed
is "TCP", belonging to the Transmission Control Protocadhalicated by the comment in that line.

24.6 Remote Procedure Calls (RPC) - /etc/rpc

The rpc program number data base used by services with tbegrptocol type in inetd.conf(5) is kept
in /etc/rpc and contains name mappings to rpc program numbers. The foffrtiee file is:

server-name program-number aliases

For example, here is the nfs entry:

273



Chapter 24 The Internet Super Server inetd

nfs 100003 nfsprog

24.7 Allowing and denying hosts - /et c/ hosts. {al | ow, deny}

As mentioned above, NetBSD’s inetd(8) has the tcpwrappeitase built in via the libwrap library. As
such, inetd(8) can allow or deny access to each service orrafine-grained base than just allowing a
service to everyone, or not enabling it at all. The accestrabis defined in the files

/etc/hosts.allow and/etc/hosts.deny , see the hosts_access(5) manpage.

Each of the two files contains several lines that describesacestrictions for a certain server. Access is
allowed if permission is given iretc/hosts.allow . If the service is not listened in

/etc/hosts.allow but in/etc/hosts.deny ,itis denied. If a service is listed in neither file, it is
allowed, giving standard inetd(8) behaviour.

Each line inetc/hosts.allow and/etc/hosts.deny contains a service either by name (as given in
the field for argv[0] in‘etc/inetd.conf , €.9. "ftpd" instead of "ftp"), or the special service "ALL"
which obviously applies to all services. Following the seevname is - separated by a colon - a number
of access restrictions, which can be hostnames, domanggedP addresses, whole IP subnets or some
other restrictions, please check hosts_access(5) fdratletails.

An example configuration that is mostly open but denies acteservices to a certain host and all
machines from a certain domain would look like this:

# letc/hostname.deny:
ALL: some.host.name, .some.domain

Another example that would be mostly closed, denying acmeal but very few machines would need
entries in bothetc/hosts.allow and/etc/hosts.deny . The entry foretc/hosts.deny would
be:

# letc/hosts.deny
ALL: ALL

The entry to allow a few hosts would be put irétc/hosts.allow

# /letc/hosts.allow
ALL: friend.host.domain otherfriend.otherhost.otherdo main

24.8 Adding a Service

Many times a systems administrator will find that they neegldd a service to their system that is not
already in inetd(8) or they may wish to move a service to iduse it does not get very much traffic. This
is usually pretty simple, so as an example we will look at agdi version of POP3 on a NetBSD system.

In this case we have retrieved and installed the "cucipopkage, which can be found in
pkgsrc/mail/cucipop . This server is pretty simple to use, the only oddities affeidint path
locations. Since it is POP3 we know it is a stream orientecheotion with "nowait". Running as "root"
will be fine, the only item that is different is the locationtbe program and the name of the program
itself.
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So the first half of the new entry iletc/inetd.conf looks like this:
pop3  stream tcp nowait root

After installation, pkgsrc deposited cucipop/isr/pkg/shin/cucipop . So with the next field we
have:

pop3  stream tcp nowait root /usr/pkg/shin/cucipop

Last, we want to use the Berkeley mailbox format, so our sgyk@gram must be called with th¥
option. This leaves the entire entry looking like so:

pop3  stream tcp nowait root /usr/pkg/shin/cucipop cucipop -Y

We have added the service named "pop3étainetd.conf . Next item to check is that the system
can map the service name to a port numbeett/services

# grep “pop3 /etc/services

pop3 110/tcp # POP version 3

pop3 110/udp

pop3s 995/tcp # pop3 protocol over TLS/SSL (was spop3)
pop3s 995/udp # pop3 protocol over TLS/SSL (was spop3)
The "pop3" entries here are of interest, i.e. they are ajreadtained in théetc/services file

shipped with NetBSD.

Now, to have inetd(8) use the new entry, we simply restaiit@ithe rc script:

# sh /etc/rc.d/inetd restart

All done, in most cases, the software you are using has douatien that will specify the entry, in the
off case it does not, sometimes it helps to try and find somgtsimilar to the server program you will
be adding. A classic example of this is a MUD server which hal-im telnet. You can pretty much
borrow the telnet entry and change parts where needed.

24.9 When to use or not to use inetd

The decision to add or move a service into or out of inetd(8)isally based on server load. As an
example, on most systems the telnet daemon does not reguitaray new connections as say a malil
server. Most of the time the administrator has to feel outséevice should be moved.

A good example | have seen is mail services such as smtp andl ipagp setup a mail server in which
pop3 was in inetd(8) and exim was running in standalone, takénly assumed it would run fine since
there was a low amount of users, namely myself and a diagrexstount. The server was also setup to
act as a backup MX and relay in case another heavily used omedown. When | ran some tests |
discovered a huge time lag for pop connections remotely Whs because of my steady fetching of mail
and the diagnostic user constantly mailing diagnostic& bad forth. In the end | had to move the pop3
service out of inetd(8).

The reason for moving the service is actually quite intémgstWhen a particular service becomes
heavily used, of course, it causes a load on the system. leatfeof a service that runs within the
inetd(8) meta daemon the effects of a heavily loaded sepdnelso harm other services that use
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inetd(8). If the multiplexor is getting too many requestsdae particular service, it will begin to affect
the performance of other services that use inetd(8). Th&fi situation like that, is to make the
offending service run outside of inetd(8) so the respomse tf both the service and inetd(8) will
increase.

24.10 Other Resources

Following is some additional reading and information altopics covered in this document.

NetBSD manual pages:

- inetd(8) (http://netbsd.gw.com/cgi-bin/man-cgi/mane?d+8+NetBSD-current)

« protocols(5) (http://netbsd.gw.com/cgi-bin/man-cgififfprotocols+5+NetBSD-current)

« rpc(5) (http://netbsd.gw.com/cgi-bin/man-cgi/man?fpeNetBSD-current)

- services(5) (http://netbsd.gw.com/cgi-bin/man-cgifffservices+5+NetBSD-current)

« hosts_access(5) (http://netbsd.gw.com/cgi-bin/mammamn?hosts_access+5+NetBSD-current)

Miscellaneous links:

« IANA: Protocol Numbers and Assignment Services (http:/fwiana.org/numbers.htm)
« RFC1700: Assigned Numbers (http://www.isi.edu/in-nife&700.txt)

276



Chapter 25
The Domain Name System

Use of the Domain Name System has been discussed in previaptecs, without going into detail on
the setup of the server providing the service. This chapsciibes setting up a simple, small domain
with one Domain Name System (DNS) nameserver on a NetBSEreyst includes a brief explanation
and overview of the DNS; further information can be obtaifrech the DNS Resources Directory
(DNSRD) at http://www.dns.net/dnsrd/.

25.1 DNS Background and Concepts

The DNS is a widely usedaming servicen the Internet and other TCP/IP networks. The network
protocols, data and file formats, and other aspects of the &N $ternet Standards, specified in a
number of RFC documents, and described by a number of otfegenee and tutorial works. The DNS
has a distributed, client-server architecture. Thereeference implementations for the server and
client, but these are not part of the standard. There are dauof additional implementations available
for many platforms.

25.1.1 Naming Services

Naming services are used to provide a mapping between tewoees and configuration data of some
form. A nameservemaintains this mapping, and clients request the nameskrwesolvea name into
its attached data.

The reader should have a good understanding of basic hd§tattdress mapping and IP address class
specifications, seBection 22.6

In the case of the DNS, the configuration data bound to a naimehsg form of standar&esource
RecordqRR’s). These textual names conform to certain structuraventions.

25.1.2 The DNS namespace

The DNS presents a hierarchical name space, much like a UNis¢ftem, pictured as an inverted tree
with theroot at the top.

TOP-LEVEL .org

MID-LEVEL .diverge.org
I

I | I
BOTTOM-LEVEL strider.diverge.org samwise.diverge.orgormtongue.diverge.org
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The system can also be logically divided even further if orghes at different points. The example
shown above shows three nodes on the diverge.org domaiwgbeuld even divide diverge.org into
subdomains such as "strider.netl.diverge.org", "sammas$2.diverge.org" and
"wormtongue.net2.diverge.org"; in this case, 2 nodeslegisi "net2.diverge.org"” and one in

"netl.diverge.org".

There are directories of names, some of which may be sulbtdiies of further names. These directories
are sometimes callezbnesThere is provision for symbolic links, redirecting regtsefor information

on one name to the records bound to another name. Each naogaised by the DNS is called a
Domain Namewhether it represents information about a specific host,directory of subordinate
Domain Names (or both, or something else).

Unlike most filesystem naming schemes, however, Domain darewritten with the innermost name
on the left, and progressively higher-level domains to tgktr all the way up to the root directory if

necessary. The separator used when writing Domain Namegseisad, ".".

Like filesystem pathnames, Domain Names can be written ifbaolate or relative manner, though there
are some differences in detail. For instance, there is notwaydirectly refer to the parent domain like
with the UNIX.. directory. Many (but not all) resolvers offer a search pattility, so that
partially-specified names can be resolved relative to emfit listed sub-domains other than the client's
own domain. Names that are completely specified all the walyet@oot are calle@ully Qualified

Domain Namesr FQDNs. A defining characteristic of an FQDN is that it is writtertlwa terminating
period. The same name, without the terminating period, neagomsidered relative to some other
sub-domain. It is rare for this to occur without maliciouteint, but in part because of this possibility,
FQDNSs are required as configuration parameters in somenegtances.

On the Internet, there are some established conventiotisdarames of the first few levels of the tree, at
which point the hierarchy reaches the level of an individirgbnisation. This organisation is responsible
for establishing and maintaining conventions further déentree, within its own domain.

25.1.3 Resource Records

Resource Records for a domain are stored in a standardigadtfim an ASCII text file, often called a
zone file The following Resource Records are commonly used (a nuoflmhers are defined but not
often used, or no longer used). In some cases, there may Iiplm&R types associated with a name,
and even multiple records of the same type.

Common DNS Resource Records

A: Address

This record contains the numerical IP address associatbdivd name.

CNAME: Canonical Name

This record contains the Canonical Name (an FQDN with ancéesteal A record) of the host name
to which this record is bound. This record type is used to id@wame aliasing, by providing a link
to another name with which other appropriate RR’s are aasexti If a name has a CNAME record
bound to it, it is an alias, and no other RR’s are permittedetbdund to the same name.
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It is common for these records to be used to point to hostggliraya particular service, such as an
FTP or HTTP server. If the service must be moved to anothdr tiesalias can be changed, and the
same name will reach the new host.

PTR: Pointer

This record contains a textual name. These records are lounaes built in a special way from
numerical IP addresses, and are used to provide a reverggnmgdmm an IP address to a textual
name. This is described in more detailSection 25.1.8

NS: Name Server

This record type is used ttelegatea sub-tree of the Domain Name space to another nameserver.
The record contains the FQDN of a DNS nameserver with inftionan the sub-domain, and is
bound to the name of the sub-domain. In this manner, therci@al structure of the DNS is
established. Delegation is described in more detafléntion 25.1.4

MX: Mail eXchange

This record contains the FQDN for a host that will accept SMiétronic mail for the named
domain, together with a priority value used to select an MXtlwhen relaying mail. It is used to
indicate other servers that are willing to receive and spuail for the domain if the primary MX is
unreachable for a time. It is also used to direct email to d&raéserver, if desired, rather than to
each and every individual workstation.

HINFO: Host Information

Contains two strings, intended for use to describe the rarsivware and operating system platform.
There are defined strings to use for some systems, but treeis ot enforced. Some sites, because
of security considerations, do not publicise this inforiomt

TXT: Text

A free-form text field, sometimes used as a comment field, §oms overlaid with site-specific
additional meaning to be interpreted by local conventions.

SOA: Start of Authority

This record is required to appear for each zone file. It lisgsprimary nameserver and the email
address of the person responsible for the domain, togetttedafault values for a number of fields
associated with maintaining consistency across multigeess and caching of the results of DNS
queries.

25.1.4 Delegation

Using NS records, authority for portions of the DNS namesgimdow a certain point in the tree can be
delegated, and further sub-parts below that delegated dg@ at this point that the distinction between
a domain and a zone becomes important. Any name in the DNdésl @domain, and the term applies
to that name and to any subordinate names below that one frethelhe boundaries of a zone are
narrower, and are defined by delegations. A zone starts vdtiemyation (or at the root), and
encompasses all names in the domain below that point, arguéimes below any subsequent
delegations.
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This distinction is important for implementation - a zonauiisingle administrative entity (with a single
SOA record), and all data for the zone is referred to by a sifit, called azone file A zone file may
contain more than one period-separated level of the naroes$pee, if desired, by including periods in

the names in that zone file. In order to simplify administiatand prevent overly-large zone files, it is
quite legal for a DNS server to delegate to itself, splitting domain into several zones kept on the same
server.

25.1.5 Delegation to multiple servers

For redundancy, it is common (and often administrativetyuieed) that there be more than one
nameserver providing information on a zone. It is also comthat at least one of these servers be
located at some distance (in terms of network topology) fileenothers, so that knowledge of that zone
does not become unavailable in case of connectivity failbaeh nameserver will be listed in an NS
record bound to the name of the zone, stored in the parentarotiee server responsible for the parent
domain. In this way, those searching the name hierarchy fhentop down can contact any one of the
servers to continue narrowing their search. This is ocoadlipcalledwalking the tree

There are a number of nameservers on the Internet which bee c@ot nameserversThese servers
provide information on the very top levels of the domain napaee tree. These servers are special in
that their addresses must be pre-configured into nameseaser place to start finding other servers.
Isolated networks that cannot access these servers mayampeayide their own root nameservers.

25.1.6 Secondaries, Caching, and the SOA record

In order to maintain consistency between these serverdsarseially configured as thgimary server,

and all administrative changes are made on this server. fiiee servers are configured secondaries

and transfer the contents of the zone from the primary. Tpésational model is not required, and if
external considerations require it, multiple primaries ba used instead, but consistency must then be
maintained by other means. DNS servers that store Resoem s for a zone, whether they be
primary or secondary servers, are said t@bthoritativefor the zone. A DNS server can be authoritative
for several zones.

When nameservers receive responses to queries, theachathe results. This has a significant
beneficial impact on the speed of queries, the query loadginlevel nameservers, and network
utilisation. It is also a major contributor to the memory gis@f the nameserver process.

There are a number of parameters that are important to nrd@imaconsistency amongst the secondaries
and caches. The values for these parameters for a partilnri@ain zone file are stored in the SOA
record. These fields are:

Fields of the SOA Record

Serial

A serial number for the zone file. This should be incremenisctiane the data in the domain is
changed. When a secondary wants to check if its data is ujat®-it checks the serial number on
the primary’s SOA record.
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Refresh

A time, in seconds, specifying how often the secondary sholaéck the serial number on the
primary, and start a new transfer if the primary has newea.dat

Retry

If a secondary fails to connect to the primary when the réftese has elapsed (for example, if the
host is down), this value specifies, in seconds, how oftecdin@ection should be retried.

Expire
If the retries fail to reach the primary within this numberseiconds, the secondary destroys its

copies of the zone data file(s), and stops answering recdfeeste domain. This stops very old and
potentially inaccurate data from remaining in circulation

TTL

This field specifies a time, in seconds, that the resourcedsdo this zone should remain valid in
the caches of other nameservers. If the data is volatile vediie should be short. TTL is a
commonly-used acronym, that stands for "Time To Live".

25.1.7 Name Resolution

DNS clients are configured with the addresses of DNS serdsrslly, these are servers which are
authoritative for the domain of which they are a member. &djuests for name resolution start with a
request to one of these local servers. DNS queries can beodbtws:

A recursivequery asks the nameserver to resolve a name completelyeaurrd the result. If the
request cannot be satisfied directly, the nameserver loaiks ¢onfiguration and caches for a server
higher up the domain tree which may have more informatiothénworst case, this will be a list of
pre-configured servers for the root domain. These addrassesturned in a response called a
referral. The local nameserver must then send its request to ones# Hegvers.

- Normally, this will be anterative query, which asks the second nameserver to either respah@mi
authoritative reply, or with the addresses of nameserW8srécords) listed in its tables or caches as
authoritative for the relevant zone. The local nameseham tnakes iterative queries, walking the tree
downwards until an authoritative answer is found (eithesifpee or negative) and returned to the
client.

In some configurations, such as when firewalls prevent direcommunications between DNS clients
and external nameservers, or when a site is connected teghefrthe world via a slow link, a
nameserver can be configured with information abdoraarder. This is an external nameserver to
which the local nameserver should make requests as a cl@artyasking the external nameserver to
perform the full recursive name lookup, and return the téaid single query (which can then be
cached), rather than reply with referrals.

25.1.8 Reverse Resolution

The DNS provides resolution from a textual name to a reson@ward, such as an A record with an IP
address. It does not provide a means, other than exhaustvehs to match in the opposite direction;
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there is no mechanism to ask which name is bound to a pantieia

For many RR types, this is of no real consequence, howeweofteén useful to identify by name the host
which owns a particular IP address. Rather than compliba&teésign and implementation of the DNS
database engine by providing matching functions in bothations, the DNS utilises the existing
mechanisms and creates a special namespace, populatdiMdtrecords, for IP address to name
resolution. Resolving in this manner is often caltederse resolutiondespite the inaccurate
implications of the term.

The manner in which this is achieved is as follows:

- A normal domain name is reserved and defined to be for the parpibbmapping IP addresses. The
domain name used is "in-addr.arpa."” which shows the h¢gtborigins of the Internet in the US
Government’s Defence Advanced Research Projects Agefurydéng program.

- This domain is then subdivided and delegated accordingetstiiucture of IP addresses. IP addresses
are often written irdecimal dotted quad notatiopmwhere each octet of the 4-octet long address is
written in decimal, separated by dots. IP address rangassagdly delegated with more and more of
the left-most parts of the address in common as the delepggéits smaller. Thus, to allow delegation
of the reverse lookup domain to be done easily, this is tuamednd when used with the hierarchical
DNS namespace, which places higher level domains on theafghe name.

- Each byte of the IP address is written, as an ASCII text remtasion of the number expressed in
decimal, with the octets in reverse order, separated byatat@appended with the in-addr.arpa.
domain name. For example, to determine the hostname of aretievice with IP address
11.22.33.44, this algorithm would produce the string "8422.11.in-addr.arpa." which is a legal,
structured Domain Name. A normal nameservice query woudd tie sent to the nameserver asking
for a PTR record bound to the generated name.

- The PTR record, if found, will contain the FQDN of a host.

One consequence of this is that it is possible for mismatdtoor. Resolving a name into an A record,
and then resolving the name built from the address in thatArceto a PTR record, may not result in a
PTR record which contains the original name. There is noictisih within the DNS that the "reverse"
mapping must coincide with the "forward" mapping. This isseful feature in some circumstances,
particularly when it is required that more than one name ha& eecord bound to it which contains the
same IP address.

While there is no such restriction within the DNS, some agatlon server programs or network libraries
will reject connections from hosts that do not satisfy thHéfeing test:

- the state information included with an incoming connectimiudes the IP address of the source of
the request.

. aPTR lookup is done to obtain an FQDN of the host making th@eation

- an A lookup is then done on the returned name, and the cooneejeected if the source IP address is
not listed amongst the A records that get returned.

This is done as a security precaution, to help detect anaptewalicious sites impersonating other sites
by configuring their own PTR records to return the names ofshoslonging to another organisation.
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25.2 The DNS Files

Now let’s look at actually setting up a small DNS enabled rekw\We will continue to use the examples
mentioned inChapter 23i.e. we assume that:

« Our IP networking is working correctly
« We have IPNAT working correctly
« Currently all hosts use the ISP for DNS

Our Name Server will be the “strider” host which also runs ANand our two clients use "strider" as a
gateway. It is not really relevant as to what type of inteefescon "strider”, but for argument’s sake we
will say a 56k dial up connection.

So, before going any further, let's look at datc/hosts  file on "strider" before we have made the
alterations to use DNS.

Example 25-1. strider’s/ et c/ host s file

127.0.0.1 localhost
192.168.1.1 strider
192.168.1.2 samwise sam
192.168.1.3 wormtongue worm

This is not exactly a huge network, but it is worth noting tthet same rules apply for larger networks as
we discuss in the context of this section.

The other assumption we want to make is that the domain we twasett up igliverge.org , and that
the domain is only known on our internal network, and not waitle. Proper registration of the
nameserver’s IP address as primary would be needed in@ulthita static IP. These are mostly
administrative issues which are left out here.

The NetBSD operating system provides a set of config filesdartg use for setting up DNS. They are
stored in theetc/namedb  directory, | strongly suggest making a backup copy of thisctory for
reference purposes.

The default directory contains the following files:

- named.conf
 localhost

. 127
 loopback.v6
- root.cache

You will see modified versions of these files in this section.

Note: The examples in this chapter refer to BIND major version 8, however, it should be noted that
format of the name database and other config files are almost 100% compatible between version.
The only difference | noticed was that the “$TTL” information was not required.
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25.2.1 / et ¢/ nanedb/ nanmed. conf

The first file we want to look at i&tc/namedb/named.conf . This file is the config file for bind
(hence the catchy name). Setting up system like the one waoarg is relatively simple. First, here is
what mine looks like:

options {
directory "/etc/namedb”;
allow-transfer { 192.168.1.0/24; };
allow-query { 192.168.1.0/24; };
listen-on port 53 { 192.168.1.1; };
h

zone "localhost" {
type master;
notify no;
file "localhost";

h

zone "127.IN-ADDR.ARPA" {
type master;

notify no;
file "127";
b
zone "0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0. 0.0.0.0.0.0.0.0.ip6.int" {
type master;
file "loopback.v6";
|3

zone "diverge.org" {
type master;
notify no;
file "diverge.org";

k

zone "1.168.192.in-addr.arpa" {
type master;

notify no;

file "1.168.192";
3
zone "." in {

type hint;

file "root.cache";
3

Note that in mynamed.conf the root (".") section is last, that is because there is aratbmain called
diverge.org on the internet (I happen to own it) so | want #solver to look out on the internet last. This
is not normally the case on most systems.

Another very important thing to remember here is that if yauénan internal setup, in other words no

live internet connection and/or no need to do root servekups, comment out the root (".") zone. It may
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cause lookup problems if a particular client decides it wantreference a domain on the internet, which
our server couldn't resolve itself.

Looks like a pretty big mess, upon closer examination itveaded that many of the lines in each section
are somewhat redundant. So we should only have to explaim éhfew times.

Lets go through the sections wdmed.conf :

25.2.1.1 options

This section defines some global parameters, most noteéathle location of the DNS tables, on this
particular system, they will be put fietc/namedb  as indicated by the "directory" option.

Following are the rest of the params:

allow-transfer

This option lists which remote DNS servers acting as seaveslare allowed to do zone transfers,
i.e. are allowed to read all DNS data at once. For privacyaresghis should be restricted to
secondary DNS servers only.

allow-query

This option defines hosts from what network may query thisaaenver at all. Restricting queries
only to the local network (192.168.1.0/24) prevents quseaigiving on the DNS server’s external
interface, and prevent possible privacy issues.

listen-on port

This option defined the port and associated IP addressesettvisr will run named(8) on. Again, the
"external" interface is not listened here, to prevent qggegetting received from "outside".

The rest of themamed.conf file consists of “zone”s. A zone is an area that can have itemasolve
attached, e.g. a domain can have hostnames attached teerggol IP addresses, and a reverse-zone can
have IP addresses attached that get resolved back intcanossn Each zone has a file associated with it,
and a table within that file for resolving that particular 2oAs is readily apparent, their format in
named.conf is strikingly similar, so | will highlight just one of theireicords:

25.2.1.2 zone “diverge.org”

type
The type of a zone is usually of type "master" in all cases jgixize the root zone “.” and for zones
that a secondary (backup) service is provided - the typeonisly is "secondary" in the latter case.

notify

Do you want to send out notifications to secondaries when yone changes? Obviously not in this
setup, so this is set to "no".

file

This option sets the filename in ofeétc/namedb  directory where records about this particular
zone may be found. For the "diverge.org" zone, the/éile/namedb/diverge.org is used.
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25.2.2 | et ¢/ nanedb/ | ocal host

For the most part, the zone files look quite similar, howesach one does have some unique properties.
Here is what théocalhost  file looks like:

Example 25-2. ocal host

1$TTL 3600

2@ IN SOA strider.diverge.org. root.diverge.org. (
3| 1 . Serial

4 8H ; Refresh

5] 2H ; Retry

6| 1w ; Expire

7| 1D) ; Minimum TTL
8| IN NS localhost.

9|localhost. IN A 127.0.0.1

10| IN AAAA a1

Line by line:

Line 1:

This is the Time To Live for lookups, which defines how longetbNS servers will cache that
value before discarding it. This value is generally the sanad! the files.

Line 2:

This line is generally the same in all zone files exaept.cache . It defines a so-called "Start Of
Authority" (SOA) header, which contains some basic infaiioraabout a zone. Of specific interest
on this line are "strider.diverge.org." and "root.diveagg." (note the trailing dots!). Obviously one

is the name of this server and the other is the contact foXNiS server, in most cases root seems a
little ambiguous, it is preferred that a regular email actdoe used for the contact information,

with the "@" replaced by a "." (for example, mine would be.§iferge.org.").

Line 3:

This line is the serial number identifying the "version" bétzone’s data set (file). The serial number
should be incremented each time there is a change to theénlesual format is to either start with

a value of "1" and increase it for every change, or use a vallleYoY YMMDDNN" to encode

year (YYYY), month (MM), day (DD) and change within one dayNNin the serial number.

Line 4:

This is the refresh rate of the server, in this file it is setnoeevery 8 hours.

Line 5:

The retry rate.

Line 6:
Lookup expiry.
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Line 7:

The minimum Time To Live.

Line 8:

This is the Nameserver line, which uses a "NS" resource deosshow that "localhost” is the only
DNS server handing out data for this zone (which is "@", whiitlicates the zone name used in the
named.conf file, i.e. "diverge.org") is, well, "localhost".

Line 9:

This is the localhost entry, which uses an "A" resource r@toindicate that the name "localhost"
should be resolved into the IP-address 127.0.0.1 for IPefigs (which specifically ask for the "A"
record).

Line 10:

This line is the IPv6 entry, which returns ::1 when someotks &sr an IPv6-address (by
specifically asking for the AAAA record) of "localhost.".

25.2.3 / et ¢/ nanedb/ zone. 127. 0.0

This is the reverse lookup file (or zone) to resolve the spéeiaddress 127.0.0.1 back to "localhost":

1) $TTL 3600

2l @ IN SOA strider.diverge.org. root.diverge.org. (
3| 1 ; Serial

4 8H ;. Refresh

5] 2H ; Retry

6| 1w ; Expire

7| 1D) ; Minimum TTL

8| IN NS localhost.

9| 1.0.0 IN PTR localhost.

In this file, all of the lines are the same as the localhost filengith exception of line 9, this is the
reverse lookup (PTR) record. The zone used here is "@" agich got set to the value given in
named.conf ,i.e."127.in-addr.arpa". This is a special "domain" whighsed to do reverse-lookup of IP
addresses back into hostnames. For it to work, the four loftéee IPv4 address are reserved, and the
domain "in-addr.arpa" attached, so to resolve the IP addi€y.0.0.1", the PTR record of
"1.0.0.127.in-addr.arpa" is queried, which is what is dediim that line.

25.2.4 | et c/ nanedb/ di ver ge. org

This zone file is populated by records for all of our hosts.eHswhat it looks like:

1) $TTL 3600

2l @ IN SOA strider.diverge.org. root.diverge.org. (
3] 1 ; serial

4 8H . refresh

5] 2H ; retry

6| 1w ; expire
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7| 1D ) ; minimum seconds

8| IN NS  strider.diverge.org.

9 IN MX 10 strider.diverge.org. ; primary mail server

10] IN MX 20 samwise.diverge.org. ; secondary mail server
11| strider IN A 192.168.1.1

12| samwise IN A 192.168.1.2

13| www IN CNAME samwise.diverge.org.

14| worm IN A 192.168.1.3

There is a lot of new stuff here, so lets just look over eac firat is new here:

Line 9
This line shows our mail exchanger (MX), in this case it isitr". The number that precedes
"strider.diverge.org." is the priority number, the lowkethumber their higher the priority. The way
we are setup here is if "strider" cannot handle the mail, tsamwise" will.

Line 11

CNAME stands for canonical name, or an alias for an existogiame, which must have an A
record. So we have aliased the following:

www.diverge.org to samwise.diverge.org

The rest of the records are simply mappings of IP addresstith mame (A records).

25.2.5/etc/ namedb/ 1. 168. 192

This zone file is the reverse file for all of the host recordsnap their IP numbers we use on our private
network back into hostnames. The format is similar to thahef'localhost" version with the obvious
exception being the addresses are different via the diffe@ne given in theamed.conf file, i.e.
"0.168.192.in-addr.arpa" here:

1$TTL 3600

2@ IN SOA strider.diverge.org. root.diverge.org. (
3| 1 ;. serial

4 8H ; refresh

5] 2H ; retry

6| 1w ; expire

7] 1D ) ; minimum seconds

8| IN NS  strider.diverge.org.

91 IN PTR strider.diverge.org.

10|12 IN PTR samwise.diverge.org.

11]3 IN PTR worm.diverge.org.

25.2.6 / et ¢/ namedb/ r oot . cache

This file contains a list of root name servers for your sergaqtery when it gets requests outside of its
own domain that it cannot answer itself. Here are first fewdiof a root zone file:
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; This file holds the information on root name servers needed to
; initialize cache of Internet domain name servers

; (e.g. reference this file in the "cache . <file>"

; configuration file of BIND domain name servers).

; This file is made available by InterNIC
; under anonymous FTP as

; file /domain/db.cache
; on server FTP.INTERNIC.NET
; -OR- RS.INTERNIC.NET

last update: Jan 29, 2004
; related version of root zone: 2004012900

; formerly NS.INTERNIC.NET

. 3600000 IN NS A.ROOT-SERVERS.NET.
A.ROOT-SERVERS.NET. 3600000 A 198.41.0.4

; formerly NS1.ISI.LEDU

. 3600000 NS B.ROOT-SERVERS.NET.
B.ROOT-SERVERS.NET. 3600000 A 192.228.79.201

; formerly C.PSIL.NET

. 3600000 NS C.ROOT-SERVERS.NET.
C.ROOT-SERVERS.NET. 3600000 A 192.33.4.12

This file can be obtained from ISC at http://www.isc.org/ asdally comes with a distribution of BIND.
A root.cache file is included in the NetBSD operating system’s "etc" set.

This section has described the most important files andhgetfor a DNS server. Please see the BIND
documentation irusr/src/dist/bind/doc/bog and named.conf(5) for more information.

25.3 Using DNS

In this section we will look at how to get DNS going and setupidier” to use its own DNS services.

Setting up named to start automatically is quite simpléetelrc.conf simply setnamed=yes .
Additional options can be specifiediamed_flags , for example, | like to usey nogroup -u
nobody , SO a non-root account runs the "named" process.

In addition to being able to startup "named" at boot timeait also be controlled with thedc
command. In a nutshell thedc command can stop, start or restart the named server prdicess.also
do a great many other things. Before use, it has to be setupmmeinicate with the "named" process,
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see the ndc(8) and named.conf(5) man pages for more detaskstting up communication channels
between "ndc" and the "named" process.

Next we want to point "strider" to itself for lookups. We hawe simple steps, first, decide on our
resolution order. On a network this small, it is likely thatk host has a copy of the hosts table, so we
can get away with usingtc/hosts  first, and then DNS. However, on larger networks it is muclegas
to use DNS. Either way, the file where order of name serviced for resolution is determined is
/etc/nsswitch.conf (seeExample 23-2 Here is part of a typicalsswitch.conf

group_compat:  nis
hosts: files dns
netgroup: files [notfound=return] nis

The line we are interested in is the "hosts" line. "files" et system uses thetc/hosts  file first
to determine ip to name translation, and if it can’t find amgrit will try DNS.

The next file to look at igetc/resolv.conf , Which is used to configure DNS lookups ("resolution")
on the client side. The format is pretty self explanatorywetwill go over it anyway:

domain diverge.org
search diverge.org
nameserver 192.168.1.1

In a nutshell this file is telling the resolver that this mahbelongs to the "diverge.org" domain, which
means that lookups that contain only a hostname withoutgets this domain appended to build a
FQDN. If that lookup doesn’t succeed, the domains in therdedine are tried next. Finally, the
"nameserver" line gives the IP addresses of one or more DN®rsathat should be used to resolve DNS
queries.

To test our nameserver we can use several commands, for Bxamp

# host sam
sam.diverge.org has address 192.168.1.2

As can be seen, the domain was appended automatically Isarg,the value from
[etc/resolv.conf . Here is another example, the output of runnigt www.yahoo.com

$ host www. yahoo.com

www.yahoo.com is an alias for www.yahoo.akadns.net.
www.yahoo.akadns.net has address 68.142.226.38
www.yahoo.akadns.net has address 68.142.226.39
www.yahoo.akadns.net has address 68.142.226.46
www.yahoo.akadns.net has address 68.142.226.50
www.yahoo.akadns.net has address 68.142.226.51
www.yahoo.akadns.net has address 68.142.226.54
www.yahoo.akadns.net has address 68.142.226.55
www.yahoo.akadns.net has address 68.142.226.32

Other commands for debugging DNS besides host(1) are ngi¢8kand dig(1). Note that ping(8) mot
useful for debugging DNS, as it will use whatever is configlire/etc/nsswitch.conf to do the
name-lookup.
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At this point the server is configured properly. The procedar setting up the client hosts are easier, you
only need to setufetc/nsswitch.conf and/etc/resolv.conf to the same values as on the server.

25.4 Setting up a caching only name server

A caching only name server has no local zones; all the quigrieseives are forwarded to the root
servers and the replies are accumulated in the local catleendxt time the query is performed the
answer will be faster because the data is already in thersepazhe. Since this type of server doesn’t
handle local zones, to resolve the names of the local hosth till be necessary to use the already
known/etc/hosts file.

Since NetBSD supplies defaults for all the files needed byching only server, it only needs to be
enabled and started and is immediately ready for use! Tolemamed, pubhamed=yes into
Jetc/rc.conf , and tell the system to use it adding the following line to fte/resolv.conf file:

# cat /etc/resolv.conf
nameserver 127.0.0.1

Now we can start named:

# sh /etc/rc.d/ nanmed restart

25.4.1 Testing the server

Now that the server is running we can test it using the nslpuprogram:

$ nsl ookup
Default server: localhost
Address: 127.0.0.1

>

Let’s try to resolve a host name, for example "www.NetBSB'or

> www. Net BSD. or g
Server: localhost
Address: 127.0.0.1

Name: www.NetBSD.org
Address: 204.152.190.12

If you repeat the query a second time, the result is slighffemrdnt:

> www. Net BSD. or g
Server: localhost
Address: 127.0.0.1

Non-authoritative answer:

Name: www.NetBSD.org
Address: 204.152.190.12
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As you've probably noticed, the address is the same, but tesage “Non-authoritative answer” has
appeared. This message indicates that the answer is natgdmim an authoritative server for the
domain NetBSD.org but from the cache of our own server.

The results of this first test confirm that the server is wagldarrectly.

We can also try the host(1) and dig(1) commands, which gigddhowing result.

$ host www. Net BSD. or g

www.NetBSD.org has address 204.152.190.12
$

$ dig www. Net BSD. org

; <<>> DIG 8.3 <<>> www.NetBSD.org
;; res options: init recurs defnam dnsrch

;; got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19409
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 5, ADDITIO NAL: O

;7 QUERY SECTION:
5 www.NetBSD.org, type = A, class = IN

;v ANSWER SECTION:
www.NetBSD.org. 23h32mb54s IN A 204.152.190.12

;7 AUTHORITY SECTION:

NetBSD.org. 23h32m54s IN NS uucp-gw-1.pa.dec.com.
NetBSD.org. 23h32m54s IN NS uucp-gw-2.pa.dec.com.
NetBSD.org. 23h32m54s IN NS ns.NetBSD.org.
NetBSD.org. 23h32m54s IN NS adnsl.berkeley.edu.
NetBSD.org. 23h32m54s IN NS adns2.berkeley.edu.

;; Total query time: 14 msec

;7 FROM: miyu to SERVER: 127.0.0.1
: WHEN: Thu Nov 25 22:59:36 2004
;7 MSG SIZE sent: 32 rcvd: 175

As you can see dig(1) gives quite a bit of output, the expeatessver can be found in the "ANSWER
SECTION". The other data given may be of interest when deimgdgNS problems.
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Chapter 26
Mail and news

This chapter explains how to set up NetBSD to use mail and newy a simple but very common setup
is described: the configuration of a host connected to thegret with a modem through a provider. You
can think of this chapter as the continuatiorGifapter 23assuming a similar network configuration.
Even this “simple” setup proves to be difficult if you don’tduw where to start or if you've only read
introductory or technical documentation. A general dggimn of mail and news configuration is beyond
the scope of this guide; please read a good Unix Adminisindibok (some very good ones are listed on
the NetBSD site).

This chapter also briefly describes the configuration (btittusage) of two popular applications, mutt
for mail and tin for news. The usage is not described becdesesare easy to use and well documented.
Obviously, both mutt and tin are not mandatory choices: nwhgr similar applications exist but | think
that they are a good starting point because they are widely, ssmple, work well and don’t use too
much disk space and memory. Both are console mode progriayas; prefer graphics applications there
are also many choices for X.

In short, the programs required for the configuration désctin this chapter are:

+ postfix

. fetchmail

- mutt

. tin

Of these, only postfix is installed with the base system; yanuinstall the other programs from the
NetBSD package collection, pkgsrc.

Note: Since NetBSD 4.0, postfix is the default MTA (Mail Transport Agent) and sendmail was
removed. Also, because sendmail is widely popular and several programs like fetchmail are designed
to be used with it, postfix includes a command line wrapper that accepts sendmail’'s commands line
syntax but works with postfix. See sendmail(1) for more details.

Before continuing, remember that none of the programs ptedeén this chapter is mandatory: there are
other applications performing similar tasks and many ugerter them. You'll find different opinions
reading the mailing lists. You can also use different sgig®for sending and receiving mail: the one
explained here is only a starting point; once you understamdit works you’'ll probably want to modify

it to suit your needs or to adopt a different method altogethe

At the opposite extreme of the example presented here, ih#re usage of an application like Mozilla,
which does everything and frees you from the need of configuriany components: with Mozilla you
can browse the Internet, send and receive mail and read Bewiles, the setup is very simple. There is
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a price to pay, though: Mozilla is a “closed” program thatwidt cooperate easily with other standard
Unix utilities.

Another possibility is to use emacs to read mail and news.dSmeeds no introduction to Unix users
but, in case you don't know, it is an extensible editor (alihlo calling emacs an editor is somewhat
reductive) which becomes a complete work environment, ancbe used to read mail, news and to
perform many operations. For many people emacs is the omlyoerment that they need and they use it
for all their work. The configuration of emacs for mail and se&/described in the emacs manual.

In the rest of this chapter we will deal with a host connectetthe Internet through a PPP connection via
serial modem to a provider.

- the local host's name is “ape” and the internal network isé&itii.net”, which means that the FQDN
(Fully Qualified Domain Name) is “ape.insetti.net”.

- the user’s login name on ape is “carlo”.

- the provider’s name is BigNet.

- the provider’s mail server is “mail.bignet.it”.

- the provider’s news server is “news.bignet.it".

- the user’s (“carlo”) account at the provider is “alan” witletpassword “pZY90”.

First some basic terminology:

MUA (mail user agent)
a program to read and write mail. For example: mutt, elm and put also the simple mail
application installed with the base system.

MTA (mail transfer agent)

a program that transfers mail between two host but alsolio@@h the same host). The MTA
decides the path that the mail will follow to get to the deatiion. On other BSD systems (but not
only) the standard MTA is sendmail, other examples are grexiin and Microsoft Exchange.

MDA (mail delivery agent)

a program, usually used by the MTA, that delivers the mailgiample, it physically puts the
messages in the recipient’s mailbox. For example, postés ose or more MDAs to deliver mail,
and procmail is another well-known MDA.

Figure 26-1depicts the mail system that we want to set up. Between tta fatwork (or the single

host) and the provider there is a modem PPP connection. Tbfés” with the thick border (postfix,
fetchmail, mutt) are the programs launched manually by #e;uhe remaining bubbles are the programs
that are launched automatically. The circled numbers tefére logical steps of the mail cycle:

1. Instep (1) mail is downloaded from the provider's POP seusing fetchmail, which hands
messages off to postfix’s sendmail wrapper to put the messadlee user’s mailbox.

2. Instep (2) the user launches mutt (or another MUA) to reai, meply and write new messages.

3. Instep (3) the user “sends” the mail from within mutt. Maggss are accumulated in the spool area.
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4. In step (4) the user calls postfix’s sendmail wrapper tostfier the messages to the provider's SMTP
server, that will deliver them to the final destination (pblsthrough other mail servers). The
provider's SMTP server acts agelay for our mail.

The connection with the provider must be up only during stgépsind (4); for the remaining steps it is
not needed.

Figure 26-1. Structure of the mail system

POP server SMTP server |

fetchmail

| ( sendmail ) l

| mailbox: /var/mail spool: /var/spool/mqueue |
A

I

l \

| @

26.1 postfix

When an MTA must deliver a local message, it is deliveredatliyelf the message is intended for a
different domain, the MTA must find out the address of the reaiilzer for that domain. Postfix uses the
DNS service (described iBhapter 2}to find a mail exchanger handling mail for the given domaird a
delivers the message to that mail server then.

sendmail

Postfix is controlled by a set of configuration files and databaof whichetc/postfix/main.cf
and/etc/postfix/master.cf are the most important.
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Note: Prior to version 1.5 of NetBSD, the mail configuration files were in /etc  instead of /etc/mail
Since NetBSD 4.0, the /etc/mail directory is only used to store the local aliases and the
corresponding postmap(1) database.

The first problem to be solved is that the local network we aadidg with is an internal network, i.e. not
directly accessible from the Internet. This means that Hmaes used internally have no meaning on the
Internet; in short, “ape.insetti.net” cannot be reachedibgxternal host: no one will be able to reply to a
mail sent with this return address (many mail systems wilrereject the message as spam prevention as
it comes from an unknown host). The true address, the ongeisbom everybody, is assigned by the
provider and, therefore, it is necessary to convert the lddress “carlo@ape.insetti.net” to the real
address “alan@bignet.it”. Postfix, if correctly configured! take care of this when it transfers the
messages.

You'll probably also want to configure postfix in order to séhd e-mails to the provider’s mail server,
using it as aelay. In the configuration described in this chapter, postfix dugglirectly contact the
recipient’s mail server (as previously described) butyekll its mail to the provider’s mail server.

Note: The provider's mail server acts as a relay, which means that it delivers mail which is not
destined to its own domain, to another mail server. It acts as an intermediary between two servers.

Since the connection with the provider is not always acthis,not necessary to start postfix as a
daemon inetc/rc.conf : you can disable it with the lingpbstfix=NO . As a consequence it will be
necessary to launch postfix manually when you want to tramséd to the provider. Local mail is
delivered correctly even if postfix is not active as a daemon.

Let’s start configuring postfix.

26.1.1 Configuration of generic mapping

This type of configuration uses a new fikec/postfix/generic which contains the hostname
mapping used by postfix to rewrite the internal hostnames.

The first step is therefore to write the mapping file:
carlo@ape.insetti.net alan@bignet.it
root@ape.insetti.net  alan@bignet.it

news@ape.insetti.net alan@bignet.it

These entries will map the mail sent from the users given enett side into the globally valid email
addresses given on the right, making it appear as if the nasineally sent from that address.

For the sake of efficiencgeneric must be transformed into a binary file with the following coamm:
# postmap /etc/postfix/generic

Now it's time to create the prototype configuration file whig&'ll use to create the postfix configuration
file.

# vi /etc/postfix/main.cf
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For the sake of simplicity, we’'ll only show the variables ymeed change:

relayhost = mail.bignet.it
smtp_generic_maps = hash:/etc/postfix/generic

This configuration tells postfix to rewrite the addresseypét‘ape.insetti.net” using the real names
found in the/etc/postfix/generic file. It also says that mail should be sent to the “mail.bigtiet
server. The meaning of the options is described in detaibsiqgonf(5).

The last step is to reload the configuration. You can do theityeaith:

# letc/rc.d/ postfix reload
postfix/postfix-script: refreshing the Postfix mail syst em

Now everything is ready to start sending mail.

26.1.2 Testing the configuration

Postfix is finally configured and ready to work, but before segdeal malil it is better to do some simple
tests. First let's try sending a local e-mail with the foliogg command (postfix’s sendmail wrapper):

$ sendmail carlo
Subj ect: test

Hello world

Please follow exactly the example above: leave a blank fitee Subject: and end the message with a
line containing only one dot. Now you should be able to readtiessage with your mail client and
verify that the From: field has been correctly rewritten.

From: alan@bignet.it

26.1.3 Using an alternative MTA
Starting from version 1.4 of NetBSD sendmail is not calleeclily:

$ I's -1 /[usr/sbin/sendnail
Irwxr-xr-x 1 root wheel 21 Nov 1 01:14 /usr/shin/sendmail@ - > [usr/shin/mailwrapper

The purpose of mailwrapper is to allow the usage of an alteeMTA instead of postfix (for example,
sendmail). If you plan to use a different mailer | suggest yloas read the mailwrapper(8) and the
mailer.conf(5) manpages, which are very clear.

26.2 fetchmalll

If someone sends me mail, it is received and stored by thagenwand not automatically transferred to
the local hosts; therefore it is necessary to download tth#eail is a very popular program that
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downloads mail from a remote mail server (using e.g. the Bffste Protocol, POP) and forwards it to
the local system for delivery (usually using postfix’'s seadmwrapper). It is powerful yet easy to use
and configure: after installation, the fitéfetchmailrc must be created and the program is ready to
run (~/.fetchmailrc contains a password so appropriate permissions on thedilequired).

This is an exampleetchmailrc

poll mail.bignet.it

protocol POP3

username alan there with password pZY9o is carlo here
flush

mda "/usr/sbin/sendmail -oem %T"

The last line (“mda ...”) is used only if postfix is not active @aemon on the system. Please note that the
POP-mail server indicated in this file (mail.bignet.it) idyused to retrieve mails, and that it is not
necessary the same as the mail relay used by postfix to senthdst

After setting up thefetchmailrc file, the following command can be used to download and delive
mail to the local system:

$ fetchmail

The messages can now be read with mutt.

26.3 Reading and writing mail with mutt

Mutt is one of the most popular mail programs: it is “lightgkt”, easy to use and has lots of features.
The man page mutt is very bare bones; the real documentatinrusr/pkg/share/doc/mutt/ ,in
particularmanual.txt

Mutt's configuration is defined by the.muttrc  file. The easiest way to create it is to copy mutt’s
example muttrc file (usuallyusr/pkg/share/examples/mutt/sample.muttrc ) to the home
directory and modify it. The following example shows how thieve some results:

- Save a copy of sent mail.

- Define a directory and two files for incoming and outgoing msaited by mutt (in this example the
directory is~/Mail and the files arencoming andoutgoing ).

- Define some colors.

- Define an alias.

set copy=yes

set edit_headers

set folder="~/Mail"

unset force_name

set mbox="~/Mail/incoming"
set record="~/Mail/outgoing"
unset save_name

bind pager <up> previous-page
bind pager <down> next-page
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color normal white black
color hdrdefault blue black
color indicator white blue
color markers red black
color quoted cyan black
color status white blue
color error red white

color underline yellow black

mono quoted standout
mono hdrdefault underline
mono indicator underline
mono status bold

alias pippo Pippo Verdi <pippo.verdi@pluto.net>
To start mutt:
$ nutt

Please note that mutt supports color, but this depends deitimnal settings. Under X you can use
"xterm-color", for example:

$ env TERM=xterm col or nutt

26.4 Strategy for receiving mail

This section describes a simple method for receiving andimganail. The connection to the provider is
activated only for the time required to download the messagail is then read offline.

1. Activate the connection to the provider.
2. Runfetchmail.
3. Deactivate the connection.

4. Read mail with mutt.

26.5 Strategy for sending mail

When mail has been written and “sent” with mutt, the messagest be transferred to the provider with
postfix. Mail is sent from mutt with thg command, but this does not really send it; the messages are
enqueued in the spool area; if postfix is not active as a daérmnecessary to start it manually or the
messages will remain on the hard disk. The necessary steps ar

1. Write mail with mutt, send it and exit mutt. You can checkiifd what messages are in the postfix
mail queue using the mailq(1) program.

2. Activate the connection with the provider.
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3. If your provider requires you to do "SMTP-after-POP", itdirst wants to make sure to know who
you are before you are allowed to send mail (and no spam), ged to rurfetchmail again first.
4. Write the commangusr/sbhin/postfix flushto transfer the queued messages to the provider.

5. Deactivate the connection when the queue is empty.

26.6 Advanced mail tools

When you start using mail, you won't probably have very sepitited requirements and the already
described standard configuration will satisfy all your reed®lt for many users the number of daily
messages will increase with time and a more rational orgdiniz of the mail storage will become
necessary, for example subdividing mail in different maikés organized by topic. If, for example, you
subscribe to a mailing list, you will likely receive many rsages every day and you will want to keep
them separate from the rest of your mail. You will soon find tfau are spending too much time every
day repeating the same manual operations to organize yalbboxas.

Why repeat the same operations manually when you can haxageapn perform them automatically for
you? There are numerous tools that you can add to your mad@rayt® increase its flexibility and
automatically process your messages. Amongst the mostrkaod used there are:

- procmail, an advanced mail delivery agent and general merpail filter for local mail, which
automatically processes incoming mail using user definlegets. It integrates smoothly with
sendmail/postfix.

« Spamassassin or spamprobe, to help fight spam.
- metamail, a tool to process attachments.
. formail, a mail formatter.

In the remaining part of this section a sample configuratiwpfocmail will be presented for a very
common case: delivering automatically to a user definedozriall the messages coming from a
mailing list. The configuration of postfix will be modified imaer to call procmail directly (procmail
will be thelocal mailerused by sendmail). and a custom configuration file for prokwiliibe created.

First, procmail must be installed using the package systesiv/rocmail ) or pkg_add.

Next, the configuration of postfix must be changed, in ordeis®procmail as local mailer:
mailbox_command = /usr/pkg/bin/procmail

The line defines the path of the procmail program (you can $eevprocmail is installed with the
commandvhich procmail).
The last step is the creation of the procmail configurati@n ibntaining the recipes for mail delivery.

Let's say that, for example, you subscribed to a mailingdistoses whose address is
“roses@flowers.org” and that every message from the listadamthe following line in the header:

Delivered-To: roses@flowers.org

Assuming you want to automatically sort all mails going otet list into the local mail folder
"roses_list", the procmail configuration file{ocmailrc ) looks like this:
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PATH=/bin:/usr/bin:/usr/pkg/bin
MAILDIR=$HOME/Mail
LOGFILE=$MAILDIR/from

:0
* Delivered-To: roses@flowers.org
roses_list

The previous file contains only one rule, beginning with the tontaining “:0”. The following line
identifies all messages containing the string “Deliveredrdses@flowers.org” and the last line says that
the selected messages must go tortises_list mailbox (which you should have created in
$MAILDIR). The remaining messages will be delivered to tkedadilt mailbox. Note that SMAILDIR is

the same directory that you have configured with mutt:

set folder="~/Mail"

Of course the mailing list is only an example; procmail is ayweersatile tool which can be used to filter
mail based on many criteria. As usual, refer to the man pagesadre details: procmail(1),
procmailrc(5), and procmailex(5) (this last one contairagnexamples of configuration files).

26.7 News with tin

The wordnewsindicates the set of messages posted to the USENET newsg@aervice available on
the Internet. Each newsgroup contains articles relatedgpeeific topic. Reading a newsgroup is
different than reading a mailing list: when you subscribe toailing list you receive the articles by malil
and you read them with a standard mail program like mutt, viiau use also to send replies. News,
instead, are read directly from a news server with a dedigategram callechewsreadelike, for

example, tin. With tin you can subscribe to the newsgrougsytbu're interested in and follow the
threads A thread is a sequence of articles which all derive from giclarthat we could call “original”.

In short, a message is sent to the group, someone answasspethiple answer to those who answered in
the first place and so on, creating a tree like structure obages and replies: without a newsreader it is
impossible to understand the correct sequence of messages.

After the installation of tin (from the package collectian@sual) the only thing left to do is to write the
name of the NNTP server in the filesr/pkg/etc/nntp/server , which you may need to create first.
For example:

news.bignet.it

Once this has been done, the program can be started withtt@a&idtin. On the screen something
similar to the following example will be displayed:

$ tin

Connecting to news.bignet.it...

news.bignet.it InterNetNews NNRP server INN 1.7.2 08-Dec- 1997 ready (posting ok).
Reading groups from active file...

Checking for new groups...

Reading attributes file...

Reading newsgroups file...

Creating newsrc file...
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Autosubscribing groups...
Reading newsrc file...

Be patient when you connect for the first time, because tinntloads an immense list of newsgroups to
which you can subscribe and this takes several minutes. \Wigethownload is finished, the program’s
main screen is displayed; usually no groups are displageske the list of groups pregsTo subscribe
to a group, move on the group’s name and pgess

Once that you have subscribed to some newsgroups you catirstapre quickly with the commantih
-Q. The search for new groups is disableqgl ), only active groups are searched Y and newsgroup
description are not loadeet(): it will not be possible to use thg(yank) command in tin. When tin is
started with this option it can’t tell if a newsgroup is moaled or not.

Note that if you are connecting from an internal networkglik our example), when you send ("post") a
message the address at the beginning of the message wilblog \{vecause it is the internal address). To
solve the problem, use the option “mail_address” in the dinfiguration file ¢/.tin/tinrc ) or set the
REPLYTO environment variable.
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Introduction to the Common
Address Redundancy Protocol
(CARP)

SeeSection D.3.3or the license of this chapter.

CARP is the Common Address Redundancy Protocol. Its pripargose is to allow multiple hosts on
the same network segment to share an IP address. CARP isra deee alternative to the Virtual Router
Redundancy Protocol (http://www.ietf.org/rfc/rfc376@) and the Hot Standby Router Protocol
(http://www.ietf.org/rfc/rfc2281.txt).

CARP works by allowing a group of hosts on the same networknsed to share an IP address. This
group of hosts is referred to as a "redundancy group". Thengancy group is assigned an IP address
that is shared amongst the group members. Within the grawghost is designated the "master” and the
rest as "backups". The master host is the one that currdmilg$” the shared IP; it responds to any traffic
or ARP requests directed towards it. Each host may belongte than one redundancy group at a time.

One common use for CARP is to create a group of redundant fieewae virtual IP that is assigned to
the redundancy group is configured on client machines asafaeilti gateway. In the event that the
master firewall suffers a failure or is taken offline, the IM wiove to one of the backup firewalls and
service will continue unaffected.

While highly redundant and fault-tolerant hardware mirzies the need for CARP, it doesn't erase it.
There’s no hardware fault tolerance that's capable of hglfisomeone knocks out a power cord, or if
your system administrator types reboot in the wrong windo®RP also makes it easier to make the
patch and reboot cycle transparent to users, and easiet @ $eftware or hardware upgrade--if it
doesn’t work, you can fall back to your spare until fixed.

There are, however, situations in which CARP won't help. ®&Rlesign does require that the members
of a group be on the same physical subnet with a static IP asldathough with the introduction of the
carpdev directive, there is no more need for IP addresseasegphtysical interfaces. Similarly, services
that require a constant connection to the server (such a8HC) will not be transparently transferred
to the other system--though in this case, CARP can help wiittinmizing downtime. CARP by itself

does not synchronize data between applications, for examanually duplicating data between boxes
with rsync, or whatever is appropriate for your application

CARP supports both IPv4 and IPv6.

27.1 CARP Operation

The master host in the group sends regular advertisemettts tocal network so that the backup hosts
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know it's still alive. If the backup hosts don’t hear an adisament from the master for a set period of
time, then one of them will take over the duties of master ¢lvaver backup host has the lowest
configured advbase and advskew values). It's possible fdtiptel CARP groups to exist on the same
network segment. CARP advertisements contain the Virtwst D which allows group members to
identify which redundancy group the advertisement beldogs

In order to prevent a malicious user on the network segment gpoofing CARP advertisements, each
group can be configured with a password. Each CARP packetastr group is then protected by an
SHA1 HMAC.

27.2 Configuring CARP

Each redundancy group is represented by a carp(4) virtiabnlk interface. As such, CARP is
configured using ifconfig(8) The follow options are avaitabl

car pN

The name of the carp(4) virtual interface where N is a intéigar represents the interface’s number
(e.g. carp0).

vhid

The Virtual Host ID. This is a unique number that is used tantdg the redundancy group to other
nodes on the network. Acceptable values are from 1 to 255. dlldws for multiple redundancy
groups to exist on the same network.

password

The authentication password to use when talking to other E&A&Rabled hosts in this redundancy
group. This must be the same on all members of the redundaoop g

car pdev

This optional parameter specifies the physical networkfiate that belongs to this redundancy
group. By default, CARP will try to determine which interéato use by looking for a physical
interface that is in the same subnet as the ipaddress andamasknation given to the carp(4)
interface.

advbase

This optional parameter specifies how often, in secondsjteréise that we’re a member of the
redundancy group. The default is 1 second. Acceptable satesfrom 1 to 255.
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advskew

This optional parameter specifies how much to skew the aéwhen sending CARP
advertisements. By manipulating advbase, the master CARRPchan be chosen. The higher the
number, the less preferred the host will be when choosingsgana he default is 0. Acceptable
values are from 1 to 254.

state

Force a carp(4) interface into a certain state. Valid statesnit, backup, and master

i paddr ess

This is the shared IP address assigned to the redundanqy.Jrois address does not have to be in
the same subnet as the IP address on the physical interfaceqént). This address needs to be the
same on all hosts in the group, however.

mask

The subnet mask of the shared IP.

Further CARP behaviour can be controlled via sysctl(8)

net.inet.carp.allow

Accept incoming CARP packets or not. Defaultis 1 (yes).

net.inet.carp. preenpt

Allow hosts within a redundancy group that have a better adetand advskew to preempt the
master. In addition, this option also enables failing ovEingerfaces in the event that one interface
goes down. If one physical CARP-enabled interface goes d@ARP will change advskew to 240
on all other CARP-enabled interfaces, in essence, faitsejfiover. This option is O (disabled) by
default.

net.inet.carp.|log

Log bad CARP packets. Default is O (disabled).
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net.inet.carp. arpbal ance

Load balance traffic across multiple redundancy group hbsault is O (disabled). See carp(4) for
more information.

27.3 Enabling CARP Support
CARP support is not enabled by default.

To use carp(4) you need a kernel with support fordis@ pseudo-device. Make sure the following line
is in your kernel configuration file:

pseudo-device  carp # CARP

After configuring thecarp pseudo-device in your kernel configuration, you must redtaypur kernel
and reboot to enable carp(4) support.

27.4 CARP Example
An example CARP configuration:

# sysctl -w net.inet.carp.allow=1
# ifconfig carp0O create
# ifconfig carp0 vhid 1 pass |anpasswd \
carpdev enD advskew 100 10.0.0.1 255.255.255.0

This sets up the following:

- Enables receipt of CARP packets (this is the default sétting
- Creates a carp(4) interface.

- Configures carp0 for virtual host #1, enables a passwongilsswd), sets emO as the interface
belonging to the group, and makes this host a backup due tdtrekew of 100 (assuming of course
that the master is set up with an advskew less than 100). TdredhP assigned to this group is
10.0.0.1/255.255.255.0.

Running ifconfig on carp0 shows the status of the interface:
# ifconfig carpO
carp0: flags=8802<UP,BROADCAST,SIMPLEX,MULTICAST> mtu 1500

carp: BACKUP carpdev emO vhid 1 advbase 1 advskew 100
inet 10.0.0.1 netmask Oxffffff00 broadcast 10.0.0.255
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27.5 Advanced CARP configuration

The following example creates a cluster of two highly-aafalié, redundant firewalls. The following
diagram presents what we're trying to achieve:

+----| WAN/Internet |----+

eml| lem1l
[ — + [ +

| fwl | | fw2 |

[ — + [ +
emO| |emO

-t Shared LAN------- +---

Both firewalls are connected to the LAN on emO and to a WANfimeconnection on eml. IP addresses
are as follows:

« Firewall 1 (fwl) em0: 172.16.0.1
« Firewall 1 (fwl) em1: 192.0.2.1
« Firewall 2 (fw2) em0: 172.16.0.2
« Firewall 2 (fw2) em1:192.0.2.2

The IP addresses we wish to share between the redundangsgrou

« WAN/Internet Shared IP: 192.0.2.100
« LAN Shared IP: 172.16.0.100
The network policy is that Firewall 1 (fwl) will be the prefed master.

The following configuration is for Firewall 1 (fw1):

#Enable preemption and group interface failover
# sysctl -w net.inet.carp.preenpt=1

#Configure CARP on the LAN side

# ifconfig carp0O create

# ifconfig carp0 vhid 1 pass | anpasswd carpdev enD \
172.16.0.100 255.255.255.0

#Configure CARP on the WAN side

# ifconfig carpl create

# ifconfig carpl vhid 2 pass wanpasswd carpdev enl \
192. 0. 2. 100 255. 255.255.0

As mentioned before, our policy is for Firewall 1 to be thefpreed master. When configuring Firewall 2
we make thedvskew a higher value since it's less preferred to be the master.

307



Chapter 27 Introduction to the Common Address Redundarup&ul (CARP)

The following configuration is for Firewall 2 (fw2):

#Enable preemption and group interface failover
# sysctl -w net.inet.carp.preenpt=1

#Configure CARP on the LAN side

# ifconfig carpO create

# ifconfig carp0 vhid 1 pass | anpasswd carpdev enD \
advskew 128 172.16.0.100 255.255.255.0

#Configure CARP on the WAN side

# ifconfig carpl create

# ifconfig carpl vhid 2 pass wanpasswd carpdev enl \
advskew 128 192.0.2.100 255.255.255.0

27.6 Forcing Failover of the Master

There can be times when it's necessary to failover or denhetetaster node on purpose. Examples
include taking the master node down for maintenance or wioerbteshooting a problem. The objective
here is to gracefully fail over traffic to one of the backuptses® that users do not notice any impact.

To failover, shut down the carp(4) interface on the mastelendhis will cause the master to advertise
itself with an "infinite" advbase and advskew. The backug(spsvill see this and immediately take over
the role of master.

# ifconfig carp0 down
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28.1 The Network File System (NFS)

Now that the network is working it is possible to share filed ditectories over the network using the
Network File System (NFS). From the point of view of file simagrithe computer which gives access to
its files and directories is called tiserver and the computer using these files and directories is the
client A computer can be client and server at the same time.

A kernel must be compiled with the appropriate options fer¢hent and the server (the options are
easy to find in the kernel configuration file. S&ection 23.Xor more information on NFS related
kernel options.

The server must enable the rpcbind, mountd lockd statch&snderver  daemonsin
letc/rc.conf

rpcbind=yes
mountd=yes
nfs_server=yes
lockd=yes
statd=yes

The client must enable the rpcbind, lockd statd afsdclient ~ daemons iretc/rc.conf

rpcbind=yes
nfs_client=yes
lockd=yes
statd=yes

The server must list the exported directoriegeita/exports and then run the commarkdl -HUP
‘cat /var/run/mountd.pid (hup mountd may work too!).

A client host can access a remote directory through NFS if:

The server host exports the directory to the client. Theofisilesystems a NFS server exports can be
checked with theshowmount -ecommand, see showmount(8):

# showmount -e 192.168.1.2
Exports list on 192.168.1.2:
/home hostl host2 host3

The client host mounts the remote directory with the comnrandnt 192.168.1.2:/home /home

Themount command has a rich set of options for remote directorieshvéiie not very intuitive (to say
the least).
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28.1.1 NFS setup example

The scenario described here is the following: five clientiaes (clil, ..., cli5) share some directories
on a server (buzz.toys.org). Some of the directories egdday the server are reserved for a specific
client, the other directories are common for all client maeh. All the clients boot from the server and
must mount the directories.

The directories exported from the server are:

/export/cli?/root

the five root directories for the five client machines. Eadbntlhas its own root directory.

lexport/cli?/swap

Five swap directories for the five swap machines.

/export/common/usr

fusr directory; common for all client hosts.

lusr/src
Commonusr/src  directory for all client machines.

The following file systems exist on the server
/dev/ra0a on /
/dev/raOf on /usr

/dev/rala on /ust/src
/dev/ra2a on /export

Each client needs the following file systems
buzz:/export/cli?/root  on /
buzz:/export/common/usr on /usr
buzz:/usr/src on /usr/src

The server configuration is the following:

# letclexports
Jusr/src  -network 192.168.1.0 -mask 255.255.255.0
/export  -alldirs -maproot=root -network 192.168.1.0 -mas k 255.255.255.0

On the client machinéstc/fstab contains:

buzz:/export/cli X/root / nfs rw
buzz:/export/common/usr /usr nfs ro,nodev,nosuid
buzz:/usr/src /usr/src nfs rw,nodev,nosuid

Each client machine has its number substituted to #iecharacter in the first line of the previous
example.
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28.1.2 Setting up NFS automounting for  / net with amd(8)

28.1.2.1 Introduction

The problem with NFS (and other) mounts is, that you usualyetto be root to make them, which can
be rather inconvenient for users. Using amd(8) you can satagstain directory (Commonlyet ),
under which one can make any NFS-mount as a normal user, gasatine filesystem about to be
accessed is actually exported by the NFS server.

To check if a certain server exports a filesystem, and whi@s omse thehowmountcommand with the
-e (export) switch:

$ showrount -e wuarchive. wustl . edu
Exports list on wuarchive.wustl.edu:

/export/home onc.wustl.edu
/export/local onc.wustl.edu
/export/adm/log onc.wustl.edu

lusr onc.wustl.edu
/ onc.wustl.edu
/archive Everyone

If you then want to mount a directory to access anything béi¢ter example
/archive/systems/unix/NetBSD ), just change into that directory:

$ cd /net/warchive.wstl . edu/ archive/ systens/ uni x/ Net BSD

The filesystem will be mounted (lamd), and you can a access any files just as if the directory was
mounted by the superuser of your system.

28.1.2.2 Actual setup

You can set up such/aet directory with the following steps (including basiend configuration):

1. in/etc/rc.conf , set the following variable:
amd=yes

2. mkdir /amd
mkdir /net

4. Taking/usr/share/examples/amd/amd.conf , put the following intd/etc/amd.conf
[ /net ]
map_name = /etc/amd/net
map_type = file

5. Taking/usr/share/examples/amd/net as example, put the following intetc/amd/net
/defaults type:=host;rhost:=${key};fs:=${autodir}/${ rhost}/root
* host==${key};type:=link;fs:=/ \

host!=${key};opts:=ro,soft,intr,nodev,nosuid,noconn
6. Reboot, or (re)stagmd by hand:

# sh /etc/rc.d/and restart
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28.2 The Network Time Protocol (NTP)

It is not unusual to find that the system clock is wrong, oftgséveral minutes: for some strange reason
it seems that computer clocks are not very accurate. Thégmopets worse if you administer many
networked hosts: keeping the clocks in sync can easily be@mightmare. To solve this problem, the
NTP protocol (version 3) comes to our aid: this protocol camubed to synchronize the clocks of a
network of workstations using one or more NTP servers.

Thanks to the NTP protocol it is possible to adjust the cldtk single workstation but also to
synchronize an entire network. The NTP protocol is quite glex defining a hierarchical master-slave
structure of servers divided in strata: the top of the hidrais occupied by stratum 1 servers, connected
to an external clock (ex. a radio clock) to guarantee a higél lef accuracy. Underneath, stratum 2
servers synchronize their clocks with stratum 1, and so be.accuracy decreases as we proceed
towards lower levels. This hierarchical structure avolgsdongestion which could be caused by having
all hosts refer to the same (few) stratum 1 servers. If, fangxe, you want to synchronize a network,
you don’t connect all the hosts to the same public stratunndesdnstead, you create a local server
which connects to the main server and the remaining hosthsynize their clocks with the local server.

Fortunately, to use the NTP tools you don’t need to undedstias details of the protocol and of its
implementation (if you are interested, refer to RFC 130%) you only need to know how to configure
and start some programs. The base system of NetBSD alreathit®the necessary tools to utilize this
protocol (and other time related protocols, as we’ll seejiveéd from the xntp implementation. This
section describes a simple method to always have a corrsterstime.

First, it is necessary to find the address of the public NTRessito use as a reference; a detailed listing
can be found at http://ntp.isc.org/bin/view/Servers/Weime. As an example, for Italy the two stratum 1
servers ntpl.ien.itand ntp2.ien.it can be used.

Next, to adjust the system clock give the following commas dcet:
# ntpdate -b ntpl.ien.it ntp2.ien.it

(substitute the names of the servers in the example withriee that you are actually using. Optign
tells ntpdate to set the system time with the settimeofday system calieatsof slewing it with adjtime
(the default). This option is suggested when the differdretereen the local time and the correct time
can be considerable.

As you've seen, ntpdate is not difficult to use. The next stdp start it automatically, in order to always
have the correct system time. If you have a permanent coiondotthe Internet, you can start the
program at boot with the following line @étc/rc.conf

ntpdate=YES ntpdate_hosts=" ntpl.ien.it"

The name of the NTP server to use is specified imthéate_hosts  variable; if you leave this field
empty, the boot script will try to extract the name from the/ntp.conf file.

If you don’t have a permanent Internet connection (ex. yoreleadial-up modem connection through an
ISP) you can start ntpdate from tlpeup  script, as explained i€hapter 23In this case add the
following line to theip-up  script:

/usr/sbin/ntpdate -s -b ntpl.ien.it

(the path is mandatory or the script will probably not find éxecutable). Optiors diverts logging
output from the standard output (this is the default) to {rstesn syslog(3) facility, which means that the
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messages from ntpdate will usually end upviar/log/messages

Besides ntpdate there are other useful NTP commands. Bagalssible to turn one of the local hosts
into an NTP server for the remaining hosts of the network. [dhel server will synchronize its clock
with a public server. For this type of configuration you must thentpd daemon and create the
/etc/ntp.conf configuration file. For example:

server ntpl.ien.it
server ntp2.ien.it

ntpd can be started too froraconf , using the relevant option:
ntpd=YES

NTP is not your only option if you want to synchronize yourwetk: you can also use the timed
daemon or the rdate(8) command as well. timed was develgped3BSD.

Timed too uses a master-slave hierarchy: when started ostatimed asks the network time to a master
and adjusts the local clock accordingly. A mixed structusgng both timed and ntpd can be used. One of
the local hosts gets the correct time from a public NTP seaweris the timed master for the remaining
hosts of network, which become its clients and synchrothiea tlocks using timed. This means that the
local server must run both NTP and timed; care must be takartiby don't interfere with each other
(timed must be started with thE hostname option so that it doesn’t try to adjust the local clock).

Finally, rdate(8) can be used to synchronize once againsta fost, much like ntpdate(8). The host in
guestion must have the "time" service (port 37) enablédtirfinetd.conf
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Chapter 29
Obtaining the sources

To read the NetBSD sources from your local disk or to buildgfgtem or parts of it, you need to
download the NetBSD sources. This chapter explains howttthgeNetBSD source using a number of
different ways, although the preferred one is to get theattgland then update via cvs(1).

29.1 Preparing directories

Kernel and userland sources are usually placedsirisrc . This directory is not present by default in
the NetBSD installation and you will need to create it firss.if\is in a system directory, you will need
root access to create the directory and make sure your noiseabccount can write to it. For
demonstration purposes, it is assumed that the non-roioti®gar | 0. Please replace it with a valid
login name on your system:

$ su

Password:  xx*xx

# nkdir /usr/src

# chown <carlo> /usr/src

Also, if you want X11R6 sources, you can preparg/xsrc
# nkdir /usr/xsrc

# chown <carlo> /usr/xsrc

Note: Please note that for the subsequent steps, root access is neither needed nor recommended,
so this preparation step should be done first. All CVS operations can (and should) be done as
normal user and you don’t need root privileges any more:

# exit
$

29.2 Terminology

Before starting to fetch or download the required files, you nay want to know the definitions of
“Formal releases”, “Maintenance branches” and other related terms That information is available
under the NetBSD release glossary and graphs (http://wetBSD.org/releases/release-map.html).
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29.3 Downloading tarballs

It is sometimes faster to download a tarball and then coatipdating with cvs(1). You can download
tarballs (see tar(1)) from ftp.NetBSD.org (or any otherrony for a number of releases or branches.

The only drawback is that the tarballs are updated less dftermally, every three days.

Also, please note that these tarballs includedki&directories, so you can download them and then
update your source tree using cvs(1), as explained in the $&¢fon.

29.3.1 Downloading sources for a NetBSD release

The tarball files for the sources of a specific release aréadlaiunder
/pub/NetBSD/NetBSD-  <RELEASE- NUMBER>/source/sets/ on ftp.NetBSD.org (or a mirror), where
<RELEASE- NUMBER> is the release you want to fetch (for example, 4.0).

To fetch the sources of a NetBSD release using tarballs,Igid

$ ftp -i ftp://ftp. Net BSD. or g/ pub/ Net BSD/ Net BSD- 4. 0/ sour ce/ set s/
Trying 2001:4f8:4:7:2e0:81ff:fe21:6563...

Connected to ftp.NetBSD.org.

220 ftp.NetBSD.org FTP server (NetBSD-ftpd 20070809) read y.
331 Guest login ok, type your name as password.

[-]

250 CWD command successful.

250 CWD command successful.

250 CWD command successful.

ftp> nget *.tgz

local: gnusrc.tgz remote: gnusrc.tgz

229 Entering Extended Passive Mode (]||58302|)

150 Opening BINARY mode data connection for 'gnusrc.tgz’ (7 9233899 bytes).
[-]

ftp> quit

221-

Data traffic for this session was 232797304 bytes in 5 files.

Total traffic for this session was 232803039 bytes in 6 trans fers.
221 Thank you for using the FTP service on ftp.NetBSD.org.
You should now have 5 files:

$ s x.tgz
gnusrc.tgz sharesrc.tgz src.tgz syssrc.tgz xsrc.tgz

You now must extract them all:
$ foreach file (*.tgz)

? tar -xzf $file -C /usr/src
? end
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29.3.2 Downloading sources for a NetBSD stable branch

$ ftp -i ftp://ftp. Net BSD. or g/ pub/ Net BSD/ Net BSD-r el ease-4-0/tar_files/src/
Trying 2001:4f8:4:7:2e0:81ff:fe21:6563...

Connected to ftp.NetBSD.org.

220 ftp.NetBSD.org FTP server (NetBSD-ftpd 20070809) read y.
331 Guest login ok, type your name as password.

[-]

250 CWD command successful.

250 CWD command successful.

250 CWD command successful.

250 CWD command successful.

ftp> nget *.tar.gz

local: bin.tar.gz remote: bin.tar.gz

229 Entering Extended Passive Mode (]||56011|)

150 Opening BINARY mode data connection for ’bin.tar.gz’ (9 14202 bytes).
[-]

ftp> quit

221-

Data traffic for this session was 149221420 bytes in 22 files .
Total traffic for this session was 149231539 bytes in 23 tran sfers.
221 Thank you for using the FTP service on ftp.NetBSD.org.
You should now have 22 files:

$ Is x.tar.gz

bin.tar.gz doc.tar.gz libexec.tar.gz tools.tar.gz

config.tar.gz etc.tar.gz regress.tar.gz top-level.tar. gz
contrib.tar.gz games.tar.gz rescue.tar.gz usr.bin.tar. 0z
crypto.tar.gz gnu.tar.gz shin.tar.gz usr.shin.tar.gz

dist.tar.gz include.tar.gz share.tar.gz

distrib.tar.gz lib.tar.gz sys.tar.gz

You now must extract them all:

$ foreach file (*.tar.gz)
? tar -xzf $file -C /usr/src
? end

29.3.3 Downloading sources for a NetBSD-current developme  nt branch

To download the NetBSD-current tarballs, located under
/pub/NetBSD/NetBSD-current/tar_files/src , Just follow the same steps as in the previous
section, but now on a different directory.

You may also want to fetch the X11R6 source, available under:
/pub/NetBSD/NetBSD-current/tar_files/xsrc
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29.4 Fetching by CVS

CVS (Concurrent Versions System) can be used to fetch theSzsource tree or to keep the NetBSD
source tree up to date with respect to changes made to theSBetBurces. There are three trees
maintained for which you can use cvs(1) to obtain them or kkem up to date:

The list of currently maintained branches is available usedgdoc/BRANCHES (see the “Status” entry
on “Release branches” section).

Before you can do an initial (full) checkout of the NetBSD sms viaanonymous CV,§ou first have to
set some environment variables. For the C-Shell, type:

$ setenv CVS_RSH ssh
$ setenv CVSROOT anoncvs@noncvs. Net BSD. or g: / cvsr oot

Or, the same for the bourne shell:

$ export CVS_RSH="ssh"
$ export CVSROOT="anoncvs@noncvs. Net BSD. or g: / cvsroot"

We will also use theP option in the examples below since it is used to prune empécthiries.

29.4.1 Fetching a NetBSD release
A release is a set of particular versions of source files, aioe celeased does not change over time.

To get the NetBSD (kernel and userland) sources from a speeiéase, run the following command
after the preparations done above:

$ cd /usr
$ cvs checkout -r <BRANCH> -P src

Where<BRANCH> is the release branch to be checked out, for example, “n&HsRELEASE” or
“netbsd-4-0-RELEASE". If you want to fetch a different plalievel, you would use
“netbsd-3-0-1-RELEASE” or “netbsd-3-0-2-RELEASE”".

For example, in order to fetch “netbsd-4-0-RELEASE” you Vebuse:
$ cvs checkout -r netbsd-4-0-RELEASE -P src
To fetch the X11R6 source, just “checkout” the “xsrc” modiHer example:

$ cvs checkout -r netbsd-4-0-RELEASE -P xsrc

29.4.2 Fetching a NetBSD stable branch

NetBSD stable branches are also called “Maintenance beasiichlease consult tigection 29.2
If you want to follow a stable branch, just pass the branchentmthe cvs(1)r option.

For example, if you want to fetch the most recent version etbisd-4", you just need to use that tag:

$ cd /usr
$ cvs checkout -r netbhsd-4 -P src
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And for the “xsrc” module:
$ cvs checkout -r netbsd-4 -P xsrc

If you have checked out sources from a stable brandisitsrc ~ and want to update them to get the
latest security-fixes and bug-fixes, run:

$ cd /usr/src
$ cvs update -Pd

The same applies to the “xsrc” module, but in that case youhaile to change your working directory
to /usrixsrc  first.

Caution!: Be sure to take care in selecting the correct and desired branch tag so you don’t
accidentally downgrade your source tree.

29.4.3 Fetching the NetBSD-current development branch

To obtain the NetBSD-current source just omit “<BRANCH>" and replace it by “A”:

$ cd /usr
$ cvs checkout -A -P src

The “xsrc” is also available:

$ cd /usr
$ cvs checkout -A -P xsrc

To update your NetBSD-current source tree, addhéag:

$ cd /usr/src
$ cvs update -A -Pd

29.4.4 Saving some cvs(1) options

If you find yourself typing some options to cvs over and ovaiagyou can as well put them into a file
.cvsrc  in your home directory. It is useful for just typirays updateon a directory with a branch
checked out to update it (adding would revert the branch to the -current branch, which is notvone
usually wants!), For unified diffs, transfers should be coesped and “cvs update” should be mostly
quiet:

Example 29-1.. cvsrc

#update -dPA

update -dP
rdiff  -u
diff -u
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cvs -q

29.5 Sources on CD (ISO)

If you prefer to download (and maybe burn) a CD-ROM image Wit NetBSD source, just fetch
sourcecd- <RELEASE- NUMBER>.iso from ftp.NetBSD.org or any other mirror.

Thesourcecd- <RELEASE- NUMBER>.iso file is located under /pub/NetBSD/istiELEASE>, where
<RELEASE- NUMBER> is a release of NetBSD, for example, 3.1 or 4.0:

ftp://ftp.NetBSD.org/pub/NetBSD/iso/3.1/sourcecd-3. l.iso
ftp://ftp.NetBSD.org/pub/NetBSD/iso/4.0/sourcecd-4. 0.iso

The next step is to burn the ISO image or mount it with the hélmoonfig(8). Please seghapter 13s
it explains in detail how to do it.

Assuming you have mounted the CD undtent , /mnt/source/sets should have everything you
need to extract:

$ |'s /mt/sourcel/sets
BSDSUM MD5 gnusrc.tgz src.tgz Xsrc.tgz
CKSUM SYSVSUM sharesrc.tgz syssrc.tgz

All tarballs should be extracted to the root file systém The following command will do it:

$ foreach file (*.tgz)
? tar -xzf $file -C/
? end

After that, you should haviisr/src  and/usr/xsrc  populated with the NetBSD sources.
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Crosscompiling NetBSD with
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When targeting a product for an embedded platform, it's easible to have all the development tools
available on that same platform. Instead, some method s&coapiling is usually used today. NetBSD
1.6 and forward comes with a framework to build both the ofegasystem’s kernel and the whole
userland for either the same platform that the compiler am®r for a different platform, using
crosscompiling. Crosscompiling requires assemblerelindompiler etc. to be available and built for the
target platform. The new build scheme will take care of énegtthese tools for a given platform, and
make them available ready to use to do development work.

In this chapter, we will show how to useild.sh  to first create a crosscompiling toolchain, including
cross-compiler, cross-assembler, cross-linker and s@/bile native kernel builds are covered in
Chapter 31these tools are then used to manually configure and crogsleoarkernel for a different
platform, and then show how to ubeild.sh  as a convenient alternative. After that works, the whole
NetBSD userland will be compiled and packed up in the forniatldetBSD release. In the examples,
we will use the Sun UltraSPARC ("sparc64") 64-bit platforstarget platform, any other platform
supported by NetBSD can be targetted as well specifyingaitsan(seéusr/src/sys/arch ).

Before starting, take note that it is assumed that the NetB&Dces from the "netbsd-4-0" branch are
available inusr/src  as described ihapter 29

A more detailed description of theiild.sh ~ framework can be found in Luke Mewburn and Matthew
Green'’s paper (http://www.mewburn.net/luke/papersdosh.pdf) and their presentation
(http:/lmwvww.mewburn.net/luke/talks/bsdcon-2003/idieml) from BSDCon 2003 as well as in
/usr/src/BUILDING

30.1 Building the crosscompiler

The first step to do cross-developmentis to get all the nacg$ssols available. In NetBSD terminology,
this is called the "toolchain", and it includes BSD-compktimake(1), C/C++ compilers, linker,
assembler, config(8), as well as a fair number of tools thebaty required when crosscompiling a full
NetBSD release, which we won't cover here.

The command to create the crosscompiler is quite simplagusetBSD’s newsrc/build.sh script.
Please note that all the commands here can be run as normaidot) user:

$ cd /usr/src
$ ./build.sh -msparc64 tools

Make sure that the directorysr/obj  does exist, or add a "-O" option to the build.sh call, redirer
the object directory someplace else.
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If the tools have been built previously and they only needatied, then the update option "-u" can be
used to only rebuild tools that have changed:

$ ./build.sh -u -msparc64 tools

When the tools are built, information about them and sewaraironment variables is printed out:

===> build.sh started: Thu Dec 2 22:18:11 CET 2007
===> build.sh ended:  Thu Dec 2 22:28:22 CET 2007
===> Summary of results:
build.sh command: ./build.sh -m sparc64 tools
build.sh started: Thu Dec 2 22:18:11 CET 2007
No nonexistent/bin/nbmake, needs building.
Bootstrapping nbmake

MACHINE: sparc64

MACHINE_ARCH: sparc64

TOOLDIR path: lusr/src/tooldir.NetBSD-4.0-i386
DESTDIR path: lusr/src/destdir.sparc64

RELEASEDIR path: /usr/src/releasedir
Created /usr/src/tooldir.NetBSD-4.0-i386/bin/nbmake
makewrapper: Just/src/tooldir.NetBSD-4.0-i386/bin/nb make-sparc64
Updated /ust/src/tooldir.NetBSD-4.0-i386/bin/nbmake- sparc64
Tools built to /usr/src/tooldir.NetBSD-4.0-i386
build.sh started: Thu Dec 2 22:18:11 CET 2007
build.sh ended: =~ Thu Dec 2 22:28:22 CET 2007
=_-==>

During the build, object directories are used consistendyspecial directories are kept that keep the
platform-specific object files and compile results. In owareple, they will be kept in directories named
"obj.sparc64" as we build for UltraSPARC as target platform

The toolchain itself is part of this, but as it's hosted anthpded for a i386 system, it will get placed in
its own directory indicating where to cross-build from. Elerwhere our crosscompiler tools are located:

$ pwd

lusr/src

$1s -d tooldir.*
tooldir.NetBSD-4.0-i386

So the general rule of thumb is for a given "host" and "targgstem combination, the crosscompiler
will be placed in the "src/tooldir.host" directory by defaé full list of all tools created for
crosscompiling the whole NetBSD operating system includes

$ |'s tooldir. Net BSD-4. 0-i 386/ bi n/

nbasnl_compile nbmakefs nbzic

nbcap_mkdb nbmakeinfo sparc64--netbsd-addr2li
nbcat nbmakewhatis sparc64--netbsd-ar
nbcksum nbmenuc sparc64--netbsd-as
nbcompile_et nbmkcsmapper sparc64--nethsd-c++
nbconfig nbmkdep sparc64--netbsd-c++filt
nbcrunchgen nbmkesdb sparc64--netbsd-cpp
nbctags nbmklocale sparc64--netbsd-dbsym
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nbdb nbmknod sparc64--netbsd-g++
nbeqn nbmktemp sparc64--netbsd-g77
nbfgen nbmsgc sparc64--netbsd-gcc
nbfile nbmtree sparc64--netbsd-gcc-3.3
nbgencat nbnroff sparc64--netbsd-gccbug
nbgroff nbpax sparc64--netbsd-gcov
nbhexdump nbpic sparc64--netbsd-Id
nbhost-mkdep nbpwd_mkdb sparc64--netbsd-lint
nbindxbib nbrefer sparc64--netbsd-mdsetim
nbinfo nbrpcgen sparc64--netbsd-nm
nbinfokey nbsoelim sparc64--nethsd-objcopy
nbinstall nbstat sparc64--netbsd-objdump
nbinstall-info nbsunlabel sparc64--netbsd-ranlib
nbinstallboot nbtbl sparc64--netbsd-readelf
nblex nbtexi2dvi sparc64--nethsd-size
nblorder nbtexindex sparc64--nethsd-strings
nbm4 nbtsort sparc64--netbsd-strip
nbmake nbuudecode

nbmake-sparc64 nbyacc

As you can see, most of the tools that are available nativeaiBSD are present with some program

prefix to identify the target platform for tools that are sifiedo a certain target platform.

One important tool that should be pointed out here is "nbrsgdeac64". This is a shell wrapper for a
BSD compatible make(1) command that's setup to use all §i# commands from the crosscompiler
toolchain. Using this wrapper instead of /usr/bin/makevadi crosscompiling programs that were written
using the NetBSD Makefile infrastructure (see src/sharg/kivke will use this make(1) wrapper in a
second to cross compile the kernel!

30.2 Configuring the kernel manually

Now that we have a working crosscompiler available, the dlissteps for building a kernel are needed -
create a kernel config file, run config(8), then build. As thefig{8) program used to create header files
and Makefile for a kernel build is platform specific, we needse the "nbconfig" program that’s part of
our new toolchain. That aside, the procedure is just as bkepiling a "native" NetBSD kernel.
Commands involved here are:

cd /usr/src/sys/arch/ sparc64/ conf

cp GENERI C MYKERNEL

Vi MYKERNEL

/usr/src/tool dir.Net BSD- 4. 0-i 386/ bi n/ nbconfi g MYKERNEL

*» H O B

That's all. This command has created a directdepmpile/ MYKERNEL with a number of header files
defining information about devices to compile into the kéradlakefile that is setup to build all the
needed files for the kernel, and link them together.
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30.3 Crosscompiling the kernel manually

We have all the files and tools available to crosscompile dua BPARC-based kernel from our
Intel-based host system, so let’s get to it! After changmthie directory created in the previous step, we
need to use the crosscompiler toolchaiisnake-sparc64  shell wrapper, which just calls make(1)

with all the necessary settings for crosscompiling for aspéplatform:

$ cd ../ conpil e/ MYKERNEL/
$ /usr/src/tooldir.Net BSD- 4. 0-i 386/ bi n/ nbmake- spar c64 depend
$ /usr/src/tooldir.Net BSD- 4. 0-i 386/ bi n/ nbmake- spar c64

This will churn away a bit, then spit out a kernel:

text data bss dec hex filename
5016899 163728 628752 5809379 58a4e3 netbsd
$ Is -1 nethsd
-rwxr-xr-x 1 feyrer 666 5874663 Dec 2 23:17 netbsd
$ file netbsd
netbsd: ELF 64-bit MSB executable, SPARC V9, version 1 (SYSV ), statically linked, not stripped

Now the kernel in the filmetbsd can either be transferred to a UltraSPARC machine (via NF®, F
scp, etc.) and booted from a possible harddisk, or diremtiypfour cross-development machine using
NFS.

After configuring and crosscompiling the kernel, the negidal step is to crosscompile the whole
system, and bring it into a distribution-ready format. Befdoing so, an alternative approach to
crosscompiling a kernel will be shown in the next sectiomashebuild.sh  script to do configuration
and crosscompilation of the kernel in one step.

30.4 Crosscompiling the kernel with  bui I d. sh

A cross compiled kernel can be done manually as describéaiprevious sections, or by the easier
method of usinguild.sh , which will be shown here.

Preparation of the kernel config file is the same as describexdea

$ cd /usr/src/sys/arch/ sparc64/ conf
$ cp CGENERI C MYKERNEL
$ vi MYKERNEL

Then editMyKERNEL and once finished, all that needs to be done is tcouséesh  to build the kernel
(it will also configure it, running the steps shown above):

$ cd /usr/src
$ ./build.sh -u -m sparc64 kernel =MYKERNEL

Notice that update ("-u") was specified, the tools are alrénilt, there is no reason to rebuild all of the
tools. Once the kernel is builbpild.sh  will print out the location of it along with other informatio

===> Summary of results:
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build.sh command: ./build.sh -u -m sparc64 kernel= MYKERNEL
build.sh started: Thu Dec 2 23:30:02 CET 2007

No nonexistent/bin/nbmake, needs building.

Bootstrapping nbmake

MACHINE: sparc64

MACHINE_ARCH: sparc64

TOOLDIR path: lusr/src/tooldir.NetBSD-4.0-i386
DESTDIR path: lusr/src/destdir.sparc64

RELEASEDIR path: /usr/srci/releasedir
Created /usr/src/tooldir.NetBSD-4.0-i386/bin/nbmake

makewrapper: Just/src/tooldir.NetBSD-4.0-i386/bin/nb make-sparc64
Updated /ust/src/tooldir.NetBSD-4.0-i386/bin/nbmake- sparc64

Building kernel without building new tools

Building kernel: MYKERNEL

Build directory: /usr/src/sys/arch/sparc64/compile/ob j-sparc64/GENERIC
Kernels built from MYKERNEL :

lusr/src/sys/arch/sparc64/compile/obj.sparc64/ MYKERNEL /netbsd

build.sh started: Thu Dec 2 23:30:02 CET 2007
build.sh ended: Thu Dec 2 23:38:22 CET 2007

=—==>

The path to the kernel built is of interest here:
lusr/src/sys/arch/sparc64/compile/obj.sparc64/ MYKERNEL/netbsd , it can be used the
same way as described above.

30.5 Crosscompiling the userland

By now it is probably becoming clear that the toolchain altyusorks in stages. First the crosscompiler
is built, then a kernel. Sindauild.sh  will attempt to rebuild the tools at every invocation, using
“update” saves time. It is probably also clear that outsitk few options, théuild.sh  semantics are
basicallybuild.sh  conmand. So, it stands to reason that building the whole userlanébamdelease is
a matter of using the right commands.

It should be no surprise that building and creating a releaséd look like the following:
$ ./build.sh -U -u -msparc64 rel ease

These commands will compile the full NetBSD userland andtpato a destination directory, and then
build a release from it in a release directory. Fheswitch is added here for amprivilegedbuild, i.e.
one that’s running as normal user and not as root. As no fustligches tdouild.sh were given nor any
environment variables were set, the defaultBBE TDIR=/usr/src/destdir.sparc64 and
RELEASEDIR=/ust/src/releasedir are used, as shown in theild.sh-output above.

30.6 Crosscompiling the X Window System

The NetBSD project has its own copy of the X Window Systemisree which is currently based on
XFree86 version 4, and which contains changes to make X gwiras many of the platforms supported
by NetBSD as possible. Due to this, it is desirable to use théixdow System version available from
and for NetBSD, which can also be crosscompiled much liké&kéneel and base system. To do so, the
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"xsrc" sources must be checked out from CVS itat/xsrc  just as "src" and "pkgsrc" were as
described irChapter 29

After this, X can be crosscompiled for the target platformalolging thex switch to build.sh, e.g. when
creating a full release:

$ ./build.sh -U -x -u -msparc64 rel ease

The-U flag for doing unprivileged (non-root) builds and the flag for not removing old files before
building as well as them ar ch option to define the target architecture have already besdinced, and
the-x option to also (cross)compile "xsrc" is another option.

30.7 Changing build behaviour

Similar to the old, manual building method, the new toolchzas a lot of variables that can be used to
direct things like where certain files go, what (if any) toaie used and so on. A look #nc/BUILDING
covers most of them. In this section some examples of chgragfault settings are given, each
following its own ways.

30.7.1 Changing the Destination Directory

Many people like to track NetBSD-current and perform cragsgiles of architectures that they use.
The logic for this is simple, sometimes a new feature or delsecomes available and someone may
wish to use it. By keeping track of changes and building ewesy and again, one can be assured that
these architectures can build their own release.

It is reasonable to assume that if one is tracking and bigltbn more than one architecture, they might
want to keep the builds in a different location than the diefdinere are two ways to go about this, either
use a script to set the new DESTDIR, or simply do so interaltivn any case, it can be set the same
way as any other variable (depending on your shell of course)

For bash, the Bourne or Korn shell, this is:
$ export DESTDI R=/usr/buil ds/sparc64
For tcsh and the C shell, the command is:
$ setenv DESTDIR /usr/builds/sparc64

Simple enough. When the build is run, the binaries and filéisbeisent tausr/builds

30.7.2 Static Builds

The NetBSD toolchain builds and links against shared libsdby default. Many users still prefer to be
able to link statically. Sometimes a small system can betedeaithout having shared libraries, which is
a good example of doing a full static build. If a particulaifl@umachine will always need one
environment variable set in a particular way, then it isestdio simply add the changed setting to
/etc/mk.conf

To make sure a build box always builds statically, simply #udfollowing line to/etc/mk.conf
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LDSTATIC=-static

30.7.3 Using bui | d. sh options

Besides variables in environment afett/mk.conf  , the build process can be influenced by a number
of switches to théuild.sh  script itself, as we have already seen when forcing ungged (non-root)
builds, selecting the target architecture or preventirigtam of old files before the build. All these
options can be listed by runniroyild.sh -h:

$ cd /usr/src

$ build.sh -h

Usage: build.sh [-EnorUux] [-a arch] [-B buildid] [-D dest] [} njob]
[-M obj] [-m mach] [-N noisy] [-O obj] [-R release] [-T tools]
[-V var=[value]] [-w wrapper] [-X x11src] [-Z var]
operation [...]

Build operations (all imply "obj" and "tools"):

build Run "make build".
distribution Run "make distribution" (includes DESTDIR/e tc/ files).
release Run "make release" (includes kernels and distrib me dia).

Other operations:

help Show this message and exit.
makewrapper Create nbmake-${MACHINE} wrapper and nbmake.
Always performed.
obj Run "make obj". [Default unless -o is used]
tools Build and install tools.
install=idir Run "make installworld" to ‘idir' to install a Il sets
except ‘etc’. Useful after "distribution" or "release"
kernel=conf Build kernel with config file ‘conf
releasekernel=conf Install kernel built by kernel=conf to RELEASEDIR.
sets Create binary sets in RELEASEDIR/MACHINE/binary/set S.
DESTDIR should be populated beforehand.
sourcesets Create source sets in RELEASEDIR/source/sets.
params Display various make(1l) parameters.
Options:
-a arch Set MACHINE_ARCH to arch. [Default: deduced from MAC HINE]
-B buildld Set BUILDID to buildid.
-D dest Set DESTDIR to dest. [Default: destdir. MACHINE]
-E Set "expert" mode; disables various safety checks.
Should not be used without expert knowledge of the build syst em.
-j njob Run up to njob jobs in parallel; see make(1) -j.
-M obj Set obj root directory to obj; sets MAKEOBJDIRPREFIX.
Unsets MAKEOBJDIR.

-m mach Set MACHINE to mach; not required if NetBSD native.
-N noisy Set the noisyness (MAKEVERBOSE) level of the build:

0 Quiet

1 Operations are described, commands are suppressed

2 Full output

[Default: 2]
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-n Show commands that would be executed, but do not execute th em.

-O obj Set obj root directory to obj; sets a MAKEOBJDIR patter n.
Unsets MAKEOBJDIRPREFIX.

-0 Set MKOBJDIRS=no; do not create objdirs at start of build.

-R release Set RELEASEDIR to release. [Default: releasedir ]

-r Remove contents of TOOLDIR and DESTDIR before building.

-T tools Set TOOLDIR to tools. If unset, and TOOLDIR is not set in
the environment, nbmake will be (re)built unconditionally .

-U Set MKUNPRIVED=yes; build without requiring root privil eges,

install from an UNPRIVED build with proper file permissions
-u Set MKUPDATE=yes; do not run "make clean" first.

Without this, everything is rebuilt, including the tools.
-V v=[val] Set variable ‘v’ to ‘val'.
-w wrapper Create nbmake script as wrapper.
[Default: ${TOOLDIR}/bin/nbmake-${MACHINE}]
-X x1lsrc  Set X11SRCDIR to x11src. [Default: /usr/xsrc]
-X Set MKX11=yes; build X11R6 from X11SRCDIR
-Z v Unset ("zap") variable ‘v

As can be seen, a number of switches can be set to changerdarstéguild behaviour. A number of
them has already been introduced, others can be set as apfrop

30.7.4 make(1) variables used during build

Several variables control the behaviour of NetBSD buildselss otherwise specified, these variables
may be set in either the process environment or in the make(ifijguration file specified by AKECONF
For a definitive list of these options, sSBEILDING andshare/mk/bsd.README files in the toplevel
source directory.

BUILDID

Identifier for the build. The identifier will be appended tgexdi directory names, and can be
consulted in the make(1) configuration file in order to setitamithl build parameters, such as
compiler flags.

DESTDIR

Directory to contain the built NetBSD system. If set, spkejations are passed to the compilation
tools to prevent their default use of the host systeossginclude ,Jusr/lib  , and so forth. This
pathname should not end with a slash (/) character (Forliaisten into the system’s root directory,
SetDESTDIRto an empty string). The directory must reside on a filesystéaich supports long
filenames and hard links.

Defaults to an empty string WISETOOLSs “yes”; unset otherwise. Noteuild.sh  will provide a
default (destdir MACHINE in the top-leveDBJDIR ) unless run in “expert” mode.

EXTERNAL_TOOLCHAIN

If defined by the user, points to the root of an external toailcie.g /usr/local/gnu ). This
enables the cross-build framework even when default t@ahcls not available (see
TOOLCHAIN_MISSINGbelow).
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Default: Unset

MAKEVERBOSE

The verbosity of build messages. Supported values:

0 No descriptive
messages are
shown.

1 Descriptive
messages are
shown.

2 Descriptive
messages are
shown (prefixed

with a '#) and
command
output is not
suppressed.
Default: 2
MKCATPAGES

Can be set to “yes” or “no”. Indicates whether preformattixiipext manual pages will be created
during a build.

Default: “yes”

MKCRYPTO

Can be set to “yes” or “no”. Indicates whether cryptograpude will be included in a build;
provided for the benefit of countries that do not allow strongptography. Will not affect the
standard low-security password encryption system, cBypt(

Default: “yes”

MKDOC

Can be set to “yes” or “no”. Indicates whether system docuatem destined for
DESTDIR/usr/share/doc will be installed during a build.

Default: “yes”

MKHOSTOBJ

Can be set to “yes” or “no”. If set to “yes”, then for programsanded to be run on the compile
host, the name, release and architecture of the host apgststem will be suffixed to the name of
the object directory created by “make obj”. This allows faultiple host systems to compile
NetBSD for a single target. If set to “no”, then programs bigilbe run on the compile host will use
the same object directory names as programs built to be rtimestarget.

Default: “no”
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MKINFO

Can be set to “yes” or “no”. Indicates whether GNU info filesed for the documentation of most
of the compilation tools, will be created and installed dgra build.

Default: “yes”

MKLINT

Can be set to “yes” or “no”. Indicates whether lint(1) will hen against portions of the NetBSD
source code during the build, and whether lint libraried kel installed into
DESTDIR/ust/libdata/lint

Default: “yes”

MKMAN
Can be set to “yes” or “no”. Indicates whether manual pagddwiinstalled during a build.

Default: “yes”

MKNLS

Can be set to “yes” or “no”. Indicates whether Native Langu8gstem locale zone files will be
compiled and installed during a build.

Default: “yes”

MKOBJ

Can be set to “yes” or “no”. Indicates whether object dirée®will be created when running
“make obj”. If set to “no”, then all built files will be locateitiside the regular source tree.

Default: “yes”

MKPIC

Can be set to “yes” or “no”. Indicates whether shared objatslibraries will be created and
installed during a build. If set to “no”, the entire build Wile statically linked.

Default: Platform dependent. As of this writing, all platfes except sh3 default to “yes”

MKPICINSTALL

Can be set to “yes” or “no”. Indicates whether the ar(1) farfitaries (ib *_pic.a ), usedto
generate shared libraries, are installed during a build.

Default: “yes”

MKPROFILE

Can be set to “yes” or “no”. Indicates whether profiled lilear(ib *_p.a ) will be built and
installed during a build.

Default: “yes”; however, some platforms turn &fKPROFILEby default at times due to toolchain
problems with profiled code.
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MKSHARE

Can be set to “yes” or “no”. Indicates whether files destireceside inDESTDIR/usr/share  will
be built and installed during a build. If set to “no”, then alIMKCATPAGES1KDOOMKINFQ
MKMANINdMKNLSWiIll be set to “no” unconditionally.

Default: “yes”

MKTTINTERP

Can be set to “yes” or “no”. For X builds, decides if the Trup&bytecode interpreter is turned on.
See freetype.org (http://freetype.org/patents.htnmlyiftails.

Default: “no”

MKUNPRIVED

Can be set to “yes” or “no”. Indicates whether an unprivigestall will occur. The user, group,
permissions and file flags will not be set on the installed geimstead the information will be
appended to a file calledETALOGN DESTDIR The contents ofIETALOGre used during the
generation of the distribution tar files to ensure that therapriate file ownership is stored.

Default: “no”

MKUPDATE

Can be set to “yes” or “no”. Indicates whether all install cgg®ns intended to write tDESTDIR
will compare file timestamps before installing, and skipitistall phase if the destination files are
up-to-date. This also has implications on full builds (SeWw).

Default: “no”

MKX11
Can be set to “yes” or “no”. Indicates whether X11R6 is buitti X11SRCDIR

Default: “yes”

TOOLDIR

Directory to hold the host tools, once built. This directshould be unique to a given host system
and NetBSD source tree. (However, multiple targets mayestigr sam@OOLDIR the
target-dependent files have unique names). If unset, altlbéaed on the uname(1) information of
the host platform will be created in th@BJDIR of src .

Default: Unset.

USETOOLS

Indicates whether the tools specified Tl®OLDIRshould be used as part of a build in progress.
Must be set to “yes” if cross-compiling.

yes Use the tools
from TOOLDIR
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no

Do not use the
tools from
TOOLNAMgbut
refuse to build
native
compilation tool
components that
are
version-specific
for that tool.

never

Do not use the
tools from
TOOLNAME
even when
building native
tool
components.
This is similar
to the traditiona
NetBSD build
method, but
does not verify
that the
compilation
tools in use are
up-to-date
enough in order
to build the tree
successfully.
This may cause
build or runtime
problems when
building the
whole NetBSD
source tree.
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Default: “yes” if building all or part of a whole NetBSD sowrtree (detected automatically); “no”
otherwise (to preserve traditional semantics of thed. *.mk make(1) include files).

X11SRCDIR

Directory containing the X11R6 source. The main X11R6 seisdound in
X11SRCDIR/xfree/xc

Default: “usr/xsrc”

The following variables only affect the top levabkefile and do not affect manually building subtrees
of the NetBSD source code.
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INSTALLWORLDDIR
Location for the “make installworld” target to install to.
Default: “/”

MKOBJDIRS

Can be set to “yes” or “no”. Indicates whether object dirée®will be created automatically (via a
“make obj” pass) at the start of a build.

Default: “no”

MKUPDATE

Can be set to “yes” or “no”. If set, then addition to the effedéscribed foMKUPDATE=yesabove,
this implies the effect ocNOCLEANDIR(.e., “make cleandir” is avoided).

Default: “no”

NOCLEANDIR

If set, avoids the “make cleandir” phase of a full build. Thas the effect of allowing only changed
files in a source tree to recompiled. This can speed up buidswpdating only a few files in the
tree.

Default: Unset

NODISTRIBDIRS

If set, avoids the “make distrib-dirs” of a full build. Thikips running mtree(8) oBESTDIR, useful
on systems where building as an unprivileged user, or whé&nown that the system wide mtree
files have not changed.

Default: Unset

NOINCLUDES

If set, avoids the “make includes” phase of a full build. This the effect of preventing make(1)
from thinking that some programs are out-of-date simplyalise system include files have
changed. However, this option should not be trusted wheatinglthe entire NetBSD source tree
arbitrarily; it is suggested to uséKUPDATE=yedn that case.

Default: Unset

RELEASEDIR

If set, specifies the directory to which a release(7) layadlithe written at the end of a “make
release”.

Default: Unset

TOOLCHAIN_MISSING

Set to “yes” on platforms for which there is no working indr®olchain, or if you need/wish using
native system toolchain (i.e. non-cross tools availatdeyeiur shell search path).

Default: depends on target platform; on platforms withrigettoolchain is set to “no”.
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Compiling the kernel

Most NetBSD users will sooner or later want to recompilertkeirnel, or compile a customized kernel.
This might be for several reasons:

- you can install bug-fixes, security updates, or new funetionby rebuilding the kernel from updated
sources.

- by removing unused device drivers and kernel sub-systemns your configuration, you can
dramatically reduce kernel size and, therefore, memorgeisa

- by enabling optimisations more specific to your hardwar@,ning the system to match your specific
sizing and workload, you can improve performance.

« you can access additional features by enabling kernelmptio sub-systems, some of which are
experimental or disabled by default.

« you can solve problems of detection/conflicts of peripreeral
« you can customize some options (for example keyboard laQiS clock offset, ...)

« you can get a deeper knowledge of the system.

31.1 Requirements and procedure

To recompile the kernel you must have installed the compaéeicomp.tgz ).

The basic steps to an updated or customised kernel then are:

1. Install or update the kernel sources
2. Create or modify the kernel configuration file
3. Building the kernel from the configuration file, either maity or usingbuild.sh

4. Install the kernel

31.2 Installing the kernel sources

You can get the kernel sources from AnonCVS (€&apter 29, or from thesyssrc.tgz
tarball that is located in theource/sets/ directory of the release that you are using.

If you chose to use AnonCVS to fetch the entire source trepalient, the operation can last many
minutes, because the repository contains thousands of files
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If you have a source tarball, you can extract it as root:

# cd /
# tar zxf /path/tol/syssrc.tgz

Even if you used the tarball from the release, you may wistsébAnonCVS to update the sources with
changes that have been applied since the release. This beigspecially relevant if you are updating
the kernel to include the fix for a specific bug, including anarkbility described in a NetBSD Security
Advisory. You might want to get the latest sources on theveglerelease or critical updates branch for
your version, or Security Advisories will usually contairfarmation on the dates or revisions of the files
containing the specific fixes concerned. Seetion 29.4or more details on the CVS commands used to
update sources from these branches.

Once you have the sources available, you can create a custor khis is not as difficult as you might
think. In fact, a new kernel can be created in a few steps wiitibe described in the following
sections.

31.3 Creating the kernel configuration file

The directories described in this section are i386 spetiers of other architectures must substitute the
appropriate directories, see the subdirectoriesays/arch for a list.

The kernel configuration file defines the type, the number hedharacteristics of the devices supported
by the kernel as well as several kernel configuration optiBasthe i386 port, kernel configuration files
are located in théusr/src/sys/arch/i386/conf directory.

Please note that the names of the kernel configuration fitekistorically in all uppercase, so they are
easy to distinguish from other files in that directory:

$ cd /usr/src/sys/arch/i386/conf/

$1s

CARDBUS GENERIC_PS2TINY NET4501
CVS GENERIC_TINY SWINGER
DELPHI GENERIC_VERIEXEC SWINGER.MP
DISKLESS INSTALL VIRTUALPC
GENERIC INSTALL.MP files.i386
GENERIC.FAST_IPSEC INSTALL_LAPTOP kern.ldscript
GENERIC.MP INSTALL PS2 kern.ldscript.4MB
GENERIC.MPDEBUG INSTALL_SMALL largepages.inc
GENERIC.local INSTALL_TINY majors.i386
GENERIC_DIAGNOSTIC IOPENER std.i386
GENERIC_ISDN LAMB

GENERIC_LAPTOP Makefile.i386

The easiest way to create a new file is to copy an existing oteraxlify it. Usually the best choice on
most platforms is the GENERIC configuration, as it contaireshdrivers and options. In the
configuration file there are comments describing the optiamsore detailed description is found in the
options(4) man page. So, the usual procedure is:

$ cp CGENERI C MYKERNEL
$ vi MYKERNEL
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The modification of a kernel configuration file basically itwes three operations:

1. support for hardware devices is included/excluded irktrael (for example, SCSI support can be
removed if it is not needed.)

2. support for kernel features is enabled/disabled (fomgta, enable NFS client support, enable
Linux compatibility, ...)

3. tuning kernel parameters.

Lines beginning with “#” are comments; lines are disabledbynmenting them and enabled by
removing the comment character. It is better to commenslinstead of deleting them; it is always
possible uncomment them later.

The output of the dmesg(8) command can be used to determiicé lifes can be disabled. For each
line of the type:

XXX at  YYY

bothXXX andYYY must be active in the kernel configuration file. You'll probahave to experiment a
bit before achieving a minimal configuration but on a deslaggtem without SCSI and PCMCIA you
can halve the kernel size.

You should also examine the options in the configuration filé disable the ones that you don’t need.
Each option has a short comment describing it, which is ntbyreafficient to understand what the
option does. Many options have a longer and more detailettigéion in the options(4) man page.
While you are at it you should set correctly the options faaldime on the CMOS clock. For example:

options RTC_OFFSET=-60

Theadjustkernel Perl script, which is available through pkgsrc, analyzesatput of dmesg(8) and
automatically generates a minimal configuration file. Itisig adjustkernel basically boils down to:

$ cd /usr/pkgsrc/sysutils/adjustkernel
$ meke install

You can now run the script with:

$ cd /usr/src/sys/arch/i 386/ conf
$ adj ustkernel GENERI C > MYKERNEL

This script usually works very well, saving a lot of manuaitied). But be aware that the script only
configures the available devices: you must still configueedtiner options manually.

31.4 Building the kernel manually

Based on your kernel configuration file, either one of thedsah configurations or your customised
configuration, a new kernel must be built.

These steps can either be performed manually, or usiniguiteesh command that was introduced in
sectionChapter 30This section will give instructions on how to build a natkernel using manual
steps, the following sectioBection 31.5lescribes how to udauild.sh to do the same.
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- Configure the kernel
- Generate dependencies

- Compile the kernel

31.4.1 Configuring the kernel manually

When you've finished modifying the kernel configuration fikehfch we’ll call MYKERNE], you should
issue the following command:

$ config MYKERNEL

If MYKERNEIKonNtains no errors, the config(8) program will create theeasary files for the compilation
of the kernel, otherwise it will be necessary to correct tiners before running config(8) again.

Notes for crosscompilings:  As the config(8) program used to create header files and Makefile for a
kernel build is platform specific, it is necessary to use the nbconfig program that's part of a newly
created toolchain (created for example with

Jusr/src/build.sh -m sparc64 tools/

). That aside, the procedure is just as like compiling a "native" NetBSD kernel. The command is for
example:

% /usr/src/tool dir.Net BSD- 4. 0-i 386/ bi n/ nbconfi g MYKERNEL

This command has created a directory ../compile/  MYKERNEL with a number of header files defining
information about devices to compile into the kernel, a Makefile that is setup to build all the needed
files for the kernel, and link them together.

31.4.2 Generating dependencies and recompiling manually

Dependencies generation and kernel compilation is peddroy the following commands:

$ cd ../ conpil e/ MYKERNEL
$ make depend
$ nmake

It can happen that the compilation stops with errors; tharele a variety of reasons but the most
common cause is an error in the configuration file which digattcaught by config(8). Sometimes the
failure is caused by a hardware problem (often faulty RAMpsliithe compilation puts a higher stress
on the system than most applications do. Another typicakésrthe following: option B, active, requires
option A which is not active. A full compilation of the kernedn last from some minutes to several
hours, depending on the hardware.

The result of a successful make command isiiétesd file in the compile directory, ready to be
installed.
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Notes for crosscompilings:  For crosscompiling a sparc64 kernel, it is necessary to use the
crosscompiler toolchain’s nomake-sparc64  shell wrapper, which calls make(1) with all the necessary
settings for crosscompiling for a sparc64 platform:

% cd ../ conpil e/ MYKERNEL/
% /usr/src/tool dir.Net BSD 4. 0-i 386/ bi n/ nbmake- spar c64 depend
% [/ usr/src/tool dir.Net BSD-4. 0-i 386/ bi n/ nbmake- spar c64

This will churn away a bit, then spit out a kernel:

text data bss dec hex filename

5016899 163728 628752 5809379 58ade3 netbsd
% 1ls -1 netbsd

-rwxr-xr-x 1 feyrer 666 5874663 Dec 2 23:17 netbsd
% file netbsd
netbsd: ELF 64-bit MSB executable, SPARC V9, version 1 (SYSV ), statically linked, not stripped

Now the kernel in the file netbsd can either be transferred to an UltraSPARC machine (via NFS, FTP,
scp, etc.) and booted from a possible harddisk, or directly from the cross-development machine
using NFS.

31.5 Building the kernel using  bui I d. sh

After creating and possibly editing the kernel config fileg thanual steps of configuring the kernel,
generating dependencies and recompiling can also be dovgetbesrc/build.sh script, all in one

go:

$ cd /usr/src
$ ./build.sh kernel =MYKERNEL

This will perform the same steps as above, with one smakifice: before compiling, all old object
files will be removed, to start with a fresh build. This is ulbpaverkill, and it's fine to keep the old file
and only rebuild the ones whose dependencies have changdd.this, add theu option tobuild.sh

$ cd /usr/src
$ ./build.sh -u kernel =MYKERNEL

At the end of its jobpuild.sh  will print out the location where the new compiled kernel Genfound.
It can then be installed.

31.6 Installing the new kernel

Whichever method was used to produce the new kernel file, st maw be installed. The new kernel file
should be copied to the root directory, after saving the iptes/version.

# nmv /netbsd /netbsd.old
# nmv netbsd /
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Customization can considerably reduce the kernel’s sizéhd following exampl@etbsd.old  is the
install kernel andhetbsd is the new kernel.

-rwxr-xr-x 3 root wheel 3523098 Dec 10 00:13 /netbsd
-rwxr-xr-x 3 root wheel 7566271 Dec 10 00:13 /netbsd.old

The new kernel is activated after rebooting:

# shutdown -r now

31.7 If something went wrong

When the computer is restarted it can happen that the nevelkdoesn’t work as expected or even
doesn’t boot at all. Don’t worry: if this happens, just rebadth the previously saved kernel and remove
the new one (it is better to reboot “single user”):

+ Reboot the machine
+ Press the space bar at the boot prompt during the 5 seconiisloaun
boot:
- Type
> boot netbsd.old -s
« Now issue the following commands to restore the previousiearof the kernel:

# fsck /

# mount /

# nv netbsd. ol d netbsd
# reboot

This will give you back the working system you started withgdaou can revise your custom kernel
config file to resolve the problem. In general, it's wise tatstdth a GENERIC kernel first, and then
make gradual changes.
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Updating an existing system
from sources

Note: Please remember to check src/UPDATING
(http://lcvsweb.NetBSD.org/bsdweb.cgi/src/UPDATING) for the latest changes.

If you are running a stable NetBSD release (such as NetBSD.Fdleases/formal-5/)), in a production
environment, you should occasionally update your soumedsebuild the system or the kernel, in order
to incorporate any security fixes that have been appliedadthnch since its release.

Note: The update process is the same for NetBSD-current, therefore the following steps apply to
-current systems as well.

Most of the following steps can be done as ordinary user. @rdynstallation of a new kernel and the
userland will require root privileges. Althougiisr is choosen as the working directory in the following
examples, the procedure can also take place in a user’s hiogetody. Ordinary users have normally not
the permissions to make changed.sr , but this can be changed by root.

Having up-to-date sources is a prerequisite for the folhmatepsSection 29.4nforms about the ways
to retrieve or update the sources for a release, stable mrdranch (using CVS).

Please always refer to the outputifild.sh -h and the filesUPDATING> andBUILDING for details - it's
worth it, there arenanyoptions that can be set on the command line deticrmk.conf

32.1 The updating procedure

32.1.1 Building a new userland

The first step is to build the userland:

$ cd /usr/src
$ ./build.sh -U distribution

32.1.2 Building a new kernel

The next step will build the kernel:
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$ cd /usr/src
$ ./build.sh -O../0bj -T ../tools kernel =<KERNEL>

32.1.3 Installing the kernel and userland

Installing the new kernel, rebooting (to ensure that the kemel works) and installing the new userland
are the final steps of the updating procedure:

cd /usr/src

su

nv /netbsd /netbsd. old

nv /usr/obj/sys/ arch/ <ARCH>/ conpi | e/ <KERNEL>/ net bsd /
shut down -r now

* H H s

$ cd /usr/src
$ su
# ./build.sh -O../obj -T ../tools -Uinstall=/

If the new kernehetbsd does not boot successfully, you can fall back on bootingthiesd.old
kernel.

32.1.4 Updating the system configuration files

Run theetcupdatescript (etcupdate(8)) and follow the instructions in thépaut for fixing obsolete files:

# /usr/sbin/etcupdate -s /usr/src

Optionally reboot to ensure all running services are udiegiew binaries:

# shutdown -r now

32.1.5 Summary

1. From the root of the source tree:

$ cd /usr/src
2. Build the userland:

$ ./build.sh -O../obj -T ../tools -U -u distribution
3. Build the kernel:

$ ./build.sh -O../obj -T ../tools -U -u kernel =GENERI C

4. |Install the kernel:
$ cd ../obj/sys/arch/ <ARCH>/ conpi | e/ GENERI C
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$ su
# nmv /netbsd /netbsd.old
# cp netbsd /netbsd

5. Reboot into the new kernel:
# shutdown -r now
6. Install the new userland:

$ cd /usr/src
$ su
# ./build.sh -O../0obj -T ../tools -Uinstall=/

7. Update the system and configuration files;:

# [usr/sbin/etcupdate -s /usr/src

Note: In the procedure above, the -u option indicates an update process, and that a make clean
operation should not be run before starting the build. This is useful when doing an update from a
previous build and/or a fresh build. The -U option allows the entire build by a non-root user followed
with an install by root.

32.1.6 Alternative: using sysinst

It is also possible to usgysinst  to install a freshly built system. The steps are as follows:

1. Build a complete release:
$ ./build.sh -O../obj -T ../tools -U-u -x rel ease
2. The resulting install sets will be in thasr/obj/releasedir/ directory.

3. Copy the install kernel to the root directory of your NeBSystem, reboot from it, and upgrade
with sysinst  (seeChapter 4.

32.2 More details about the updating of configuration and sta rtup

files

etcupdate is a script to help users compare, merge and install new aoatign and startup files (files
found in the etc.tgz distribution set) in /dev, /etc and frafter performing an operating system upgrade.
The upgrade of the operating system could have been perfoeitteer by compiling sources or by
extracting the distribution binaries.

32.2.1 Using etcupdate with source files

In case where the sources are in /usr/src the following camdrshould be enough:

# etcupdate
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But what if your NetBSD sources are in an alternative loggtguch as inhome/jdoe/netbsd/src ?
Don’t worry, tell etcupdate the location of your source twath -s srcdir and it will work just fine:

# etcupdate -s /hone/jdoe/ netbsd/src

32.2.2 Using etcupdate with binary distribution sets

Sometimes it's not possible have the sources around buttifowant to update the configuration and
startup files. The solution is to extract the desired distidn files (at least etc.tgz) and use the -b srcdir
switch to tell etcupdate that we don’t have the sources biyttbe official distribution sets.

# nkdir /tnp/tenproot

# cd /tnp/tenproot

# tar xpzf /sone/where/etc.tgz
# etcupdate -s /tnp/tenproot

32.2.3 Using et cmanage instead of et cupdat e

Theetcmanage perl script (available from pkgsrc/sysutils/etcmanage
(http://pkgsrc.se/sysutils/etcmanage) or as binary ggekis an alternative tetcupdate . It should be
used in the following way, in combination with postinsta)i(

# [ usr/ pkg/ bi n/ et cmanage
# [usr/sbin/postinstall
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media

33.1 Creating custom install or boot floppies for your archit ecture
e.g. 1386

Sometimes you may want to create your own boot or install flegpfor i386 instead of using the
precompiled ones, or tailor the ones built by the NetBSDdbsylstem. This section outlines the steps to
do so.

The overall idea is to have a filesystem with some tools (sysis, whatever), and embed this filesystem
as some sort of ramdisk into a NetBSD kernel. The kernel neeidslude thend pseudo device to be
able to hold a ramdisk. The kernel with the ramdisk can theput@n removable media or made
available via the net (using NFS or TFTP).

To perform the following steps, you need to be running a Kesita the vnd pseudo device enabled (this
is the default for a GENERIC kernel).

1. First, you must create a valid kernel to put on your floppges. INSTALL. This kernel must include
themdpseudo device, which allows embedding a ramdisk.Geapter 3Xor kernel building
instructions.

2. The next step is to create the ramdisk that gets embedtethankernel. The ramdisk contains a
filesystem with whatever tools are needed, usually init(8) some tools like sysinst, Is(1), etc. To
create the standard ramdisk, mmake in the src/distrib/i386/ramdisks/ramdisk-big
directory (for NetBSD 3.xsrc/distrib/i386/floppies/ramdisk-big ).

This will create theamdisk.fs  file in the directory. If you want to customize the contentshef
filesystem, customize thist  file.

3. Now, the ramdisk gets inserted into the kernel, produaingw kernel which includes the ramdisk,
all in one file. To do so, change into tkee/distrib/i386/instkernel directory (for NetBSD
3.X: src/distrib/i386/floppies/instkernel ) and runmake.

4. The next step is to make one or more floppy images, dependittte size of the kernel (including
the ramdisk). This is done by changing into
Justr/src/distrib/i386/floppies/bootfloppy-big , and runningnake again.

This will create one or two (depending on the size of kernk$fnamedootl.fs  andboot2.fs

5. Last, transfer these files to the floppies with the commands

# dd if=bootl.fs of=/dev/fdOa bs=36b
# dd if=boot2.fs of=/dev/fdOa bs=36b
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6. Putthe first floppy in the drive and power on!

33.2 Creating a custom install or boot CD with build.sh

Creating custom install or boot CDs is easy withild.sh. The NetBSD base system includes thakefs
tool for creating filesystems. This tool is used to createrisages. Creating iso-images includes these
tasks:

1. Release build
#./buil d.sh rel ease

2. CD-ROM iso-image build
#./buil d.sh iso-inage

Thebuild.sh iso-image command will build a CD-ROM image in
RELEASEDIR/MACHINE!/installation

Warning

For now not all architectures are supported. The mac/68k ports doesn’t boot for
now.
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A.1 Where to get this document

This document is currently available in the following forisia

« HTML (http://www.NetBSD.org/docs/guide/en/index.hjml
« gzip'd PDF (http://www.NetBSD.org/docs/guide/downldaetbsd-en.pdf.gz)
« gzip'd PostScript (http://www.NetBSD.org/docs/guidaichload/netbsd-en.ps.gz)

In addition, this guide is also sold on occasion in printedrfat tradeshows and exhibitions, with all
profits being donated to the NetBSD Foundation. On demamdifpgimay at some point be available as
well. If you are interested in obtaining a printed and bouaplycof this document, please contact
<www@NetBSD.org>.

A.2 Guide history

This guide was born as a collection of sparse notes that Eedaupi, the original author of the NetBSD
Guide, wrote mostly for himself. When he realized that theyld be useful to other NetBSD users he
started collecting them and created the first version of théegusing the groff formatter. In order to
“easily” get a wider variety of output formats (e.g. HTML aRdstScript/PDF), he made the “mistake”
of moving to SGML/DocBook, which is the current format of th@urces. Maintainership was picked up
by the NetBSD project and its developers later, and the fowaa changed to XML/DocBook later due
to better tools and slightly more knowhow on customisations

The following open source tools were used to write and fotimaguide:

- the vi editor which ships with NetBSD (nvi).
« the libxslt parser from GNOME for transforming XML/DocBoako HTML.

- the TeX system from the NetBSD packages collection. TeXésl@s a backend to produce the PS
and PDF formats.

. the tgif program for drawing the figures.

- the gimp and xv programs for converting between image fosraatl making small modifications to
the figures.

Many thanks to all the people involved in the developmenhete great tools.
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guide

There is a interest for both introductory and advanced decuation on NetBSD: this is probably a sign
of the increased popularity of this operating system andgrbaving user base. It is therefore important
to keep adding new material to this guide and improving thstiex text.

Whatever your level of expertise with NetBSD, you can cdmiie to the development of this guide. This
appendix explains how, and what you should know before yant. st

If you are a beginner and you found this guide helpful, plessel your comments and suggestions to
<www@NetBSD.org>. For example, if you tried something described here andlit’work for you, or

if you think that something is not clearly explained, or ifylbave an idea for a new chapter, etc: this
type of feedback is very useful.

If you are an intermediate or advanced user, please corsidénibuting new material to the guide: you
could write a new chapter or improve an existing one.

If you have some spare time, you could translate the guidesinbther language if you want (please read
Section B.).

Whatever you choose to do, don't start working before haemgacted us, in order to avoid duplicating
efforts.

B.1 Translating the guide

We have decided to keep only the english version of the NetB&De. The reason for this is that we do
not have (and history has shown that) enough manpower tatamaimultiple translations of the NetBSD
guide, and keep them all in sync. If you want to translate thideyin your preferred language feel free to
do that and make it available for others on your own websgaisepossible that we list a link to that
location. Please send informations about your projekitew@NetBSD.org>.

If you want to translate the guide the first thing to do is, asaly said, to contactwww@NetBSD.org>
or to write to the wetbsd-docs@NetBSD.org > mailing list. There are several possible scenarios:

« someone else is already working on a translation into yawguage; you could probably help him.

- nobody is currently working on a translation into your laaga, but some chapters have already been
translated and you can translate the remaining chapters.

+ you start a new translation. Of course you don'’t need to taémall the guide: this is a big effort, but if
you start translating one or two chapters it'll be a goodtstgmpoint for someone else.
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Even if a translation is already available, it is always msegy to keep it up to date with respect to the
master version when new material is added or correctionacke: you could become the maintainer of
a translation.

B.1.1 What you need to start a translation

In short, all you need is:

- the guide sources. They are part of “htdocs”, check it ounfanonymous) CVS like you would
check out “src” or “pkgsrc” as described Chapter 29

- atext editor, such as vi or emacs.

Important: Don't start working with HTML or other formats: it will be very difficult to convert your
work to XML/DocBook, the format used by the NetBSD guide.

B.1.2 Writing XML/DocBook

In order to translate the guide you don’t needarn XML/DocBook; get the XML/DocBook sources of
the NetBSD guide and work directly on them, in order to retigeeixisting format (i.e. tags) in your
work. For example, to translate the previous note, you wdolthe following:

1. load the english source of the current chapteGontrib.xml , in your editor.
2. find the text of the previous note. You will see somethikg:li

<important>
<para>
Don't start working with HTML or other formats:
it will be very difficult to convert you work
to XML/DocBook, the format used by the NetBSD
guide.
</para>
</important>

3. add your translation between the tags, after the engéission. The text now looks like this:

<important>
<para>
Don't start working with HTML or other formats:
it will be very difficult to convert you work
to XML/DocBook, the format used by the NetBSD
guide.
your translation goes here
your translation goes here
your translation goes here
</para>
</important>

4. delete the four lines of english text betweentégsleaving your translation.
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<important>
<para>
your translation goes here
your translation goes here
your translation goes here
</para>
</important>

When you write the translation please use the same indentatid formatting style of the original text.
SeeSection B.Jor an example.

One problem that you will probably face when writing the DocR text is that of national characters
(e.g. accented letters like “€"). You can use these chaattg/our source document but it's preferable
to replace them with XMlentities For example, “€” is written as “&egrave;”. Of course thiskea your
source text difficult to write and to read; the first problemiting, can be solved using a good editor with
macro capabilities. Vi and emacs, which are very popularogsy both have this feature and you can
map the accented keys of your keyboard to generate the eebentities automatically. For example, for
vi you can put a line like the following in youexrc file:

map! € &egrave;

Appendix Cexplains how to install the software tools to generate HTMU ather formats from the
DocBook sources. This is useful if you want to check your w@ek make sure you didn’t inadvertently
delete some tag) or to see what the output looks like, buhibts requirement for a translation. If you
don’t want to install the software tools, send your patchebssources to www@NetBSD.org> and we'll
check them and create the various output formats.

B.2 Sending contributions

If you want to contribute some material to the guide you haveral options, depending on the amount
of text you want to write. If you just want to send a small fixe thasiest way to get it into the guide is to
send it to www@NetBSD.org> via e-mail. If you plan to write a substantial amount of tesxtch as a
section or a chapter, you can choose among many formats:

- XML/DocBook; this is the preferred format. If you choose teuhis format, please get the guide
sources and use them as a template for the indentation arldytext, in order to keep the formatting
consistent.

. text; if the formatting is kept simple, it is not difficult tmavert text to XML format.

- other formats are also accepted if you really can’'t use atlgeprevious ones.

B.3 XML/DocBook template

For the guide | use a formatting style similar to a prograne fdllowing is a template:

<chapter id="chap-xxxxx">
<titte> This is the title of the chapter </ttle>
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<para>
This is the text of a paragraph. This is the text of a paragraph.
This is the text of a paragraph. This is the text of a paragraph.
This is the text of a paragraph.

</para>

<l-- >

<sectl>
<title> This is the title of a sect 1</title>

<para>
This is the text of a paragraph. This is the text of a paragraph.
This is the text of a paragraph. This is the text of a paragraph.
This is the text of a paragraph.

</para>

<sect2>
<title> This is the title of a sect 2</title>

<para>
A sect2 is nested inside a sectl.
</para>
</sect2>

</sectl>

<l-- >

<sectl>
<title> This is the title of another sect 1</title>

<para>
An item zed list:
<itemizedlist>
<listitem>
<para>
t ext
</para>
</listitem>
<listitem>
<para>
t ext
</para>
</listitem>
</itemizedlist>
</para>

</sectl>
</chapter>
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The defaults are:

- two spaces for each level of indentation
« lines not longer than 72 characters.

- use separator lines (comments) between sectl/sect2.
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Getting started with
XML/DocBook

This appendix describes the installation of the tools née¢d@roduce a formatted version of the
NetBSD guide. Besides that it contains instructions thatdbe how to build the guide..

C.1 What is XML/DocBook

XML (eXtensible Markup Language) is a language which is usedkfine other languages based on
markups, i.e. with XML you can define the grammar (i.e. thédvabnstructs) of markup languages.
HTML, for example, can be defined using XML. If you are a pragnaer, think of XML like the BNF
(Backus-Naur Form): a tool used to define grammars.

DocBook is a markup template defined using XML; DocBook ltbs valid tags that can be used in a
DocBook document and how they can be combined togetheruliye a programmer, think of DocBook
as the grammar of a language specified with the BNF. For exantglays that the tags:

<para> ... </para>

define a paragraph, and that a <para> can be inside a <sedtitraba <sect1> cannot be inside a
<para>.

Therefore, when you write a document, you write a documebtioBook and not in XML: in this
respect DocBook is the counterpart of HTML (although thekupris richer and a few concepts are
different).

The DocBook specification (i.e. the list of tags and ruleggited a DTD (Document Type Definition).

In short, a DTD defines how your source documents look likéttwives no indication about the format
of your final (compiled) documents. A further step is reqditie DocBook sources must be converted
to some other representation like, for example, HTML or PO#s step is performed by a tool like Jade,
which applies the DSSSL transforms to the source docum&$3D (Document Style Semantics and
Specification Language) is a format used to definestiiiesheetaecessary to perform the conversion
from DocBook to other formats. The build structure for thédgualso supports the XSL (Extensible
Stylesheet Language) stylesheet language X8hiproc program is used for transforming XML with
XSL stylesheets.

C.2 Installing the necessary tools

All the tools that are needed to generate the guide in vafmusats can be installed through the
netbsd-wwwnetbsd-dogcandnetbsd-doc-prinmeta-packages. Together thetbsd-do@andnetbsd-www
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packages install everything that is needed to generate Thé& Hersion of the guide. To be able to
generate printable formats, such as Postscript and PO&|litie netbsd-doc-prinmeta-package.

Supposing that a current pkgsrc tree is installefdsatpkgsrc ~ , you can install all these
meta-packages with:

cd /usr/pkgsrc/ neta-pkgs/ net bsd- www

nake instal

cd /usr/pkgsrc/ neta-pkgs/ net bsd- doc

nake instal

cd /usr/pkgsrc/ neta-pkgs/ net bsd-doc-print
make instal

R I e

C.3 Using the tools

This section provides an overview of how the guide can be dechfrom XML to any of the following
target formatshtml, html-split, ascii, ps andpdf. Creating all formats is the default. To produce any of
the above output formats, rumake with the format(s) as argument.

Let’s look at a few examples.

Before looking at the output generated in any of the abovatimeed formats, integrity of the XML
structure has to be ensured. This can be done by rumnéig lint:

$ cd htdocs/ gui de/ en
$ nmake lint

Fix any errors you may get. When working on the contents ofjtlide, you may want to produce the
HTML version to have a look at it for proofreading:

$ cd htdocs/ gui de/ en
$ make htm -split

After this, please update the Postscript and PDF versiotteeajuide too. The command for this is:

$ cd htdocs/ gui de/ en
$ make pdf

Before you go and commit the generated files, please makeétstrgou commit the XML files first,
then re-generated all formats, i.e. the procedure woulab®thing like:

cd htdocs/gui de/ en
cvs commit *.xm

make |int
make
make install-doc

cd .
cvs commit en downl oad

R R I A
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When runningnake with no argument, all formats will be re-generated. Thihisdefault way to build
the guide for the NetBSD.org website.

C.4 Language-specific notes

C.4.1 Enabling hyphenation for the Italian language

The NetBSD guide is currently available in three languagegilish, French and Italian. Of these, only
English and French are automatically hyphenated by TeXuffodn hyphenation for the Italian
language, some simple steps are required:

Edit /usr/pkg/share/texmf/tex/generic/config/language.da t and remove the commerst(
from the line of the Italian hyphenation. l.e.

%italian ithyph.tex
becomes
italian ithyph.tex

Note: As more translations of the guide become available, you will probably need to enable other
hyphenation patterns as well.

Now the latex and pdflatex formats must be recreated:

# cd /usr/ pkg/ share/texnf/web2c
# fmtutil --byfnmt |atex
# fmtutil --byfnt pdflatex

If you check, for exampldatex.log ~ you will find something like:

Babel <v3.6Z> and hyphenation patterns for american, frenc h, german,
ngerman, italian, nohyphenation, loaded.

Please note that there are many ways to perform these apesatiepending on your level of expertise
with the TeX system (mine is very low). For example, you causé the "texconfig" interactive program,
or you could recreate the formats by hand usingtéxgrogram.

If you know a better way of doing the operations describedhis appendix, please let me know.

C.5 Links

The official DocBook home page (http://www.oasis-openaogbook/) is where you can find the
definitive documentation on DocBook. You can also read entindownload a copy of the book
DocBook: The Definitive Guide (http://www.0asis-open/dacbook/documentation/reference/) by
Norman Walsh and Leonard Muellner.
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For DSSSL start looking at http://nwalsh.com.
XSL is described at http://www.w3.0rg/Style/XSL/.

Jade/OpenJade sources and info can be found on the OpendadeRdge
(http://openjade.sourceforge.net/).

If you want to produce Postscript and PDF documents from {dmaBook source, look at the home
page of JadeTex (http://sourceforge.net/projects/@det
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translation work.
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D.3 Licenses

D.3.1 Federico Lupi’s original license of this guide

Redistribution and use in source and binary forms, with @aheut modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the aboveragimynotice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the ab@mydght notice, this list of conditions and
the following disclaimer in the documentation and/or ottmaterials provided with the distribution.

3. All advertising materials mentioning features or usehif software must display the following
acknowledgement: This product includes software develdyye=ederico Lupi for the NetBSD
Project.

4. The name of the author may not be used to endorse or promuategis derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “AS IS” AND ANY EXPRES OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE HCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDINGBUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANFTHEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OFHIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

D.3.2 Networks Associates Technology’s license on the PAM a rticle

Copyright (c) 2001-2003 Networks Associates Technolagy, |
All rights reserved.
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This software was developed for the FreeBSD Project by T3étkAS and
Network Associates Laboratories, the Security Researeisibn of

Network Associates, Inc. under DARPA/SPAWAR contract N&B®1-C-8035
("CBOSS"), as part of the DARPA CHATS research program.

Redistribution and use in source and binary forms, with dheuit

modification, are permitted provided that the following ddions

are met:

1. Redistributions of source code must retain the aboveragifty
notice, this list of conditions and the following disclaime

2. Redistributions in binary form must reproduce the ab@mydght
notice, this list of conditions and the following disclaime the
documentation and/or other materials provided with th&idistion.

3. The name of the author may not be used to endorse or promote
products derived from this software without specific priaitign
permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “ASS” AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMI'ED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORSE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARYOR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBBITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INRERTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARSING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBIY OF

SUCH DAMAGE.

D.3.3 Joel Knight's license on the CARP article

Copyright (c) 2005 Joel Knight <enabled@myrealbox.com>

Permission to use, copy, modify, and distribute this doqutatéon for
any purpose with or without fee is hereby granted, providied the
above copyright notice and this permission notice appealt topies.

THE DOCUMENTATION IS PROVIDED "AS IS" AND THE AUTHOR DISCLAMS ALL
WARRANTIES WITH REGARD TO THIS DOCUMENTATION INCLUDING ALLIMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHAIL THE
AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USBATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OBR
TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USBR
PERFORMANCE OF THIS DOCUMENTATION
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